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TRADEMARK
ENVIROMUX is a registered trademark of Network Technologies Inc in the U.S. and other countries.

COPYRIGHT

Copyright © 2005-2019 by Network Technologies Inc. All rights reserved. No part of this publication may be reproduced, stored
in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise,
without the prior written consent of Network Technologies Inc, 1275 Danner Drive, Aurora, Ohio 44202.

CHANGES

The material in this guide is for information only and is subject to change without notice. Network Technologies Inc reserves the
right to make changes in the product design without reservation and without notification to its users.

CE Statement

We, Network Technologies Inc, declare under our sole responsibility that the E-16D , E-5D and E-2D are in conformity with
European Standard EN55022.

Firmware Version
Current Firmware version 2.57

As of firmware version 2.35, the webserver in the E-xD supports only TLS v1.2 security encryption. Due to security
vulnerability, SSL is no longer supported.

Exception: E-mail servers requiring SSL encryption will still be supported for alert messages.

AWARNING

The E-16D contains a sealed lead acid battery. Battery maintenance must be performed by an authorized trained
technician. Always follow local laws and regulations regarding the disposal of this unit.

CAUTION

Turn OFF power to the ENVIROMUX and discharge your body’s static electric charge by touching a grounded surface or
use a grounding wrist strap before performing any connections to the unit.

CAUTION

For continued protection against fire and electric shock this device should only be connected to an AC mains outlet
equipped with a proper ground terminal.
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NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

INTRODUCTION

The ENVIROMUX Enterprise Environment Monitoring System (ENVIROMUX) provides a way to supervise, from a remote
location, the environmental conditions and security in cabinets and rooms containing servers, hubs, switches and other network
components. Input data is filtered, collected, analyzed and processed to instantly and accurately display the status of the room.
The user is able to specify parameters for all monitored conditions: if the parameters are exceeded, the unit will signal an alarm,
which may include several pre-defined processes.

The E-16D, our most feature-filled model, includes sensors that monitor the internal temperature and humidity of the unit,
giving readings that can be used as an estimate for the conditions of other nearby rack components.

All models are capable of monitoring external RS485 sensors and additional digital contact-type sensors (often called open-
collector, contact-closure, relay-style, normal-open, or normal-closed). All sensors are sold separately, available from NTI.
ENVIROMUX includes output relays to control devices such as door locks, keypads, and circulation fans. The E-16D and E-5D
also include outputs specifically for the connection of an alarm siren and/or beacon.

The external sensors sold by NTI will monitor temperature and humidity, monitor AC line voltage, frequency, and current,
detect smoke, and much more. The temperature and humidity sensors will provide current readings as well as alerts when
thresholds are exceeded. The AC line monitor detects AC line input voltages between 50~250V AC, the Frequency (Hertz)
between 47~63Hz, and the Power (Current) up to 12 amperes from a single AC line. The remainder of the sensors will simply
provide alerts. These sensors can be manufactured by any third party, provided the alert notification method is compatible. Each
of the aforementioned NTI sensors will connect to the ENVIROMUX via RJ45 connectors and CAT5 cable.

The ENVIROMUX can also work with both 4-wire and 2-wire contact-style sensors (4-wire sensors require a power
connection, 2-wire do not). An external power supply for some 4-wire sensors may be required (sold separately). Screw
terminals are provided for the connection of external contact-style sensors.

The Ethernet provides the main user interface for the ENVIROMUX. The ENVIROMUX provides data logging that can
be viewed via a web browser and send alerts via email, Syslog, SNMP traps, SMS text messages and front panel LEDs. USB
ports are provided for the connection of a USB modem and for downloading log data to a USB flash drive.

Features: (see Feature Differences chart on next page for more details)
e Enables up to 16 users to monitor environmental conditions and security status remotely
e Alerts users of environmental faults via email, Syslog, SMS messages, SNMP traps (v1, v2c, and/or v3), llluminated
front panel LEDs, or natifications on a web page
e Sensors are assigned to organized groups, and users can receive alerts from any group(s)
e Smart alerts provide sophisticated configurable multi-event triggering of alert messages or device control
e Upto 16 users can control simultaneously via Ethernet and a single user control serially via connected terminal
e Connections include RJ45 and USB for local serial control
e RJ45 w/ LEDs for Ethernet-based control
e Easy connections for sensors and devices
e RJ45 connections w/o LEDs provided for sensors
e Screw terminals for digital input devices
e Screw terminals for digital output devices
e 12VDC provided for all digital inputs (E-16D only)
e RJ45 Sensors include Temperature, Humidity, Temperature and Humidity, Water, Vibration, Smoke, Motion Sensor,
Glass break detector and many more
e Provides control for devices such as door locks, keypad, or a fan via digital outputs (1A/ 30VDC, .5A/ 100VAC)
e Full configuration via web-based graphic user interface
e Limited configuration using text menus via Telnet , SSH, RS232 or USB-to-serial interface
e Browser independent (IE, Netscape, Mozilla, Opera)
e Outgoing mail using SMTP or SMTP over SSL for alert notifications- up to 16 different email addresses
e Configurable Alarms to match specific user schedule
e Local Email Authentication, SSL3
o Data logging to keep viewable record of events such as changes in the environment or user access
e  Monitors (ping) up to 64 configurable IP addresses. Response Timeout and number of retries are user configurable
for each address
e Flash firmware upgradeable via FTP server or web page
e Internal temperature, humidity, and power sensors (E-16D, 5DB, 2DB (see chart on next page)
USB ports for USB modem and USB flash drive




NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

The E-5D Medium Enterprise Environment Monitoring System and E-2D Small Enterprise Environment Monitoring
System have almost the same functionality as the E-16D, just fewer connection points.

E-16D vs. E-5D vs. E-2D
Feature Differences

Feature E-16D E-5D E-2D
Internal Sensors 3 2 0
Temperature v v N/A
Humidity v v N/A
Battery v only for E-5DB only for E-2DB
RJ45 Sensor Ports 16 5 2
Digital Inputs 5 5
12VDC provided on Digital v N/A N/A
Inputs
Output Relays 4 2 1
Auxiliary (12V) Power v v v
Terminal
Alerts 8 Methods 8 Methods 6 Methods
Alarm Silence/Test Button v 4 N/A
Control Methods 6 Methods 6 Methods 5 Methods**
USB Ports for Modem and
. 4 4 2
Data Logging
Front Panel LEDs 6 2 2
Optional (2 Hour) Optional (2 Hour)
Backup Batter v (1 Hour
b y ( ) (E-5DB) (E-2DB)
e 110 or 220 VAC at 50 or 60 110 or 220 VAC at 50 or 60
Hz via IEC connector. 65W Hz via AC adapter. 3A 110 or 220 VAC at 50 or 60
Power * Options: dual power, 18- Optional Dual Power, Hz via AC adapter / 3A
36VDC, 36-72VDC, 18-36VDC Optional Dual Power
dual power, 36-72VDC dual 18-72VDC, 18-72VDC dual
power power

* No dedicated alarm beacon/siren terminals although they CAN be connected to E-2D
** E-2D does not include an RS232 port for console control, but a USB Type B “Console” port (and drivers) is provided
for this control method.
N/A= Not Available
Options:
» E-16D

» Dual Power - ENVIROMUX with two power connections for optional redundant power source connection (see
page 20) - add “DP” to the model number (i.e. E-16DDP)

» DC Power - to install the ENVIROMUX in a Telecom environment (see page 21). Add “-48V” or “-24V” to the
model number (i.e. E-16D-48V). A “48V” model ENVIROMUX accepts 36-72VDC while a “24VV"model accepts
18-36VDC, positive or negative polarity and includes a 3-pole screw terminal for connecting the DC voltage
input.

» E-5D/-2D

» DIN Rail Mounting- E-5D or -2D can be ordered with a DIN rail mounting bracket- Add “D” to the
part number (i.e. E-5D-D)
» Battery Backup- E-5D or -2D can be ordered with battery backup support and DC power
monitoring installed, providing up to 2.3 hours of operation in the event of a power failure- to order, add “B” to
the part number (i.e. E-5DB)
» 48V/24V/12V/9V Power Option- E-5D-48V can be ordered with power connections for 18-72VDC (24 or 48VDC
nominal) in addition to jacks for 9-12VDC AC adapter connection. For dual 48V connections, just add “DP” to
the model number (i.e. E-5D-48VDP).

0 E-2D-24V can be ordered with power connections for 9-36VDC (24VDC nominal) in addition to jacks for
9-12VDC AC adapter connection.

» 48VINDLT Industrial Low Temperature Option- E-5D-48VINDLT will operate between 36-72VDC
at temperatures between -40 to 185°F (-40 to 85°C)

2
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MATERIALS

Materials included with the E-16D Kkit:

E-16D Large Enterprise Environment Monitoring System

Power Cord- country specific (2 power cords for model E-16D-DP)(excluded in E-16D-48V/-24V)
1-CB4306 USB2-AB-6-5T 2 meter USB 2.0 male type A-male type-B transparent cable
CT6182 DB9 Female-to-RJ45 Female adapter

CT6488 DB9 Male-to-RJ45 Female adapter

2- CB7339 5 foot RJ45-t0-RJ45 CATS SF patch cable

Rack mount kit

Materials included with the E-5D Kit:

NTI E-5D Medium Enterprise Environment Monitoring System

1- PS4225 120VAC or 240VAC at 50 or 60Hz-9VDC/3A AC Adapter (excluded in E-5D-48V(DP))
-OR-

1- PS4264 120VAC or 240VAC at 50 or 60Hz-9VDC/5A AC Adapter (E-5D(B)-IND only)

1- Line cord- country specific (excluded in E-5D-48V(DP))

1- CB4306 USB2-AB-2M-5T 2 meter USB 2.0 male type A-male type-B transparent cable

1- CT6182 DB9 Female-to-RJ45 Female adapter

1- CT6488 DB9 Male-to-RJ45 Female adapter

1- CB7094 5 foot RJ45-t0-RJ45 CAT5 SF patch cable

Materials included with the E-2D Kkit:

NTI E-2D Small Enterprise Environment Monitoring System

1- PS4225 120VAC or 240VAC at 50 or 60Hz-9VDC/3A AC Adapter (excluded in E-2D-24V)
1- Line cord- country specific (excluded in E-2D-24V)

1- CB4306 USB2-AB-2M-5T 2 meter USB 2.0 male type A-male type-B transparent cable

Materials required for connection but not supplied:

Contact your nearest NTI distributor or NTI directly for all of your cable needs at 800-RGB-TECH (800-742-8324) in US & Canada
or 330-562-7070 (Worldwide) or at our website at www.networktechinc.com and we will be happy to be of assistance.

e Cables required for connection:

Cat5 for RS485 sensors with RJ45 connectors wired to the TIA/EIA-568B standard (see page 170 for

specifications)
E-2W-xx 2-wire sensor cables for dry contact sensors
e Cable required for Ethernet connection:

Cat5 cable with RJ45 connectors wired straight through (pin 1 to pin 1, pin 2 to pin 2, etc..)
e E-TRMPLG Terminating Plug- one required if multiple E-16D units will be cascaded using the RS485 connection

method (page 93)

See our webpage for the latest sensors available; http://www.networktechinc.com/environment-monitor-16d.html
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SUPPORTED WEB BROWSERS

Most modern web browsers should be supported. The following browsers have been tested:

e  Microsoft Internet Explorer 6.0 or higher
e Mozilla FireFox 1.5 or higher

e Opera9.0

e Google Chrome

Note: If HTTPS pages cannot be viewed in the browser (“The page cannot be displayed” message appears) try to disable
SSL 2.0 and TLS 1.0 from advanced options of the browser.

As of firmware version 2.35, the webserver in the E-xD supports only TLS v1.2 security encryption. Due to security
vulnerability, SSL is no longer supported.

Exception: E-mail servers requiring SSL encryption will still be supported for alert messages.
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FEATURES AND FUNCTIONS
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FRONT VIEW OF E-16D
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REAR VIEW OF E-16D
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# LABEL (LEDs) DESCRIPTION
1 Pwr- | indicates when power to ENVIROMUX is ON (solid ON) and when power failure has
occurred (battery power is ON- LED is blinking once per second)
Low Batt- | indicates that the backup battery is running low on power, disconnected, or in failure
Check Log- | illuminates when a new entry that is not an alert is added to the log
Int Alert- | illuminates when an internal sensor generates an alert
Ext Alert- | illuminates when an external sensor generates an alert
Aux- | Not used as of this printing
Fault- | red — illuminates if a sensor goes out of range of a configurable threshold

(E-2D/5D Only)

See LED Status Chart (page 116) for more on LED indicators.

# \ LABEL \ CONNECTOR DESCRIPTION

2 Supported USB Type A Female for connection of supported USB 1.1 compatible devices (USB modem or flash
USB Devices drive for logging data)(see more information on pages 17 and 118)

3 None None Opening for humidity sensor to sense
Alarm Button Used to test or silence the alarm connected to the siren terminals
Test/Silence

5 IEC Connector for connecting the power cable (see also “Dual Power Option” on page 20)

6 -—- Power Switch used to turn the power to the ENVIROMUX ON/OFF

7 RJ45 Sensors | RJ45 female connectors | for attachment of various sensors

8 Digital IN Terminal block connection block for wired sensors (2-to-4 wire)

9 Output Relays | Terminal block connection block for devices to be controlled in the event of alerts

10 | Console USB Type B female For connecting USB cable for serial connection of a terminal to control the

connector system
11 | RS232 (DCE) | RJ45 female connector Alternative port for RS232 serial connection of a terminal to control the system
12 | Ethernet RJ45 female connectors | for connection to a Local Area Network (LAN) for remote configuration,
monitoring, and control
13 | Beacon Terminal block for two-wire connection of visual indication of alarm (page 13)
14 | Siren Terminal block for two-wire connections of audible indication of alarm (page 13)




NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

LABEL ‘ CONNECTOR DESCRIPTION
15 | Aux Pwr Terminal block for powering an auxiliary device with 12VDC power at 150mA maximum (fuse
protected)
16 RS232 AUX RJ45 female for connection of a serial modem or remote RS232 device to be controlled
17 | Cascade RJ45 female used for RS485 method of cascading multiple E-16D units
In/ Out connectors
18 Restore Reset Button for manually restoring the ENVIROMUX back to factory settings
Defaults (see page 116 for details)
19 | System Reset | Reset Button for manually resetting the system (rebooting) the ENVIROMUX
(see page 116 for details)
20 | 9V 3A-PWR1 | 2.1x5.5mm Power Jack | for connection of primary power supply
20a | 9V 3A- PWR2 | 2.1x5.5mm Power Jack | for connection of backup power supply
Front View of E-5D
20a 6 16 9
4 18 8 15 | 1314
[ | l
ENVIROMUX® RS23p AUX Alarth Test [% .?.”m'w— [RONAL M T'L m:ﬁé'x?a"°wmwﬁ! AR
= Sild gn-&sandhaid!rr’r‘;‘ ,‘_1va_ T NCN T NQN ' =
W@ @ Restore : I — o ®
Pwrt & Pwr2 Defaults | [l [ ii ii Ei i) ii i G@ ii
usB USB De\nces—l
Console Pwr [
. s P 7
®|ayn) B S = =
Ethernet leuul 1 2 3 5 Sensors
20 12 10 1 2 1 9
4 1
N\ \,
FAN
Alarm Test! Pwr Fault
Silence
E-5D REAR VIEW
Front View of E-2D
6 9
20a | 8 15
I I I |
—— _DIGITAL IN —5" ouTPUT
ENVIROMUX® 1TACH 2 RELAY E-2D
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INSTALLATION

Mounting Instructions-16D

The E-16D was designed to either sit on a shelf or be mounted in a rack. For mounting in a rack It includes a rack mount kit to
make attachment easy.

1. Attach the ears to the ENVIROMUX using the #6-32x3/16" flat Phillips-head screws (6) provided as shown in the
illustration below.

FYI: The same hole pattern is provided at the front and rear of the ENVIROMUX, enabling the ENVIROMUX to be
mounted with the front facing out or rear facing out.

2. The holes in the ears should line up with pre-threaded holes in the sides of the ENVIROMUX. Tighten the screws
securely.

Front OR Rear
of Switch

Flat Head
Screws
(Provided)

Rackmount Ear
Figure 1- Secure rack mount ears to E-16D

3. Install 4 cage nuts to the rack in locations that line up with the holes in the mounting ears on the ENVIROMUX.

4. Secure the ENVIROMUX to the rack using four #10-32x3/4” screws and cage nuts (provided). Be sure to tighten all
mounting screws securely.

Note: Do not block power supply vents in the ENVIROMUX case. Be sure to enable adequate airflow in front of and
behind the ENVIROMUX.

g

Rack
/

{ |~ Cage Nuts

= ) provided)

3
A

#10-32 x 3/4" Screws ~—_ e
(provided)
Nl

OO@O8T0000

J

Figure 2- Mount ENVIROMUX in a rack

5. Attach all cables securely to the ENVIROMUX and where necessary supply adequate means of strain relief for
cables.
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Mounting Instructions-5D / -2D

The E-5D and -2D can either be placed on a solid surface, mounted to a wall, mounted to a DIN rail or mounted to an accessible
surface within rack (Zero-RU). To mount to a wall or other surface, first remove the screws holding the mounting tabs to the rear
of the box. Rotate the tabs such that they extend from the back of the box, and attach the tabs with the screws removed. Now
the ENVIROMUX can be secured to any convenient surface. Use appropriate hardware (not supplied) when mounting.

Remove
Brackets

Figure 3- Rotate the tabs for Zero-RU mounting

.’

o
Rotate

Brackets X
and re-install ¢ N\&\
[

If rack-mounting is preferred, the E-RK1-5D or E-RK1-2D rack-mount kit can be used (sold separately). Simply attach the ears

(instructions included with the kit) and secure to a rack with the hardware provided.

FYI: Two sets of mounting holes are provided on the side of the ENVIROMUX to enable the ears to be attached such that
the ENVIROMUX can be mounted with the front facing out or rear facing out, as desired.

Cage Nuts —|§-

(provided)

(provided)

Figure 4- Mount E-5D/2D in a rack

#10-32 x 3/4” Screws
g <« Diameter Screws
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DIN Rail Mounting
If DIN rail mounting is preferred, and you have purchased the E-5D-D or E-2D-D, then a DIN rail bracket has been pre-installed
on the ENVIROMUX. Simply determine where on the DIN rail you want to place the ENVIROMUX and follow the instructions

below for attaching it.

Note: You will either have a plastic DIN rail clip or a metal one. Instruction for each is provided below.

Spring Spring

=]

ENVIROMUX ENVIROMUX
DIN Rail 9»
L L
DIN Rail DIN Rail
Clip Clip DIN Rail i )
1. Set DIN Rail Clip 2. Slide DIN Rail Clip 3. Rotate unit to set 4, Release unit. Spring
against DIN Rail. squarely down onto against DIN Rail will raise unit to engage
DIN Rail Clip.

DIN Rail and press
down firmly to compress
the spring.

Figure 5- Mount E-5D/2D to DIN rail- plastic clip

DIN Rail
ENVIROMUX ENVIROMUX
-
Snap clip
under Rail —
DIN Rail
Clip o . .
1. Set the DIN Rail Clip 2. Press down firmly and 3. Release unit. The clip
squarely on DIN Rail evenly on the ENVIROMUX ears will surround the
such that both ears of as you rotate the case to edges of the rail, holding
the clip are resting on snap the clip under the the unit securely in place.
the top of the DIN Rail. bottom edge of the DIN Rail To remove the unit,

reverse the process.

Figure 6- DIN Rail Mount with metal clip
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Sensor Attachment

Connect the desired sensors (sold separately) to the available ports on the ENVIROMUX. Sensors come with one of two
connection methods, RJ45 and individual wires for terminal connection. This section explains both methods of connection.
Configuration of these sensors will come later in this manual.

RJ45 SENSORS
3 4 5 [

RJ45 Sensor Ports

1. Connect each external sensor having an RJ45 male connector on it *
(E-STS, E-STHSB, E-LDS) to one of the female connectors labeled
"RJ45 Sensors” on the ENVIROMUX. Male connectors should
snap into place. Cables may be up to 1000 feet in length. See
page 170 for wiring specification and pinout.

RJ45 Male
Connector

Up to 1000 feet
¥~ of CATx cable
(minimum

Note: It is very important to locate the temperature and/or humidity
sensors away from ventilation sources and fans.

24AWG)

If CATx cabling will be installed near sources of EMI g;:f‘::;:;
(electric motors, light ballasts, etc) use shielded

cable to reduce the introduction of noise to the . .
circuits. Otherwise. communications between the Figure 7- Sensors connected by cables with RJ45 connectors

sensor and ENVIROMUX may be unreliable.

The RJ45 SENSORS ports can be used to connect a variety of sensors. Specifically on the E-16D, the combined power load of
all 12vDC sensors on each row of ports (ports 1-8 is one row and ports 9-16 is the second) cannot exceed 500mA per row.
Some sensors use more power than others. The table below provides the top power users:

12VDC Power 12VDC Power
Sensor Consumption Sensor Consumption

in mA in mA
E-S420MA-24V 130 E-ACLM-V 70
E-ACLM-P 130 E-S5VDC(-5V) 100

Caution: Be careful not to overload the E-16D as failure may occur and damage to the ENVIROMUX may result.

Schematic for wiring Contact Sensor to RJ45 Socket

2. Some sensors do not have RJ45 connectors on them frrereeimam e amre e amnaame it e et anate et s e et et ra et ee e
and instead have terminal blocks. These can either be Contact Sensor
connected to the "DIGITAL IN" connectors or they can : +12VD(_: L JSAMEER
be terminated and plugged into the remaining RJ45
connectors (see figure-right ). (The illustration uses
CATS5 patch cable to make cable connection easy.)
Some examples of these sensors include E-IMD, E-IMD- L wht/blue
CM, E-VSS, E-SDS, and E-GBS. Cables may be up to brown

1000 feet in length. i
g Pins 3,4, angl 6
o re not use RN
Note: For sensors requiring 5VDC power source, or contact

connect the wht/brown wire to pin 4 instead of pin 7. sensors 12345678

All contact sensors can be wired in this way and use the

RJ45 sensor ports instead of the Digital In terminals if
oo TP J View looking into RJ45 Socket

Figure 8- Contact sensor wired to RJ45 socket

10
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Digital In Terminals

To connect contact sensors without using RJ45 connectors, terminal blocks have been provided labeled "DIGITAL IN". Two
wire switch-only type sensors can be connected to the DIGITAL IN terminals as shown below. If the sensors require a 12V
power source to operate, additional 12V and ground terminals have been provided on each model, with restrictions as shown.
Connect each two-wire or four-wire contact sensor using 16-26 AWG wire.

FYI: The terminal block is removable for easy sensor wire attachment if needed.

Terminal Blocks on E-16D
DIGITAL IN
2 3

Connect devices rated 50mA or less to Digital In 1-7
+ 12V 12V +12V +12V

Connect devices rated 350mA or less to Digital In 8
pO BE J0 N | | 5 Switeh w
Switch /@ % ;i‘:ﬂg powered NOTE: If used, the E-EDR-SF\
D o ¢ - #|- +]- +"goum (O E-EDR-SCR Electric Strike
50mA Max. in . should be connected to DIGITAL
ly W Digital n1-7  Door Contact | IN terminal 8 for power.
Panic O 350mA Max. in Sensor
Button Digital In 8

Terminal Blocks on E-5D Terminal Blocks on E-2D
—— DIGITALIN —— AUX OUTPUT RELAYS —— DIGITALIN = QUTPUT (=
1/TACH PWR 1 2 ALARM AMACH 2 3 RELAY
FETEFT I I L Ju:!#“cncno'cncndw = + T T +%'T£?TL%'WL(:\TJ‘ NCNO  Laqav

AUX
PWR

500mA
Max.

lii E G0 G@E l][i”

(1] 1}

B0 66 6@

LI |_’ Switch w/
; witch w.
Switch Switch w/ Switch 12VDC powered
Only 12VDC powered Only divice
device (P
500mA max.
CP (500mA max.) I ( )

Figure 9- DIGITAL IN Terminal Connections

Liguid Detection Sensors

Liquid Detection Sensors are available for simple connection to either the “Digital In” terminals (use model E-LD) or the “RJ45
Sensor” ports (use model E-LDS).

Connect the two-wire cable (up to 1000 feet long) from a liquid detection sensor (E-LD shown in Figure 10-upper image) to a set
of “DIGITAL IN” contacts.  For added range (up to 1000 more feet), use an E-LDS (shown in Figure 10-lower image) and
connect to an “RJ45 Sensor” port.

Note: If you are not looking to extend a liquid detection sensor (E-LDx-y) an additional 1000 feet, you can still connect
the two-wire cable to pins 1 and 2 of the RJ45 connector (Figure 8) and plug it into an RJ45 Sensor Port instead of
connecting it to a Digital In terminal. You do not have to use an E-LDS for the sensor to work, only to extend it an
additional 1000 feet.

The twisted orange sensing cable should be placed flat on the surface (usually the floor) where liquid detection is desired. If tape
is required to hold the sensor in place, be sure to only apply tape to the ends, exposing as much of the sensor as possible. At
least 5/8" of the sensor must be exposed for it to function. (See Figure 10)

11
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Terminals on E-16D

DIGITAL IN

iTach 2 3 4 NOTE: The E-LD(-LC) can be connected to the DIGITAL IN
> |\|' l |\|' +|2\f

o terminals of the E-16D on units made 5/31/13 or after.
TR TERTET] I (E-LD(-LC) is compatible with all E-5D/-2D units)

Wi 6 O I

Apply tape at ends
E-LD or E-LD-LC PRV

Two-wire cable
up to 1000 feet long

at least 5/8”
sensor exposed

Sensor Cable
up to 1000 feet long

E-LDS For added flexibility, install an E-LDSx-y using CATS5 cable to a port labeled
“RJ45 Sensors”. With the E-LDS, you can use up to 1000 feet of
CATS cable, 1000 feet of two-wire cable plus 1000 feet of sensor cable.

Apply tape at ends

Two-wire cable

up to 1000 feet long atleast 5/g
sensor exposed
RJ45-male 41— e
To “RJ45 Sensors” connector
porton E-xD <«—
(up to 1000 feet long) Sensor Cable

up to 1000 feet long

Figure 10- Secure liquid detection sensor with tape

After installation of rope style leak detection sensor in its desired location, it is very important to test the sensor to verify correct
installation. This applies to all rope-style leak detection sensors (E-LD/ E-LD-LC / E-CD, etc.).

To test the rope style leak detection sensor;

1. Configure the sensor (page 48). (Normal Status set to “Open”, Sampling Period set to 5 seconds.)

2. Place approximately one table spoon of tap water across the sense cable so that the 2 thin sensing wires are connected
by mutual contact with the water. Do NOT use distilled water as water must be conductive.

3. Monitor the sensor (page 31) to see the sensor “Value” change from “Open” (dry) to “Closed” (wet). (How quickly the
change occurs is based on the amount of impurities in the water, so allow up to 30 seconds).

4. Dry the exposed area of the sensor and the sensor “Value” should change back to “Open” within 30 seconds.
If the sensor fails to behave in this manner, contact NTI for support.
This completes the testing of the sensor.

New Sensor Configuration

Digital Input Settings

Description Water Sensor

Descriptive name for the digital input
Group 1 -

Select which group the digital input belongs to
Normal Status Open -

Select the normal status for the digital input

Refresh Rate 5 Sec

The refresh rate at which the digital input view is updated

Figure 11- Portion of Water Sensor configuration page

12
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Alarm(Beacon/Siren) Connections

Terminals have been provided for connection of the E-BCN-R Beacon and E-SRN-M Siren to use for visual alerts and audible
alerts when configured.  Devices such as this can be installed in locations best suited to get attention. The terminals for
these connections will accept 16-26 AWG wire.

WARNING
Terminals on E-16D

: BEACON SIREN
Devices connected +12V + +12V L
cannot exceed

180mA contact
Terminals on E-5D load Wy Wy
AUX OUTPUT RELAYS RED| | BLACK
PWR 2 ALARM
fAVET Ncno"c NCNO'™+ =7
BE @
RED| | BLACK
Beacon
E-SRN-M
Siren
E-SRN-M Terminals on E-2D
E-BCN-R Siren

DlGlTAL |N — | OUTPUT

r—
1!1_2 H S|
+‘-+4-+‘~'+ T C NG 412V

mmﬂjﬂ AUX (E] 500mA
|6F BE 6 GO 6 65 6§ PWR| | @ | Max.

Beacon

Note: The maximum combined load that can be
connected to the “AUX PWR” terminals on the E-BCN-R
E-5D /-2D is 500mA. (For the Beacon
E-16D the maximum is 150mA.)

Figure 12- Connect visual and audible external indicators
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Connect Output Devices

For connection of additional output devices to be controlled by the ENVIROMUX, terminals labeled "Output Relays" have
been provided. The contacts will work as switches to either close or open circuits (switch ON or OFF) when used. The
“default” position of the switch is configurable independently (page 54) and how the switch reacts to sensor alerts can also be
configured on any Sensor Configuration page (page 38).

The status page and any sensor configuration page describe the Output Relay’s status as either “active” or “inactive”.
e When arelay is “active”, the circuit will be closed between the Normally Open and Common contacts of the relay.

e When arelay is “inactive”, the circuit will be closed between the Normally Closed and Common contacts of the
relay.

DC 30V, 1A; AC 100V, 500mA. The OUTPUT RELAY contacts are not to be connected

OUTPUT RELAY dry contact ratings must not be exceeded. Dry contact rating:
WARNING
directly to AC mains wiring.

Common Contact
OUTPUT REE.AYS P Not

1
NG THENTERERITNERT Y CO\;j
i CN

1 AMP MAX. / CONTACT

Normally Closed

Contact Normally Open
Contact

O 2

o0ooO

ooo

ooo

oo
Keypad Door Lock
Terminals on E-5D Terminals on E-2D

AUX” OUTPUT RELAYS —— DIGITALIN. ™/ QUTPUT K
1 2__ALAGM AmAcH? 3 4 RELAY
+13V % L T+ 2T+ £ LT C NCNO

WA i

Figure 13- Install additional devices to output terminals
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Terminal Connection for RS232

If control via serial connection is going to be used, serial control can be achieved using the “USB Console” port (all models) or
the “RS232" port (E-16D only) or “RS232 AUX” port (E-5D only). A terminal connection is accessible by the user “root” only.

To use the “RS232” port, connect one end of a CAT5 patch cable (supplied) to the port labeled “RS232” on the rear of the
ENVIROMUX. Plug the other end of the CAT5 cable into an RJ45-to-DB9F adapter (supplied), and connect the adapter to the

RS232 port on the control terminal.  Follow the instruction in the Serial Control Manual for configuration and use of the Serial
Control feature.

REAR VIEW OF E-16D

AC INPUT 100-240VAC 65W

RS BENSORS

B 2 P
M T YT T T
ol L L L L L L)

DB9YF to RJ45F Patoh Cable
Adapter (supplied) (supplisd)

I:[: CAT5E-color X

snwmuxo mmux

Power
A
oee: WD

con e [
Sw[ERE]
0 =
E-5D

| Adarm Tostf

i_ﬂ

Fault

*IEEI

Figure 14- Connect a terminal for direct RS232 serial communication

To use the USB “CONSOLE” port, connect a USB cable (2 meter cable supplied) between the ENVIROMUX and your PC.
Then install the drivers as described in the Serial Control Manual.

REAR VIEW OF E-16D

AG INPUT 100-240VAC. 85W RIS SENSORS
e T

[] T
o [ A 0 A

USB2-AB-xM-Color J
=] ;
/ =] 'é-_'
(x= 0.5,1,2,3 and 5 meter cables available) USB Type B
Terminal (PC) |

Female
0O 0O00 oooo ooono

oonoooonoooonotoonon
SOOOOO00O0000000 0oon

%ﬁnﬂmnuﬂﬂunnm

USB Type A USB Type B

Figure 15- Connect a terminal using USB Console port
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Ethernet Connection for Remote User Control

To make a remote connection, over the Ethernet, from anywhere on the local area network, connect a CAT5/5e/6 Ethernet
cable with RJ45 male connectors on the ends, wired straight through (pin 1 to pin 1, pin 2 to pin 2, etc.). Up to 8 users can
connect to the ENVIROMUX using the Ethernet at a time.

Note: A direct connection from a computer’s Ethernet port to the ENVIROMUX “ETHERNET” port may also be made
using the same cable.

REAR VIEW OF E-16D

AC INPUT 100-240VAC, 65W a5 SERORS

e " 5 7 H [] L 5
T i
I (NN L L NP

mazy
DEE} _ ETHeRNET

RJ45 male
connector

Figure 16- Connect ENVIROMUX to the Ethernet

16



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Modem Connection

The ENVIROMUX includes support for a GSM modem to send alert notifications via SMS to a cell phone if desired. Either a USB
GSM modem (all models) or a serial GSM modem (E-16D/-5D only) may be connected. Using a modem each user can receive
SMS alert messages directly on their cell phone. When a USB 3G modem is used, SMS alert messages, all email messages,
and web interface control over the ENVIROMUX is possible.

USB GSM Modem

To use a USB GSM Modem, a USB modem (with GSM SIM card configured for SMS messaging) can be connected to one of the
USB ports on the ENVIROMUX. The remaining USB Type A connector(s) on the ENVIROMUX is available for the connection of
a USB Flash Drive for data logging (pages 114 and 118).

Once installed, the ENVIROMUX will sense the modem and provide status information on the “Enterprise Setup” page in the web
browser (page 68).

The USB GSM modems that have been tested and are confirmed to be compatible with the ENVIROMUX include:

e HiLink E303 3G Modem (NTI # E-3GU) ¢ iCON GI1505(M) 3G Modem

e E-Lins M300D Industrial USB Modem e iCON GIl0452 3G Modem
(NTI# E-3GU-IND)

e Zoom 4595 Modem e Teltonica USB/G10 Modem

FRONT VIEW OF E-16D

omm & B¢ 43530 CE e
== 158 peves Lm Bt e e y

E-3GU
USB 3G GSM Modem

UsB
TYPEA
MALE

Figure 17- Install USB GSM Modem

Cell phone SIM card for GSM modem

A SIM card or Subscriber Identity Module is a portable memory chip used in some models of cellular telephones. It can be thought
of as a mini hard disk that automatically activates the phone (or in this case the GSM modem) into which it is inserted.

SIM cards are available in four standard sizes. The first is the size of a credit card (85.60 mm [0 53.98 mm x 0.76 mm). The next,
more popular “mini” version has a width of 25 mm, a height of 15 mm, and a thickness of 0.76 mm. The third, “micro” version
measures 15 mm x 12 mm x 0.76 mm, and lastly the “nano” version measures 12.3 mm x 8.8 mm x 0.67 mm.

Some cellular service providers use SIM cards. Verify with your service provider that their SIM card will work with GSM / 3G
GSM modems before making a purchase.

Your USB modem can be used for 3 different levels of functionality:

» SMS Messaging Only
» 3G Data Transfer And SMS Messaging
» 3G Data Transfer, SMS Messaging, and Web Interface

SMS Messaging Only

When using your modem only for SMS messaging, make sure the SIM card is for GSM communication (not CDMA), configured to
send SMS messages, and that it is not locked (some SIM cards are "locked" to search for a specific IMEI number of the phone to
operate).

Note: When configured for SMS messaging only, no access to the ENVIROMUX will be possible through the modem.
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3G Data Transfer And SMS Messaging

To use your USB modem for 3G Data connection, your SIM card must be configured to support 3G data connections and have
either public or private IP address. Make sure the account associated with the SIM card also has SMS messaging enabled if
this feature will be used. With 3G data connection support, the ENVIROMUX can be configured (page 74) to send all alert
messaging through the USB modem instead of requiring an Ethernet connection for these messages.

Note: When configured for 3G data transfer and SMS messaging only, no access to the ENVIROMUX will be possible
through the modem.

3G Data Transfer, SMS Messaging, and Web Interface

To access the web interface through your USB modem, your SIM card must be configured to support 3G data connections and
have a public IP address. The ENVIROMUX can be configured (page 74) to send all alert messaging through the USB modem
instead of requiring an Ethernet connection for these messages. With a public IP address, you will also be able to access the web
interface using the IP address of the SIM card for full control of the ENVIROMUX through the modem.

Make sure the account associated with the SIM card also has SMS messaging enabled if this feature will be used.

Contact your service provider to obtain a SIM card with the features you desire.

SMS Relay Via SNMP

Your ENVIROMUX can be used as an SMS relay through an SNMP browser (requires firmware version 2.51 or later). SMS
messages, up to 160 characters in length, can be sent to up to 4 different phone numbers each when your SNMP browser is
properly configured. For more details, see page 160.
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Serial GSM Modem

To use a serial modem (E-16D/-5D only), connection of the modem to the ENVIROMUX requires a CAT5 patch cable and RJ45-
to-DB9 male adapter (supplied). The modem connects to the “RS232 AUX” port and that port must be configured to use as a

GSM Modem (page 65).

The firmware in the ENVIROMUX must be version 1.3 or later.

Operation and use of the modem will be the same as that of the USB GSM modem. Once installed, the ENVIROMUX will sense
the modem and provide status information on the “Enterprise Setup” page (page 68).

REAR VIEW OF E-16D

Y

RS232 AUX

AC INPUT 100-240VALC | st

nM SI.NSORS

Bﬂﬂﬂfjﬂﬂfj
oL WL L L L L I T Joffiwe;

The “AUX PWR” terminals of

/

the E-16D
power the

may be used to
modem provided

the modem does not require
more than 150mA to operate.

AUX PWR
+12V &

[=-)

Le——

§ *—g CT6488
o

DB9M to RJ45F
Serial Modem Adapter (supplied)

The AUX PWR terminals on

the E-5D will supply up to
500mA.

CATS5E-3-color
Patch Cable
(supplied)

Up to 1000 feet of CAT5E (350Mhz) cable may be used at a baud rate of 115,200bps.

Serial Modems

Tested Include:

The “RS232 AUX” port
can also be used to
control a remote RS232
device. See page 23
for more on this feature.

e Sierra Wireless Airlink MP895

e  Four-Faith F1103 (NTI# E-GSM-IND)

e  MultiTech MTCBA-G-F2

e Enfora GSM1308 -—

e Teltonika ModemCOM/G10
CT6488 Adapter . Mating Face of
DB9 Male to RJ45 Pin Assignments RJ45 Female  Adapter Pinout DB9 Male
RJ45 | Signal DBI9M | Signal RJ45F DB9M Pin9is
1 RTS Connected to | 8 CTS 1 8 not present
2 DTS | Connectedto | 6 DSR g g In the adapter
3 TxD Connectedto | 2 RxD 4 — 5
4 GND Connectedto | 5 GND 5 e—
5 GND Connected to | 1 DCD 6 ———— 3
6 RxD Connectedto | 3 TxD ;_ ;
7 DSR Connectedto | 4 DTR
8 CTS Connectedto | 7 RTS
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Power Connection-E-16D

Connect the power cord supplied to the IEC connector on the rear of E-16D. Plug the other end into AC mains and use the
switch to power ON ENVIROMUX.

REAR VIEW OF E-16D

[*iseninins
IEC female

connector

Note: The power cord provides an
earth ground connection for the case.
No additional grounding is necessary.

Figure 18- Connect the power cord

Dual Power Option

The E-16DDP has two IEC connectors on the rear, for connection to two separate power sources. If the power source connected
to “PWR 1" fails, the ENVIROMUX will automatically and without interruption switch over to the power source connected to “PWR
2" before switching to the battery backup (page 117).

Note: If only one power source is used, it should be connected to “PWR 1”.

Note: The power ON/OFF switch is located on the front panel of ENVIROMUX when two IEC connectors are present.

PWR1 PWR2 REAR VIEW OF E-16DDP

ru-lu aensons

N i
N L L N L

Uninterruptible Power Supplies

nx!r mum

Figure 19- Power connections for ENVIROMUX with Dual Power Option
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DC Power Option

The E-16D is available with connections for DC power connection. The E-16D-48V can be connected to a 36~72VDC (48VDC
nominal) power supply. The E-16D-24V can be connected to a 18~36VDC (24VDC nominal) power supply. Each has
connections on the rear for a user-supplied DC power supply (minimum 27 watt). This is typically used when the ENVIROMUX is
installed in a Telecom environment. The E-16D-xxV will accept a DC power source with positive or negative polarity. A
removable 3-pole screw terminal is provided for easy connection. The image below shows an E-16D-48VDP, which has dual
48VDC power connections for a dual power supply option (also available for the 24VDC model).

REAR VIEW OF E-16D-48VDP

_..---""""'—.‘—_ //

&g T o v
— NP L N N N N

ey
(DCE}  ETHERRET

o

Chassis ground

= - 48VDC
o Power
+ + Supply

Figure 20- 48VDC Power Option Connections

Power Connection- E-5D/-2D
Note: Sensors should be connected before supplying power to the ENVIROMUX.

Connect the AC adapter to the connection marked "PWR1" or “PWR2” on the ENVIROMUX and plug it into an outlet. If you have
an alternate source of 9V power for the ENVIROMUX, the second PWR connection is provided to make that source available. If
the source connected to “PWR1" is lost for any reason, the ENVIROMUX will automatically switch to receiving power from the
source connected to “PWR2”".

Front View of E-5D

ENVIROMUX®  msaszaux Alam Test wm‘&’ T B MM“E““
o 010 F & hi e g,
Ll
@ s

=== USB Devices™%

.0 Cacacacfe

System
Resat 1 Seesars

Front View of E- ZD

Port for backup power Emngu;;-@ _ b I
source is available for use NI e

RJ45 Sensors

_ — _ M
B SO oL 5 Eﬁ@
System nnm
(Outside (Inside Ethornet USB Devices ’:‘“,

barrel) — &—-+ barrel)
2.1 mm x 5.5 mm Female

E-5D(B)-IND uses a 9VDC 5A
power supply with 2.5mm x
5.5mm Female connector.

Figure 21- Connect the AC adapter and power-up
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The E-5D-48V is available with connections for a 18~72VDC (24 or 48VDC nominal) user-supplied power supply. This is
typically used when the ENVIROMUX is installed in a Telecom environment. The E-5D-48V will accept a DC power source with
positive or negative polarity. A removable 3-pole screw terminal is provided for easy connection. The image below shows an E-
5D-48VDP, which has dual 18-72VDC power connections for a dual power supply option.

For your convenience, the power jacks for connecting and AC adapter are also provided, and may be used as well. These jacks
will accept 9-12VDC (9VDC 3A power supply may be purchased separately-order PWR-SPLY-9V3A). All power connections can
be used simultaneously without damage to the ENVIROMUX.

Front View of E-5D-48VDP

- DIGT N |5m"‘ X OUTPUT RELAYS
@ _ | ENVIROMUX® nsz::%;;:c Ns&ru':,;:w ”mmm!ﬂ% o i e VY
.EED Rest
EETE ) O i
v v v

i M | AT

18-T2VDC.2TW
AJas

+-4
®
1 Sensors

JT--+/

Input
18-72VDC,27TW

PWR-SPLY-9V3A
(Sold separately)

Note: The E-5D-48VINDLT has a narrower
input voltage range of 36-72VDC.

Figure 22- Power connections on E-5D-48VDP

Note: The power supply monitor on the sensor summary page will only display the status of the 18-72VDC connections.
The 9-12VDC power connections will be ignored on the E-5D-48V(DP) models.

Power Supply

Mo. Type Value Status Action
| Power Supply 0K Normal Ack Diesmiss Edit
2 Power Supply OK Normal Ack Dismiss Edit

Figure 23- Power Supply sensors-Summary Page
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Remote RS232 Device Control

The “RS232 AUX” port can be used to connect a remote serially-controlled device (E-5D and -16D only). Once connected, a
user named “rs232” can login to the ENVIROMUX from a command prompt and begin sending commands directly to the serial

device.

REAR VIEW OF E-16D / RS232 AUX

I
AC INPUT 1mmu:mﬁ° RJ4S SENSORS e o?mu?lu 8,18 BEACON wﬂ: B
4 o dav e iav v e iav e dave in s iav e v oyt

T T T R O o
H ol L L o B

Serially Controlled Device CT6488 CAT5E-3-color
Patch Cable
DBOM to RJ45F (supplied)
Adapter (supplied)

Figure 24- Connect serially controlled device

To control a remote serially-controlled device from the “RS232 AUX” port:

1. Configure the “Auxiliary Serial Port” under System Configuration (page 65) as a Remote Serial Port with the correct
parameters for communication with the device.

2. Setup a user named “rs232” (must be lowercase letters) with password under User Configuration (page 79)

Configure User

‘ |-/ Account Settings |

Username rs232

The username for this user

Admin
Grant this user administrative privileges

Enabled
Users can only access the system if their account is enabled

Password sessssnse
The user's password to login to the system (for local authentication)
Confirm sssssssse
Confirm the entered password
Title Test RS232 Account
The user's title within the company
Department
The user's department within the company
Company
The name of the user's company

‘ [+ Group Settings

‘ [+/Schedule Settings

|
‘ [+ contact Settings |
|
|

‘ [*/ SNMP Settings

Save

Figure 25- Create user "rs232"
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3. Open a SSH client program (Putty, Tera Term, etc.), connect to the ENVIROMUX by entering the IP address of the
ENVIROMUX.

4. When prompted for a login, enter “rs232”".
5. When prompted, enter the password you have assigned.

With a successful login you will receive the message “Connected to RS232 port”.  You are now ready to send commands
directly to the connected serially controlled device.

e T T
FraoorBEEEEESEESSS

Figure 26- Connection to serial device successful

To exit the connection, close the command window.
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OVERVIEW - USE AND OPERATION

The ENVIROMUX is controlled via RS232 or Ethernet using a terminal emulator, web browser, or SNMP monitor. The
user interfaces are for viewing and configuring sensor data and system settings. However, full configuration of the system can be
done only through the Web browser due to graphics limitations in the other interfaces.

The web interface allows for the configuration of the thresholds for all attached sensors, their alert methods, and the
formats of the alerts. In addition, network information (IP address, subnet mask, default gateway, DNS, etc.), user administrative
settings, and log settings can also be configured. All settings are saved in memory when applied. A user may also restore the
unit back to its default settings at any time via the web interface (see page 64), text menu (see Serial Control Manual) or a button
on the front panel (page 117).

Individual sensor status pages are available for each connected sensor. A sensor summary page allows the user to view
the connected sensors’ current values, threshold settings and alert statuses. Also, the user can view recorded sensor readings
that have been stored in the system data log.

Sensors

The ENVIROMUX provides RJ45 sensor input jacks and screw terminal ports. Some available sensor configurations
include Temperature, Humidity, or Temperature+Humidity, Liquid, Vibration, Smoke, Motion Sensor, Glassbreak detector, and AC
Line Monitors. See page 2 for more on available sensors.

The temperature/humidity sensors have been given factory default settings and thresholds that can be changed (see
page 38). Sensor readings can be reported continuously, only when readings change, or at a regular rate (for instance, a
temperature reading could be updated once each hour).

Sensors connected to the terminals labeled "Digital In" must be manually configured, and can be any sensor of contact-
closure / open-collector type that operate on 12VDC and 50mA, with a maximum load resistance of 10kQ or less. (See page 51
for more info.)

IP_Assignment
An IP address can be assigned to the ENVIROMUX through any of three methods:

e Using the NTI Device Discovery Tool (page 28)
e Through the web interface on the Network page (page 71)
e Using the RS232 interface (Serial Control Manual)

Initially, IP configuration will be the easiest to change using the NTI Device Discovery Tool, which will search for NTI
devices on the user’s network and allow IP assignment to them through its web interface. Other settings for subnet mask and
default gateway may also be configured (see page 28). These settings must be configured properly in order to access the
ENVIROMUX web interface.

User Management

The ENVIROMUX supports up to 16 user accounts plus the root account (page 79). Each user account is protected by
local password authentication. Each user may be assigned "User" or "Administrative" privileges. Users accessing the
ENVIROMUX will be granted access to only the monitoring functions, and will be able to view the log. An account with
"Administrative" privileges has all of the privileges necessary to view and configure network settings, add/edit/delete other user
accounts, configure sensors, etc..

Alerts

A high and low threshold limit can be set for each temperature or humidity sensor within the operating range of the
sensor. Each open collector/contact-closure sensor can be set as normally-open or normally-closed. When a sensor takes a
reading that is outside a threshold or a contact-closure sensor is not in its normal condition, an alert notification can be generated.
The user can specify how often alert notifications are provided. Also, there is an adjustable alert delay time involved with alert
notifications. This means if a sensor’s readings are moving in and out of the threshold boundaries within a configurable period of
time, additional alert notifications will not be sent. Alerts may be sent if the condition of the sensor returns to normal or back within
its threshold boundaries. Alert notifications (page 45) will be provided through any or all of six main methods:

e visible notification via the user interfaces (red LED on front panel, beacon, alert on webpage)
e emails (up to 17 different addresses)

e  SNMP Traps

e SMS Messages (up to 68 different phone numbers)

e Syslog Messages

e audible notification via siren
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Data and Event Logging

The ENVIROMUX can log sensor readings, sensor alerts, alert handling, sensor connections/removals, and user
logins/logouts. The logs can be viewed at any time through the web interface (page 110). Additionally, as entries are generated,
they can be emailed or sent as SNMP traps. Entries can be deleted from the logs via the web interface. The maximum size of
each log is 1000 entries, listed in chronological order. Each log’s behavior upon reaching this maximum size can be configured,
allowing the log to either wrap (overwrite oldest entries), stop logging, or clear and start over. The entire log can be downloaded
as a plain text file from the web interface at any time. Log entries can be removed individually, in groups, or all at once.

Email

The ENVIROMUX can access an outgoing SMTP server (authenticated or non-authenticated, with or without SSL
encryption) to send email. Outgoing mail may contain pre-formatted alert notifications or data log messages (samples on page
110). The user can configure what conditions cause emails to be sent. The ENVIROMUX'’s email address can be configured
through the web interface on the Enterprise Setup page (page 68), and SMTP server information can be configured on the
Network Setup page (page 71). Up to 17 outgoing email addresses (112 characters max. including commas) may be configured
(corresponding to the 16 user and 1 root email addresses). An example of email configuration can be found on page 129.

Syslog

The ENVIROMUX can send alerts as SYSLOG messages when a sensor enters/leaves alert mode, and for all log
events. The destination for SYSLOG can be configured in each user profile (page 81). For detailed instructions on setting up
Syslog, see page 136.

SNMP

The ENVIROMUX can send alerts as SNMP traps when a sensor enters/leaves alert mode, and for all log events. Using
an SNMP MIB browser, a user can monitor all sensor statuses and system IP settings, as well as configure sensor thresholds,
sensor names, and the system name. Click on the checkbox for SNMP under contacts (page 81) for each user that should
receive SNMP messages. The SNMP agent supports SNMP v1, v2c and v3.

Note: The SNMP MIB file (sems-16-v1.xx.mib), for use with an SNMP MIB browser, can be found at
http://www.networktechinc.com/download/d-environment-monitor-16.html.

Modbus TCP/IP Support

The ENVIROMUX is equipped with Modbus TCP/IP support to enable PLC controls to read the value/state of sensors and read
and command the state of relays.

External Modem

An external modem (GSM) can be connected to allow the system to send alert notifications via SMS messages. When a
sensor crosses a threshold, an alert notification can be formatted to SMS message (see page 81) and the modem could transmit
the message to pre-specified cellular numbers (up to 17- one for each user). The external modem can be supplied from an
external power supply or from the USB port.

Power-on/Reset Operation

On power-up, after going through its boot sequence, the ENVIROMUX will launch the monitoring application, load any
stored configuration values, and immediately identify and begin taking readings from any connected sensors. Alerts will be
reported using the configured alert methods, and data will be logged using the stored preferences. A user can log in at any time
after the system has launched the monitoring application (approximately 60 seconds after power is applied) to view and configure
properties of the system and its sensors.

FYI: The boot sequence can also be initiated manually using the System Reset button. See page 116 for details.

Out-of-Box Operation

The operation of the unit directly out of the box is nearly identical to the Power-on/Reset operation. However, information
about the unit will only be able to be monitored and controlled through the “RS232” or “CONSOLE” ports until valid network
settings are assigned to the device (see page 71). The RS232 provides only limited configuration options, pertaining mostly to
Ethernet settings.

Alert notifications will only be able to be viewed through the front panel until network settings are configured. Email and
SNMP alert notifications must be configured within the web interface (page 63) before these methods can be used. The network
settings must be compatible with the physical network to which the ENVIROMUX is attached. Once these configurations are
made, they will be saved in the unit, even if the ENVIROMUX is powered-OFF.
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Expandability

Multiple ENVIROMUX units may be used together on one system, so as to increase the number of sensors the user can
have connected. Despite having multiple units, the user does not have to access the webpage of each ENVIROMUX individually.
Up to 4 units can be cascaded from a single ENVIROMUX with all of the data from each of the units displayed on one webpage.
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DEVICE DISCOVERY TOOL

In order to easily locate NTI Devices on a network, the NTI Device Discovery Tool may be used. The Discover Tool can be
downloaded from http://www.networktechinc.com/download/d-environment-monitor-16.html, unzipped and saved to a location on
your PC. To open it just double-click on the file NTIdiscover.jar . This will open the NTI Device Discovery Tool.

Note: The Device Discovery Tool requires the Java Runtime Environment (version 6 or later) to operate. Here is alink to
the web page from which it can be downloaded.

Note: The computer using the Device Discovery Tool and the NTI Device must be connected to the same subnet in order
for the Device Discovery Tool to work. If no devices are found, the message “No Devices Found” will be displayed.

Tip: If your Windows program asks which program to open the NTIDiscover . jar file with, select the Java program.

'“;L_[ NTIDiscover v1.0

Detect NTI Devices

Figure 27- Device Discovery Tool

Click on the “Detect NTI Devices” button to start the discovery process. After a short time, the tool will display all NTI devices on
your network, along with their network settings.

'| %) NTI Device Discove =k

| Device MAC Address IP Address Mask Gateway
ENVIROMUX-SEMS-16 00:0C:82:03:03.E8 |192.158.3.80 |255-255-255-0 |192-158-3-3 | Submit | | Blink LED
ENVIROMUX-5D 00:0C:8210:00:05  [192.168325 |255.255.255.0 [19218833 | Submit | | Blink LED
IPDU-Sx 00:0C:82:08:00:82 |192.158.3.85 |255.255.255.0 |192.158.3.3 | Submit | | Blink LED
ENVIROMUX-2DB 00:0C:32:0E:00:08 |192.158.3.83 |255.255.255.0 |192.158.3.3 | Submit | | Blink LED
VEEMUX-MXN-C5AV 00:0C:8200:0025  [192168382 |255.255.255.0 [19218833 | Submit | | Blink LED
VEEMUX-DVI 00:0C:82:07:01:88 |192.158.3.85 |255.255.255.0 |192.158.3.3 | Submit | | Blink LED

| Submit All | | Refresh | | Close |

How to Use the Device Discovery Tool

To Change a Device’s Settings, within the row of the device whose settings you wish to change, type in a new setting and click
on the Enter key, or the Submit button on that row. If the tool discovers more than one device, the settings for all devices can be
changed and you can click on the Submit All button to submit all changes at once.

To Refresh the list of devices, click on the Refresh button.

To Blink the LEDs of the unit, click on the Blink LED button (This feature is not supported on all products.) The Blink LED
button will change to a “Blinking....” button. The LEDs of the unit will blink until the Blinking... button is clicked on, or the NTI
Device Discovery Application is closed. The LEDs will automatically cease blinking after 2 hours.

To Stop the LEDs of the unit from blinking, click on the Blinking... button. The Blinking.... button will change to a Blink LED
button.
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USE AND OPERATION VIA WEB INTERFACE

A user may monitor and configure the settings of any device connected to the ENVIROMUX using the Web Interface via any web
browser (see page 4 for supported web browsers). To enable the Web Interface, connect the ENVIROMUX to the Ethernet

(page 16). Use the Device Discovery Tool (page 28) to setup the network settings. Then, to access the web interface controls,
the user must log in.

Note: In order to view all of the graphics in the Web Interface, the browser’s JavaScript and Java must be enabled.

By default, the ENVIROMUX is configured to dynamically assign network settings received from a DHCP server on the network it
is connected to. (This can be changed to a static IP address to manually enter these settings in the Network Settings on page 71.)
The ENVIROMUX will search for a DHCP server to automatically assign its IP address each time the unit is powered up. If the
ENVIROMUX does not find a DHCP server, the address entered into the static IP address field (page 71 -default address shown
below) will be used. If a DHCP server on the network has assigned the IP address, use the Device Discovery Tool to identify the
IP address to enter when logging in to the ENVIROMUX.

Note: The computer using the Device Discovery Tool and the NTI Device must be connected to the same subnet in order
for the Device Discovery Tool to work. If no devices are found, the message “No Devices Found” will be displayed.

Log In and Enter Password

To access the web interface, type the current IP address into the address bar of the web browser. (The default IP address for the
ENVIROMUX is shown below):

http://192.168.1.21

Note: If an E-3GU USB modem is installed (page 17) and configured to enable access to the web interface through it
(page 74), you can instead enter the IP address of the SIM card account (requires E-xD firmware version 2.5 or later.) If
the ENVIROMUX is properly configured, you can view the SIM card IP address on the system information page (page 91).

Note: If HTTPS pages cannot be viewed in the browser (“The page cannot be displayed” message appears) try to disable
SSL 2.0 and TLS 1.0 from advanced options of the browser.

A log in prompt requiring a username and password will appear:

ENVIROMUX-16D

Username = root
I [~ Enter login credentials

Password = nti S——
(lower case letters only)

Password

Note: usernames and passwords

are case sensitive
Login

Figure 28- Login prompt to access web interface
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With a successful log in, a screen similar to the following will appear:

B ESEeae NETWORK Unit: E-SEMS-16LX Unit 1 Model: ENVIROMUX-SEMS-16-LX
.“-—.—l-‘- m_m TECHNOLOGIES Uptime: 17 hours, 46 mins
2285 INCORPORATED Current Time: 07-19-2012 09:06:29 AM

Home = Summary

Summary
Administration | Internal Sensors
No. Description Type value Status Action
1 Internal Temperature Temperature 28.6°C Nermal View Edit
i Internal Humidity Humidity 49% Normal View Edit
3 Battery Veltage 13.4V Nermal View Edit
Sensors
Conn. Description Type value Status Action
Temperature ”
lemperature 1 g Miew Edit
1 Temperature 1 Canbe 86.1°F View Edit Delete
1 Humidity 1 Humidity Combo 50% Normal View Edit Delete
1 Dew Point Sensor 1 Dew Point 65.5°F v View Edit Delete
2 Light Sensor 2 Light 58.5h¢ Normal View Edit Delete
3 Temperature 3 Temperature 83.9°F Normal View Edit Delete
4 Humidity 4 Humidity 48% Normal View Edit Delete
Temperature .
Jemperature o 47! Edit
5 Temperature 5 ot 29.4°C Nermal View Edit Delete
5 Humidity 5 Humidity Combo 50% Nermal View Edit Delete
] Sensor £6.1 ACLM-V AC Voltage 120.0V Normal View Edit Delete
8 Sensor £6.2 ACLM-V AC Voltage 120.0V Nermal View Edit Delete
8 Water Detection Sensor 8 Water Open Normal View Edit Delete
16 Motion Detector 16 Mation Detector Closed Normal View Edit Delete

| Digital Inputs

Figure 29- Summary page

The initial page includes the Summary page, and a menu to the left with access to all pages used to manage the functions of the
ENVIROMUX.

Function Description
MONITORING Monitor all the sensor and data input received by the ENVIROMUX (below)
ADMINISTRATION Configure all network and multi-user access settings (page 63)
SMART ALERTS View and configure the Events used for Smart Alerts and the Smart Alerts
themselves (page 99)
LOG View and configure the Event and Data Logs (page 112)
SUPPORT Links for downloading a manual, the MIB file, or firmware upgrades
LOGOUT Log the user out of the ENVIROMUX web interface
Monitoring
Under Monitoring, there are links to view the sensors, IP cameras, IP address data and more being monitored by ENVIROMUX.
Topic Description
Summary Lists all monitored items , including their type, description, value, and status
Alarm Summary Lists all sensors that are in alarm state including their type, description, value, and status (page 35)
Sensors Provides a link to view the status of specific Internal and External Sensors (page 36 and 42)
Digital Inputs Provides a link to view the status of each Digital Input (page 51)
IP Devices Provides a link to view the status of only the IP Devices and a link to add them (page 56 )
IP Sensors Provides a link to view the status of each IP Sensor configured (page 60)
Output Relays Provides a link to view the status of each Output Relay (page 54)
IP Cameras Provides a link to view each IP camera defined- with a link to the configuration page (page 56)
Power Supplies Provides a link to view the status of each power supply- with a link to the configuration page (page 32)
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Summary Page

The Summary Page displays the data for all categories of monitored items:

Category

Description

Internal Sensors

there are three inside the ENVIROMUX

Sensors sensors that connect to the RJ45 connectors

Digital Inputs sensors that connect to the terminals "Digital In"

IP Devices IP Addresses that can be monitored by ENVIROMUX

IP Sensors sensors connected to E-MICRO that are being monitored

Output Relays

Relays that open or close depending on alert status

AC Power

Indicates the status of the power supply(s)

Smart Alerts

Displays the status of each Smart Alert configuration (page 99) and provides
link to respond when triggered

Internal sensors measure the
inside of the E-16D, not the
environment the
ENVIROMUX is mounted in.

Double-function

sensor (see page 35) 1—

b | Internal Sensors

Sensors
No. Description Type
1 Internal Temperature Temperature
2 Internal Humidity Humidity
3 Battery Voltage
Sensors
Conn. Description Type
Temperature
1 Temperature 1 O
Humidity 1 Humidity Combo
X Dew Point Sensor 1 Dew Point
2 Light Sensor 2 Light
3 Temperature 3 Temperature
4 Humidity 4 Humidity
Temperature
lemperature 5
5 Temperature 5 Cambn
5 Humidity 5 Humidity Combo
6 Sensor #6.1 ACLM-V AC Voltage
6 Sensor #6.2 ACLM-V AC Voltage
8 Water Detection Sensor 8 Water
16 Motion Detector 16 Motion Detactor

Add New Sensor

Figure 30- Summary Page

Value
27.3°C
41%
13.4v

Value
84.0°F
37%
54.7°F
51.7Ix
81.8°F
36%
28.2°C
38%
120.0v
120.0v
Open
Closed

Status
Normal
Normal
Normal

Status
Normal

Normal
Normal
Normal
Nermal

Nermal
Nermal

Normal
Mormal
Mormal
Mormal

Normal

To see the settings of each sensor, click on the link in the description column for the desired sensor.
button to return to the summary.

Click on the browser's Back

To delete a sensor
from this list, select
“Delete”. A pop-
up confirmation
window will appear
before removal
takes place.

Note: The E-16D internal sensor is not intended to measure room temperature/humidity. This sensor measures the
environment inside the metal case which is affected by the heat generated by the power supplies as well as the amount
of airflow moving through the unit. Typically this sensor will read 3-8°C (37-46°F) above room temperature.
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Power Supplies

The status of the power supply can be seen, and when a dual power supply model is present, both power supplies will be shown.
Click on the power supply to open a web page that displays the type of item sensed, the status of the power supply, and the time

and date of the most recent alert sent regarding the power supply.

AC Power
No Type Value Status Action
1 AC Power Ok Marmal Ack Dismiss Edit
z AC Power Ok Marmal Ack Dismiss Edit
Figure 31- Power Supply status- Dual Power model
If the power supply is in alert status, the user has the option to either acknowledge the alert or dismiss it.  If the user

acknowledges the alert, no additional alert messages will be sent during that alert status cycle.
another alert message will be sent once the “notify again after” time designated on the configuration page (below) elapses.

If the user dismisses the alert,

The Edit option allows the user to apply a description for and configure alert parameters of the power supply.

Power Supply Alert Configuration

Power Supply Alerts Configuration

‘ [~ Power Supply Settings

Description

Power Supply 2
Descriptive name for the power supply

[=! Power Supply 2 Alert Settings

Logs

Sensors & Power

Supplies

Digital Inputs

IP Devices

IP Sensors

Output Relays

Events

Smart Alerts

Disable Alerts

Notify Again Time

O

Sensor sends notifications for Group 1

vl

Sensor sends notifications for Group 2

O

Sensor sends notifications for Group 3

O

Sensor sends notifications for Group 4

(]

Sensor sends notifications for Group 5

]

Sensor sends notifications for Group 6

(]

Sensor sends notifications for Group 7

(]

Sensor sends notifications for Group 8

Disable alert notifications for Power Supply

30

Time after which alert notifications will be sent again

Min ~

Figure 32- Power Supply alerts configuration-part 1
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Notify on return to
normal Send a notification when this Power Supply returns to normal status

Auto acknowledge V]
Automatically acknowledge alert when Power Supply returns to normal status

Enable Syslog Alerts
Send alerts for this Power Supply via syslog

Enable SNMP Traps
Send alerts for this Power Supply via SNMP traps

Enable E-mail Alerts V|
Send alerts for this Power Supply via e-mail

E-mail Subject E2DB E08 Power Supply 2 Alert
Subject of e-mails sent for alerts

Send custom SMS |
Replace standard SMS with a customized message

Customized SMS

Customized SMS message sent for alerts

Enable SMS Alerts l
Send alerts for this Power Supply via SMS

Enable Siren/Beacon ‘j

alarm Turn on the siren/beacon alarm when Power Supply goes to alert
Associated Output None -

Relay Name of the output relay that can be controlled by this Power Supply
Output Relay status Inactive ~

on alert

Status of the output relay when going to alert

Output Relay status Inactive -

on return from alert Status of the output relay when returning from alert

Figure 33- Power Supply alerts configuration-part 2

Alert Settings

Group: This is the group (or groups) of sensors the power supply sensor will belong to. Users that subscribe to alerts from this
group will receive alerts from the power supply sensor. Each sensor can be configured to send alerts. Up to 8 sensor groups can
be defined. Each user can receive alerts from any or all of the sensor groups.

Disable Alerts: Place a checkmark here if you don’t want the ENVIROMUX to send alert messages regarding the AC
power sensor.

Note: If alerts for a power supply are disabled, the associated output action will still take place. There just won't be any
alert notifications that this is occurring. For example, this might be used to turn ON a device, such as a beacon, when
the power supply loses power, and OFF again when power is restored. An alert message may not be desired under
these circumstances.

Note: if the user wants to disable alerts for a power supply after the power supply is already in alert status, the user
must either acknowledge or dismiss the alert first.

Note: In the event of a line power failure, the battery backup (page 117) will power the ENVIROMUX for up to 1 hour.

Notify Again: Specifies the amount of time before an alert message is repeated. The repeated alert can be set to occur from 1-
999 seconds, minutes, or hours.

Notify on return to normal: The user can also be notified when the power supply has returned to the normal operation by
selecting the "Notify on return to normal” box.

33



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Alert Notifications

The alert can be configured to notify one or more users via email, SNMP traps (v1,v2c, v3), Syslog messages, or SMS alerts. It
can also activate an audible siren, or an alarm beacon.  Alerts are also indicated on the "Int Alert" or "Ext Alert " LEDs on the
front of the ENVIROMUX and in the WEB interface.

When SMS alerts is enabled, the user has to option to enable the customization of the SMS message. Select "Send custom
SMS" and enter up to 160 characters) to be sent with an SMS Alert.

Outputs

Each power supply can be associated with one of the connections labeled "Output Relays" (see page 14 or 54), and that
connection can be set to “active” or “inactive” pertaining to the state of the contacts of the relay either on alert, or when returning
tonormal. The tamper can also block the output command generated by the alert. In this way other devices can be controlled
by power supply alerts.
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Alarm Summary

To view only those sensors in an alarm state, select the Alarm Summary page under Monitoring. To enable or disable all alerts,
use the "Alert Manage" buttons at the bottom of this page.

Alarm Summary

‘ Internal Sensors ‘

No. Description Type Value Status Action

1 E-16D-M Internal Temperature Temperature 78.1°F Alarm View Edit

S1-1 E-16D-S1 Internal Temperature Temperature 78.5°F Alarm View Edit
‘ Sensors ‘
Conn. Description Type Value Status Action

6 E-16D-M ACILMV-6-V1 ACLM-V AC Voltage 96.6V Alarm View Edit Delete

6 E-16D-M AVLMV-6-F1 Frequency 56.7Hz View Edit Delete

6 E-16D-M AVIMV-6-Y2 ACLM-V AC Voltage 96.7V View Edit Delete

6 E-16D-M ACLMV-6-F2 Frequency 56.7Hz View Edit Delete

Digital Inputs

Conn. Description Type Value Status Action
3 E-16D-M Test Switch DI3 Digital Input Closed Alarm View Edit Delete
S1-5  160-S1 Test Switch DI-5 Digital Input Closed Alarm View Edit Delete

‘ IP Devices ‘

No. Description Type Value Status Action
13 Google IP Device Not Responding Alarm View Edit Delete

‘ IP Sensors ‘

No. Description Type Value Status Action
1 TRHP P02 Responding Edit Delete
E.4 Temperature #2 Temperature 28.5°C Alarm View Edit

‘ Remote Digital Inputs ‘

Conn. Description Type Value Status Action

G1-2.1 S1-2 Test Input 1 Remote Digital Input Closed Alarm View Edit Delete

‘ Power Supply ‘
No. Type Value Status Action

1 Power Supply Down Alarm Ack Dismiss Edit

51-1 Power Supply Down Alarm Ack Dismiss Edit
‘ Events ‘
No. Event Description Sensor Trigger Val. Current Val. Status Action

10 Event #10 E-16D-M Test Switch DIZ E-16D-M Test Switch DIZ Closed Closed Triggered Ack Dismiss Delete
‘ Smart Alerts ‘
No. Smart Alert Description Status Action

1 i:’zftrt Alert #1 Test Switch Smart Triggered Ack Dismiss Delete

‘ Alert Manage

Enable Global Alerts Disable Global Alerts|

Figure 34- Alarm Summary Page
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Internal Sensors

E-16D and -5D have three on-board sensors, which are permanently present:
- one temperature sensor

- one humidity sensor

- one power (battery) sensor

Internal sensors are monitored and fully configurable just as External Sensors are (see Figure 37 and page 42) except that they
do not have a box for "Enable Disconnection Alert" since they cannot be disconnected.

The internal temperature sensor and humidity sensor also include an Offset feature. These sensors measure the internal
environment of the ENVIROMUX, however that value may be different than the environment the ENVIROMUX is actually mounted
in. If you know what the difference is, you can use the "Offset" block to enter a value, positive or negative, and that will be
applied to the measured value. The resulting difference will be the temperature or humidity that is reported on the Summary page.

For example, if the measured temperature is 75°F, and the environment is typically 5 degrees cooler, enter a value of "-5", click
"Save", and the reported value will now be 70°F.

Offset 1.0

Internal sensors are always shown in the left menu of the web page and they cannot be removed.

E-16D-S1 Internal Temperature Configuration (Type: Temperature)

‘ |~| sensor Settings |

Description E-16D-$1 Internal Temp:

Descriptive name for the sensor
Units Deg.F ~

Select the units for the sensor
Min. Level -40.0

Min. supported value for the sensor
Max. Level 185.0

Max. supported value for the sensor

Min. Non-Critical Threshold g0.0
Min. threshold below which indicates an non-critical alert condition

Max. Non-Critical 100.0
Threshold Max. threshold above which indicates an non-critical alert condition
Min. Critical Threshold 55.0
Min. threshold below which indicates an alert condition
Max. Critical Threshold 110.0
Max. threshold above which indicates an alert condition
Refresh Rate 1 Sec v
The refresh rate at which the sensor view is updated
Offset 1.0 P

‘ [+] Group Settings |

} [¥] Non-Critical Alert Settings l

‘ [+| critical Alert Settings

‘ [+ Data Logging

Save

; Alert Simulation

Simulate Alert| Clear Alert

Figure 35- Internal Sensor Configuration
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External Sensors

The External Sensors are those that connect through RJ45 connectors. There are two types of external sensors supported by the
RJ45 connectors: RS485 Sensors and Contact Sensors.

RS485 Sensors

The following types of RS485 sensors are supported:

e Temperature Sensor (E-STS/STS-O/STSP)

e  Humidity Sensor (E-SHS)

e Combined Temperature + Humidity Sensor (E-STHS/STHS-99/STHS-PRC) (STHS-99/STHS-PRC also includes dewpoint
reading)

e  Current Sensor (E-S420MA-24V)

e Voltage Detector Converter (E-S60VDC)

e AC Line Monitor (E-ACLM-V/ -P

e 5VDC Sensor Converter (E-S5VDC)

e Light Intensity Sensor (E-LIS)

e Dust and Smoke Sensor (E-DUST)

RS485 Sensor Management

The RS485 sensors are detected and identified by type automatically when they are connected to the RJ45 connector. The newly
detected sensor will appear in the left menu of the web page under Monitoring->Sensors. A web page will be created for the
sensor and the default name issued to the sensor by ENVIROMUX will be "Undefined #n", where n is the number of RJ45
connector from 1 to 16.

If a double-function sensor is detected (E-STHS), it will be displayed as two sensors, each one with a single function (as shown
in Figure 30). For example a Temperature/Humidity sensor will appear as separate sensors (Temperature sensor and a Humidity
sensor) both with the same number connector. The default name of both sensors will be Undefined #n, where n is the connector.
A double-function sensor will be listed as a “Combo” type (i.e. Temperature Combo).

The user can see the sensor measurements by clicking on the sensor's name on the left menu or in the Summary page. A web
page will be displayed for the selected sensor, showing the type of sensor, the name, value of the reading (if it is an analog value
it will be also displayed graphically), the threshold settings (in red) and the current reading (in green) of a selected sensor. It also
shows the time, date, and measurement taken of the most recent alert, statistics (last alert, lowest value, highest value) and a
graph of the recorded values. Lowest and highest values are indicated only for RS485 sensors.

Note: In a cascaded configuration, only the sensors connected to the master unit will display graphs. To view the graph
of a slave sensor you need to log into that slave unit directly.

If the sensor is removed or communication lost for any reason (example: cable disconnected) the unit will detect this and show the
sensor in "Non Responding” status. Question marks (???) will replace the name in the summary list. In this way the user will
know the sensor has a problem or as been accidentally disconnected. If the user wants to remove a sensor (including a sensor
now replaced by question marks) from the summary list, it must be done manually by selecting Delete in the summary listing (see
Figure 30 on page 31). |If Delete is selected, a pop-up will appear confirming this selection before removal takes place.
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Temperature 1 Status

minimum level

Type: Temperature Sasaas Connector:1

maximum level

center of range

minimum non-critical threshold (G0°F )

I
maximum critical threshold |

Status: Normal minimum critical threshold maximum non-critical threshold
Handle Alert: | Dismiss -| | Apply Changes
Last alert was at: MNewver M/ A
Lowest Reading: 07-16-2012 10:23:43 AM 28.5
Highest Reading: 07-14-2013 11:06:08 PM 90.0
Clear Records

10

80

&0

40

20

]

06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00

24 Hours | | Last Week | | Last Month | | Clear Graph Data

Figure 36- External Sensor Reading

If the sensor is in alert status, the user has the option to either acknowledge the alert or dismiss it. If the user acknowledges
the alert, no additional alert messages will be sent during that alert status cycle. If the user dismisses the alert, another alert
message will be sent once the “notify again after” time designated on the configuration page elapses.

The Configure button allows the user to configure parameters of the sensor.

A graph that shows a history of a sensor’s readings is displayed (RS485 and TACH sensors only). The time period displayed can
be changed to show the last hour, last week or last 30 days.

Note: If the ENVIROMUX is power-cycled, all history of sensor readings will be cleared.

Note: In a cascaded configuration, only the sensors connected to the master unit will display graphs. To view the graph
of a slave sensor you need to log into that slave unit directly.

The range of readings displayed will adjust as the readings are taken. For example, in the above image, for the time period
displayed the range of readings was between 82.2°F. to 80.2°F. As the readings vary and the time period increases, the range
will automatically update to a wider range of temperatures and adjust the graph accordingly.

To clear the readings for a sensor and start over, click on “Clear Graph Data”.  To disable the viewing of graphs, see page 67.

Note: If the sensor is a double-function sensor (E-STHS), then using “Clear Graph Data” will clear the data for both the
temperature and humidity readings of that sensor.
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E-16D-M Temperature 1 Configuration (Type: Temperature/Humidity)

‘ [~] Sensor Settings

Description

Units

Min. Level

Max. Level

Min. Non-Critical Threshold

Max. Non-Critical

Threshold

Min. Critical Threshold

Max. Critical Threshold

Enable Disconnection Alert

Refresh Rate

E-16D-M Temperature 1
Descriptive name for the sensor

Deg.F ~
Select the units for the sensor

|-4.0
Min. supported value for the sensor

[167.0
Max. supported value for the sensor

60.0
Min. threshold below which indicates an non-critical alert condition

90.0
Max. threshold above which indicates an non-critical alert condition

45.0
Min. threshold below which indicates an alert condition

95.0
Max. threshold above which indicates an alert condition

(]

Enable alert if not connected

1 Sec v
The refresh rate at which the sensor view is updated

=l Group Settings

Group 1

Group 2

Group 3

Group 4

Group 5

Group 6

Group 7

Group 8

Sensor sends notifications for Group 1

]

Sensor sends notifications for Group 2

]

Sensor sends notifications for Group 3

]

Sensor sends notifications for Group 4

]

Sensor sends notifications for Group 5

&l

Sensor sends notifications for Group 6

]

Sensor sends notifications for Group 7

&l

Sensor sends notifications for Group 8

Figure 37- Sensor Configuration Page (1)
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=lschedule Settings

Schedule Type Always active =
Configure the sensor's schedule type

Start Day Sun -

First day of the week when the sensor is active
End Day sSun -

Last day of the week when the sensor is active
Start Hour 00:00 ~

Starting hour for the sensor's daily schedule

End Hour 00:00 ~

Ending hour for the sensor's daily schedule

|=I Non-critical Alert Settings

Disable
Alerts Disable alert notifications for this sensor
Alert Delay 5 sec

Duration the sensor must be out of thresholds before alert is generated

Notify 6 Hr =~

Again Time Time after which alert notifications will be sent again
Notify on

return to Send a notification when this sensor returns to normal status
normal

Enable

Syslog Send alerts for this sensor via syslog

Alerts

Enable ]

SNMP Traps Send alerts for this sensor via SNMP traps

Enable

E-mail Send alerts for this sensor via e-mail

Alerts

E-mail E-16D-M Temperature 1 W:

Subject

Subject of e-mails sent for alerts

Enable sMs [

Alerts Send alerts for this sensor via SMS

Send [}

custom Replace standard SMS with a customized message
SMS

Customized

SHS Customized SMS message sent for alerts
Enable O
Siren Turn on the siren when this sensor goes to alert
Enable [
Beacon Turn on the beacon when this sensor goes to alert
Associated pNone -
Output =
Rel Name of the output relay that can be controlled by this sensor
elay
Output Inactive ~
Relay -
Status of the output relay when going to alert
status on
alert
Output Inactive ~
Relay .
Status of the output relay when returning from alert
status on
return from
alert

Figure 38- Sensor Configuration Page (2)
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=l critical Alert Settings

Disable [
Alerts Disable alert notifications for this sensor
Alert Delay 5 Sec ~

Duration the sensor must be out of thresholds before alert is generated

Notify Again g Hr -

Tipme Time after which alert notifications will be sent again

Notify on

return to Send a notification when this sensor returns to normal status
normal
Auto

acknowledge Automatically acknowledge alert when sensor returns to normal status

Enable
Syslog Alerts Send alerts for this sensor via syslog

Enable SNMP
Traps Send alerts for this sensor via SNMP traps

Enable
E-mail Alerts Send alerts for this sensor via e-mail

E-mail E-16D-M Temperature 1

Huhject Subject of e-mails sent for alerts

Select IP Trendnet TV-IPE72PI -

i Select IP camera for image capture on alert

Attach IP B

camera Attach captured image from selected IP camera to alert e-mail
capture to

e-mail

save image [
to USB Save captured image from selected IP camera to USB Flash

Enable SMS

Alerts Send alerts for this sensor via SMS

Send custom [

SMS Replace standard SMS with a customized message
Customized

SMsS

Customized SMS message sent for alerts

Enable Siren [
Turn on the siren when this sensor goes to alert

Enable &
Beacon Turn on the beacon when this sensor goes to alert
Associated None -

L selay Name of the output relay that can be controlled by this sensor

Output Relay |pnactive ~

573:;:‘5 ol Status of the output relay when going to alert
ale

Output Relay |nactive ~
status on

return from
alert

Status of the output relay when returning from alert

When using SMS messaging, if
special characters (other than
English) are desired, in order to
receive them via SMS, the language
setting of the E-xD must be set to any
language other than English (see
Language Selection, page 60)

Attach image captured from an
IP camera to include with alert
sent via email.

This feature is available for all
sensors connected to either
the “RJ45 Sensor” ports or
“Digital In” sensors.

See “Alert Notifications” on
page 43 for more.

In E-5D, these are combined
into one device option, to

< | enable or disable the

Siren/Beacon connected to the
“Alarm” terminals on the

E-5D.

This feature is not present in
the E-2D.

Figure 39- Sensor Configuration Page (3)
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|- Data Logging

Add to data log

Logging Period

Save

Alert Simulation

Simulate Alert| Clear Alert

Add readings to the data log

10 Sec -~
Frequency at which readings are added to the data log.

Figure 40- Sensor Configuration Page (4)

External Sensor Configuration

Sensor Settings Description

Description The description of the sensor that will be viewed in the Summary page and in the body of alert
messages

Units This lets the operator choose between Celsius and Fahrenheit as the temperature
measurement unit.

Min. Level Displays the minimum value that this sensor will report

Max. Level Displays the maximum value that this sensor will report

Minimum Non-Critical -
Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to non-critical alert status. The assigned value
should be

»  within the range defined by Minimum Level and Maximum Level and
» lower than the assigned Maximum Threshold value.
If values out of the range are entered, and error message will be shown.

Maximum Non-Critical
Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to non-critical alert status. The assigned value
should be

» within the range defined by Minimum Level and Maximum Level and
» higher than the assigned Minimum Threshold value.
If values out of the range are entered, and error message will be shown.

Minimum Critical Threshold

The user must define the lowest acceptable value for the sensors. If the sensor measures a
value below this threshold, the sensor will move to alert status. The assigned value should be

» within the range defined by Minimum Level and Maximum Level,
» lower than the assigned Maximum Threshold value, and
» lower than the Minimum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Maximum Critical Threshold

The user must define the highest acceptable value for the sensors. If the sensor measures a
value above this threshold, the sensor will move to alert status. The assigned value should be

» within the range defined by Minimum Level and Maximum Level,
» higher than the assigned Minimum Threshold value, and
» higher than the Maximum Non-Critical Threshold value.

If values out of the range are entered, and error message will be shown.

Enable Disconnection Alert

If this sensor is disconnected its status will change to alarm and an alert will be sent

Refresh Rate

Group Settings
Group

Determines how often the displayed sensor value is refreshed on the Sensor page. A numeric
value and a measurement unit (minimum 1 seconds, maximum 999 minutes) should be entered.

Description
Assign the sensor to any or all groups 1 -8 (see also page 44)
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Schedule Settings

Disable Alerts

Schedule Type Always active- sensor will react to alert conditions at all hours of each day
Active during defined times- sensor will only react to alert conditions during times as
outlined below
Start Day First day of the week the sensor should react to alert conditions
End Day Last day of the week the sensor should react to alert conditions
Start Hour First hour of the day the sensor should begin reacting to alert conditions
End Hour Last hour of the day the sensor should react to alert conditions

Alert Settings (Applies to Critical and Non-Critical Alerts except where noted)

Place a checkmark in the box to prevent alerts from being sent when this sensor’s status
changes

Note: If alerts for a sensor are disabled, the associated output action (see "Outputs"-
page 34) will still take place. There just won't be any alert notifications that this is
occurring. For example, this might be used to turn ON a device, such as a fan, when the
server room gets too warm, and OFF again when the temperature returns to normal. An
alert message may not be desired under these circumstances.

Note: if the user wants to disable alerts for a sensor after the sensor is already in alert
status, the user must either acknowledge or dismiss the alert first.

Alert Delay

The alert delay is an amount of time the sensor must be in an alert condition before an alert is
sent. This provides some protection against false alarms. The Alert Delay value can be set
for 0-999 seconds or minutes. For more on alert delay, see “Alert Settings” on page 45)

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the sensor readings have returned to the normal range by
selecting the "Notify when return to normal” box for a sensor.

Auto Acknowledge

(Applies to Critical Alert
settings only)

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when sensor readings return to normal.

Note: The Non-Critical alert settings do not have this option. Instead, non-critical alert
notifications are always auto-acknowledged when sensor readings return to normal

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received (up to 60 characters)

Attach IP Camera capture to
email

(Applies to Critical Alert
settings only)

Associate a sensor with a IP camera. Select an IP camera from the drop-down box. An image
will be captured and sent with the alert message when an alert is sent via e-mail. |P cameras
that are monitored by the ENVIROMUX (page 61) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Note: If “Brief email” is enabled under User Settings (page 81) for a user, this setting will
have no effect for that user. No images will be sent to that user.

Save Image to USB

Save the image captured by the IP Camera to the USB flash device when an alert is triggered

Enable SMS Alerts

Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Send Custom SMS

Place a checkmark in this box to have a custom SMS message instead of using the standard
SMS message

Customized SMS

Enter the customized SMS message (up to 160 characters) to be sent with an SMS Alert

Enable Siren

Turn ON the siren when this sensor goes to alert (not applicable to E-2D)

Enable Beacon

Turn ON the beacon when this sensor goes to alert (not applicable to E-2D)
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Alert Settings (Applies to Critical and Non-Critical Alerts except where noted) (Cont’d)
Associated Output Relay You can associate the sensor with the operation of the output relay, or not.

By Default, the operation of an output relay can only be associated with one sensor or IP
Device.

To associate an output relay with more than one sensor or IP Device, place a checkmark in the

Tip: Another way to have a | chackhox under “System- Other Options- Disable Relay Interlock (page 67).

single output relay react to
the changes of more than
one sensor is to use Events Note: If the Output Relay is associated with a sensor/device, and configured to change
and Smart Alerts (page 99) state when a sensor crosses threshold into alert, it will change state even if the alerts are
to create that association. disabled.

Note: Only one sensor/device should be associated with the Output Relay at a time.
Contradicting commands from two or more sensors will result in the output relay
responding to the state directed by the last command received.

Output Relay Status on Alert State the output relay will be in when sensor goes to an alert

Output Relay Status on Return | State the output relay will be in when sensor is no longer in alert
from Alert

Data Logging

Add to data log This is a check-box that lets the user decide if the data sampled should be recorded in the Data
Log.
Logging Period Enter the time period between logged measurements

Be sure to press the Save button to save the configuration settings.

Groups

Groups are used to create a common relationship between sensors, IP devices, etc. and their alert messages. Each item being
monitored can be assigned to one or more groups (up to 8 possible). Users (a maximum number of 17 including the root user)
can receive alert messages from items in one or more groups (see user configuration on page 79).

Test Alerts

With all configuration settings completed, each sensor and how the ENVIROMUX will react to an alert condition can be tested.
Press the Simulate Alert button at the bottom of the configuration page to test each of the notification methods configured. To
cancel the simulation, press the Clear button.

Note: A simulated alert will test all settings including any delay that has been configured (i.e. if a 2 minute delay is
configured, it will delay sending the email for 2 minutes)

To perform a test, the ENVIROMUX must be properly setup for a user to receive alert messages. Use the chart below to make
sure the ENVIROMUX is setup properly.

Apply a valid e-mail address for the Configure sensor and assign sensor to a

ENVIROMUX to the Enterprise Setup Page group. For a user to receive messages

(see page 64) from this sensor, this group must be
selected in the user profile (above).

\ ]

Fill in Network Page with valid information Use the “Simulate Alert” button to test the

(see page 67) sensor configuration. The sensor will send
* a message to the assigned group.

Create a user profile- be sure to include *

valid user e-mail address and assign at 1 The user will receive the message from the

least one group to user to receive group as configured in the alert notification

messaaes from (pade 74) methods on the sensor configuration page

(page 41).

Figure 41- Chart to setup alert notification
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Alert Settings

Alert Delay: The alert delay is an amount of time the sensor must be in an alert condition before an alert is sent. This provides
some protection against false alarms. The Alert Delay value can be set for 0-999 seconds or minutes.

Example:

The maximum threshold of a temperature sensor is 90 F, and the temperature of the monitored area is fluctuating between 88 and
91 degrees:

Reading # Value Action (with delay set
(taken 1/ second) @ 3 seconds

1 88F

2 89F

3 90F Ignored

4 89F

5 90F Ignored

6 89F

7 90F Ignored

8 90F Ignored

9 90F Alert sent
10 89F

The sensor is in an alert condition in Reading 3 but is back within the acceptable range in Reading 4. At Reading 5, the sensor is
in an alert condition again. Without the Alert Delay set, alerts will be sent for both Reading 3 and Reading 5. If the Alert Delay had
been set to 3 seconds, an alert would only be sent if the sensor had made three consecutive readings in an alert condition (since
readings are made every second). In this case, an alert will not be sent until Reading 9.

Alert Notifications

The alert can be configured to notify one or more users via e-mail, SNMP traps (v1,v2c,v3), Syslog messages, or SMS alerts.
The e-mail subject line for e-mail notification can be customized for easy source identification. The alert can activate an audible
siren, or an alarm beacon. Alerts are also indicated on the "Int Alert" or "Ext Alert " LEDs on the front of the ENVIROMUX and in
the WEB interface.

External sensors have the added feature of being able to be associated with an IP camera. If a checkmark is added to the block
“Attach IP camera capture to email” and an IP camera is selected from the drop-down box, an image will be captured and sent
with the alert message when an alert is sent via e-mail. 1P cameras that are monitored by the ENVIROMUX (page 61) will be
available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in your camera’s configuration)
needs to be disabled. Consult your IP camera manual to see if this feature is present and for instructions on how to do
this.

If a checkmark is added to “Save Image to USB”", the image captured by the IP camera will also be saved to a flash drive
connected to a USB port.

Thresholds

Minimum Threshold: The user must define the lowest acceptable value for the sensors. If the sensor measures a value below
this threshold, the sensor will move to alert status. The assigned value should be within the range defined by Minimum Level and
Maximum Level and lower than the assigned Maximum Threshold value. If values out of the range are entered, they will be
automatically adjusted to be within range.

Maximum Threshold: The user must define the highest acceptable value for the sensors. If the sensor measures a value above
this threshold, the sensor will move to alert status. The assigned value should be within the range defined by Minimum Level and
Maximum Level and higher than the assigned Minimum Threshold value. If values out of the range are entered, they will be
automatically adjusted to be within range.

Outputs

Each sensor can be associated with one of the connections labeled "Output Relays" (see page 23), and that connection can be
set to open or close the contacts of the relay either on alert, or when returning to normal. The tamper can also block the output
command generated by the alert. In this way other devices can be controlled by sensor and tamper alerts.
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Specialized Sensors (for E-S420MA-24V Current Sensor Configuration only)

When a E-S420MA-24V Current Sensor is connected to the ENVIROMUX, the summary page will update with two sensor names
of the Type “Current”. Various types of sensors can be connected to an E-S420MA-24V. In order to better define the sensor on
the Summary Page, in SNMP traps, or in an MIB browser, click on the “Edit” link to open the sensor configuration page and
configure the sensor.  In the image below, an RTD Temperature sensor has been connected to the Current Sensor plugged into
RJ45 port 3 and configured to be used.

Summa I'Y (alerts detected), (events triggered)

Internal Sensors

No. Description Type Value Status Action
1 Internal Temperature Temperature 0.0°C Alarm View Edit
Internal Humidity Humidity Out of range Alarm View Edit
Battery Voltage 13.9v Normal View Edit
Sensors
Conn. Description Type Value Status Action
An RTD sensor is 1 Sensor #1.1 Water Open Normal View Edit Delete
connected to one 2 Sensor #2.1 Temperature Combo  76.5°F Alarm View Edit Delete
input on the 2 Sensor #2.2 Humidity Combo Out of range Alarm View Edit Delete
current sensor, 3 RTD Sensor #3.1 Temperature 69.1F Normal View Edit Delete
the second input { & Sensor #3.2 Current 0.0mA Alarm View Edit Delete
has not been
configured. T
Figure 42- Current sensor added to ENVIROMUX Select
“Edit” to
RTD Sensor #3.1 Configuration (Type: Temperature) configure

| Sensor Settings
Description RTD Sensor #3.1
Descriptive name for the sensor
Group 1 -
Select which group the sensor belongs to
Min. Level 4.0
Min. supported value for the sensor
Max. Level 20.0
Max. supported value for the sensor

Associate Sensor #
Associate sensor to a customized sensor type

Associated Sensor Type Temperature

Type of the associated sensor
Associated Sensor Unit F

Measurement unit for the associated sensor
SNMP Associated Type ID 32767

ID value for SNMP type of associated sensor

Min. Associated Level -10.000000
sensor d value corr ding to 4mA
Max. Associated Level 250.000000

Sensor expected value corresponding to 20mA
Min. Non-Critical Thresheld s5p.0

Min. threshold below which indicates an non-critical alert condition
Max. Non-Critical 100.0
Thresheld Max. threshold above which indicates an non-critical alert condition
Min. Critical Threshold 40.0

Min. threshold below which indicates an alert condition
Max. Critical Threshold 120.0

Max. threshold above which indicates an alert condition
Refresh Rate 10 Sec -

The refresh rate at which the sensor view is updated

'+ Non-Critical Alert Settings
-t Critical Alert Settings

! Data Logging

Figure 43- Configuration of sensor connected to E-S420MA-24V
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Most of the sensor settings are the same as any other sensor configuration (page 42) but there are some differences:

Sensor Settings
Associate Sensor

Description
Select if the Type “Current” should be replaced by the sensor type to be entered in the next box

Associated Sensor Type Enter the “Type” of sensor that should be displayed on the summary page and in all alert

communications received regarding this sensor

Associated Sensor Unit Enter between 1 and 3 alphabetical characters. These characters will be used by the

ENVIROMUX to represent the unit of measure reported by the attached sensor. Leaving it
empty will result in an empty string in the reported data.

SNMP Associated Type ID Enter ID value from MIB file if SNMP traps will be used for alert notifications for this sensor (for

more on this, see “SNMP Custom Type ID" below)

Min. Associated Level The minimum range of the units to be associated with the current reading measured from the

attached sensor.

Max. Associated Level The maximum range of the units to be associated with the current reading measured from the

attached sensor.

SNMP Custom Type ID: Use this field if SNMP traps will be used for alert notifications. The Type ID corresponds with a value
defined in the MIB file under “extSensorType” (default value is 32767 for type “Custom”). Place the desired number in this box
that represents the type of sensor to be reported in the MIB browser or SNMP trap.

To define a new type of sensor;

1.

2.
3.
4

open the MIB file,

locate the section titled “extSensorType”,

assign a description and a number not already in use (in the “SYNTAX” field) to associate with it ,
enter the number for the newly defined extSensorType in the SNMP Custom Type ID box.

If the Type ID is left blank, the value “0” will be assigned, which will be reported in the browser and SNMP trap as type

“undefined”.
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Contact Sensors

Contact Sensors are sensors that close or open a contact according to the sensor condition. Their presence and their type cannot
be automatically detected by the RJ45 Sensor port. The sensors have to be manually added to the unit list by the administrator or
a user with administrator privileges. Contact sensors can be either connected to RJ45 Sensor ports, or more commonly to Digital

Input terminals.

Add a Contact Sensor to RJ45 Sensor port

When adding a contact sensor to an RJ45 Sensor port, after connecting the sensor to an available port, the administrator must

select “Add New Sensor” at the bottom of the Monitorina->Sensors paae.

Sensors
Internal Sensors

NHo. Descriplion

1 Interpnal Temparatyre

2 Internal Hgmtdi;x

3 Eattery

Sensors

Conn, Description

1 Tam parabyre

L BJ e e
=3
]

i
=
E
=

w
-
=
H

m & oo
5
5
&
Al
5

16 HMotign

Wind Speed on E- 160

IE

In the Add Sensor page, enter the type of sensor and the RJ45 connector where the sensor is connected. Then select “Add”.
If the connector was already in use and has a sensor already defined for it, an error message will be displayed at the bottom of the

Summary page.

Add New Sensor

tor 16

igital ir —

Type value Status Action
Tempearature 27.3°C MNormal Wimw Edit
Hurrndity 41% Narmal View Edit
Voltage 13.48V Normal iew Edit

Type Value Status Action
Compo. T sao Normal View Egit Delets
Humidity Combo 37% Normal Yigw Edit Dalete
Dew Paint 54.7°F Naormal Visw Edit Delsts
Light 51.71x Normal View Edit Dslete
Temperatura 81.8°F Normal Wisw Edit Dalste
Hurmidity 36% Naormdal View Edit Delate
Lﬁ:"nﬁm”"’ 28.2°C Narmal yiew Edit Delete
Humidity Combo 38% Normal View Edit Delate
ACLM-V AC Voltage 120.0v Naormal View Edit Delste
ACLM-V AC Voltage 1200V Normal Vigw Edit Delete
Water Opan Normal Vimw Edit Dalate
Mobwan Detector Closed MNoarmal View Edit Dalets
Wiyl Soeed [ Acknowledged  \iew Edit Delele

To install a tachometer type sensor (like the Wind Speed sensor above), connect it to
Digital In 1 and click this link for a configuration page with extra settings for
specialized sensors (page 44).

Figure 44- List of sensors

‘ [~/ Add New Sensor

Sensor Type

RJ45 Connector

Water -

Select the sensor type

8 -

Choose which R145 jack the sensor will be connected to

Figure 45- Add a contact sensor
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Many of the settings found in the RS485 configuration page are not present because they do not apply to contact sensors. As
such, only “Critical Alert Settings” apply (see descriptions on page 42) and non-critical alert settings are omitted altogether.

A setting that is present only for contact sensors connected to RJ45 sensor ports and for Digital Input sensors (page 51)is
"Change Global Alert Status on triggering this sensor" (explained on page 50).

New Sensor Configuration (Type: New Sensor)

| |~| Sensor Settings

Description Sensor #5.1

Descriptive name for the sensor

Normal Status Open ~

Select the normal status for the sensor

Enable Tamper Alert
Enable tamper alert notifications for this sensor

Tamper Normal Status Closed ~

Select the tamper contact normal status

State Open Open
Descriptive name for open state

State Close Closed
Descriptive name for close state

Refresh Rate 10 Sec «
The refresh rate at which the sensor view is updated

‘ [+] Group Settings

| [+] Schedule Settings

| [+] Critical Alert Settings ‘

| [+ Data Logging

‘ Alert Simulation

Simulate Alert Clear Alert

Figure 46- Contact Sensor configuration page
Aside from the usual Description, Group, and Refresh Rate settings to be applied, the configuration page introduces four new
settings:
Normal Status: This will be the contact sensors state when it is not in alert, either with contact closed, or contact open.

Enable Tamper Alert: If the contact sensor has a tamper feature, and the feature is being connected to the ENVIROMUX, then
this box can be selected if alert messages are desired in the event the contact sensor tamper feature’s state changes from its
defined “Normal Status”.

Tamper Normal Status: This will be the normal state of the contact sensor’s tamper feature when not being tampered with.

State Open/Close: Customize the information that will be provided to you in an alert message (up to 32 characters) when the
state changes
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Change Global Alert Status on triggering this sensor: Found under Critical Alert Settings, this feature enables the user to
configure this sensor to cause the following changes to take effect:

A) No Alert Changes: make no changes to how alerts are managed (the default setting)

B) Enable Global Alerts: force all alert settings in effect to be acted upon as configured (if another sensor has disabled
alerts, this setting will re-enable them). An alert message will be sent to all configured users to indicate this has occurred.

Note: This will not enable sensor alerts for those sensors that have "Disable Alerts" checked.

C) Disable Global Alerts: disable all alerts from being sent throughout the ENVIROMUX - when this sensor state
changes, all alert communications from all sensors connected to this ENVIROMUX will be disabled. An alert message
will be sent to all configured users to indicate this has occurred. When disabled, the message "Global Alerts are
currently disabled" will be displayed in red at the top of the Summary and Alert Information pages.

Note: If one contact sensor is configured to disable global alerts, it is recommended to configure another contact sensor

put to enable global alerts. Otherwise, once disabled, global alerts will remain disabled indefinitely, or until global alerts
are manually re-enabled by using the "Enable Global Alerts" button on the Alarm Summary page (page 35).

An example for configuring this feature is on page 161.

[=| Alert Settings

Disable Alerts (|
Disable alert notifications for this digital input
Alert Delay 5 Sec ¥
Duration the digital input must be out of normal status before alert is generated
Notify Again Time 6 Hr ~
Time after which alert notifications will be sent again
Notify on return to VI
normal Send a notification when this digital input returns to normal status
Auto acknowledge IZ|
Automatically acknowledge alert when digital input returns to normal status
Enable Syslog Alerts V|
Send alerts for this digital input via syslog
Enable SNMP Traps V|
Send alerts for this digital input via SNMP traps
Enable E-mail Alerts @

E-mail Subject

Select IP Camera

Attach IP camera
capture to e-mail

Save image to USB

Enable SMS Alerts

Send custom SMS

Customized SMS

Associated Output
Relay

Output Relay status
on alert

Change Global Alert
Status on triggering
this sensor

Send alerts for this digital input via e-mail

E-2DB EO08 Digital Input 1 Alert
Subject of e-mails sent for alerts

Wanscam HW0041-1 ~
Select IP camera for image capture on alert

Attach captured image from selected IP camera to alert e-mail
O

Save captured image from selected IP camera to USB Flash

Send alerts for this digital input via SMS

]

Replace standard SMS with a customized message

Customized SMS message sent for alerts

None v
Name of the output relay that can be controlled by this digital input

Inactive ~
Status of the output relay when going to alert

No Alert Changes #
No Alert Changes e

Use this setting very
carefully!

Enable Global Alerts

[+] Data Logging

Disable Global Alerts

Figure 47- Contact and Digital Alert Settings
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Digital Inputs

The “Digital In” terminals (page 11) are for easy installation of contact sensors (as opposed to using the RJ45 sensor ports).
Connect up to 8 different contact sensors having either 2-wire contacts (for open or closed circuit sensing) or 4-wire contacts (for
open or closed circuit sensors requiring 12V power supplies to operate). Therefore, the field “Normal Status” is provided to select
the status of the sensor when it is not in an alert state. Select between Open contacts, or Closed contacts for the normal status

of the sensor.

(Water sensors are open contact when not in alert state.)

Note: The E-5D/2D have room for only 5 contact sensors, and do not provide 12V power to them individually.
An “Aux Pwr” terminal is available for up to 500mA of sensor support.

Before Digital Inputs will be listed in the Summary page or Digital Input page, they must first be added on the Digital Input page
using “Add New Digital Input” (shown in image below).

Digital Input Sensors

| Digital Inputs

Conn. Description

2 Digital Input 2 ACVD

Add New Digital Input

Add New ENVIROMUX-SDA Sensor g

Type Value Status

Digital Input Open Acknowledged

Action
View Edit Delete

This link is for adding the E-SDA Smoke detector only.
For all other smoke detectors use “Add New Digital Input”

Remote Digital Inputs

Conn. Description

11.2 Conn 11 Digital Input 2

Add New Remote Digital Input

Type Value Status

Digital Input Open MNormal

Figure 48- Digital Input Sensors

First, select a connector on the ENVIROMUX that you wish to view the status of.

Add New Digital Input

Action
View Edit Delete

Remote Digital Inputs are for
Digital Inputs connected to an E-
DI16DO(R)16 Digital Input
Expander (sold separately)

1 [~/ Add New Digital Input

Connector 2 =

/Choose which connector the digital input will be connected to

o
‘mﬂmmhwim‘
[{.]

Figure 49- Select connector on ENVIROMUX
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Once the connector is selected, a configuration window will open providing fields for the additional information available to setup

the sensor.
New Sensor Configuration

[ Digital Input Settings

Description Digital Input #1

Tip: To test a Digital Input sensor, after the input and alert settings have
been properly configured, change the Normal Status to the opposite of what
"Normal" is, and click Save. This should cause the sensor to go into alert
and test all communication methods that have been configured. Be sure to
chanae the Normal Status back when the test is complete.

Descriptive name for the digital input

<

Normal Status Open =

Select the normal status for the digital input

Refresh Rate 20

The refresh rate at which the digital input view is updated

State Open Open

Descriptive name for open state

State Close Closed

Descriptive name for close state

|+ Group Settings
[+ 8chedule Settings
[ Alert Settings

|+ Data Logging

|Save|

Alert Simulation

Simulate Alert] Clear Alert

<

Sec -

Note: The "Normal Status" of the contact sensor must
be set to either open or closed, depending on the
contact position of the sensor connected to it. If the
sensor connected has a normally-closed switch position
at rest, the Normal Status should be set to "Closed". If
the connected sensor has a normally-open switch
position at rest, the Normal Status should be set to
"Open".

Figure 50- Configure New Sensor

After the Digital Input sensor has been installed, the management and configuration of it is similar to Contact Sensors (page 48).
To view the status of a sensor, click on the sensor as listed in the Digital Input page (Figure 48).

Digital Input #2 Status

Type: Di

tal Input

Connector:2

Handle Alert: | Dismiss

Status: Normal

Apply Changes

Last alert was at:

M Cycle Sensor Power

Cycle Sensor Power

> Gonte|

Open configuration
page

To adjust configuration of an existing sensor, click on “Configure”.

“Edit” in the Digital Input page.

Digital Input Sensors

Never
Clear Records

Figure 51- Status of Digital Input #2

The configuration window can also be opened by clicking on

Open configuration

| Digital Inputs / page
Conn. Description Type Value Status Action /

1 Digital Input #1 Digital Input Open Normal View Edit Delete

3 Digital Input £3 Digital Input Open Normal View Edit Delete

Figure 52- Open configuration from Digital Input page
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Cycle Sensor Power

A “Cycle Sensor Power” button is also provided (see Figure 51) for each sensor connected to the “Digital In” terminals (locally-
connected Digital Inputs only). To momentarily disrupt power to any sensor connected to a Digital Input terminal, click on this
button. For example, when a smoke detector needs to be power-cycled in order to reset it. The 12VDC power will be disrupted
to the sensor for 5 seconds and then automatically restored.

Note: On E-5D and -2D, the “Cycle Sensor Power” will cause the “AUX PWR” terminals to cycle power. This will only
be effective for the sensor you are clicking the button for if that sensor is being powered from these terminals. If your
sensor is powered, for example, from an AC adapter, the “Cycle Sensor Power” button will have no effect on that sensor,
but it will still cycle power on the “AUX PWR” terminals, disrupting any device getting power from these terminals for 5
seconds. Keep this in mind if more than one sensor (or device) is being powered from these terminals.

To test your Digital Input configuration, click on "Configure" (Figure 51) for the sensor, and click on "Simulate Alert" (Figure 50).
Now go to the Summary Page. The Status for that sensor should now show it to be in "Alarm" (provided your Alert Delay, under
Alert Settings, is not set for too many seconds). If the Alert Delay is in play, you will have to wait for that time to expire before the
Status will change.

Digital Inputs

Conn. Description Type Value Status Action

2 E-16D-M ACVD DI2 Digital Input Closed Normal View Edit Delete
3 E-16D-M Test Switch DI3 Digital Input Open Alarm View Edit Delete
5 E-16D-M Digital Input 5 Digital Input Open Alarm View Edit Delete
S1-2  E-16D-S1 DI 2 Digital Input Open Normal View Edit Delete
S1-8 E-16D S1 Digital Input 8 Digital Input Open Normal View Edit Delete

Add Tach Sensor

To add a Tach Sensor, make connections of the tachometer type sensor (ENVIROMU-WSS for example) to Digital Input 1 on the
rear of the ENVIROMUX. Then select “Add Tach Sensor on Digital Input 1” on the Sensors summary page (page 48). The
sensor configuration page with added settings for a custom sensor will appear. These settings are the same as those described
under “Specialized Sensors” on page 46. This special purpose of Digital Input 1 can be used by any device that produces a
frequency up to 255Hz.

Terminals on E-16D Terminals on E-5D Terminals on E-2D
DIGITAL IN —— DIGITALIN —— A — pemALN —
e e TR T 5 AMACH? "3 4 REAY
+ 12V +12V_ +12V_ +12V ¢ M LT D' 2 + 2 T T T C NCN
7} T [T ]

= - %

m

+= + +

Figure 53- Connection that supports Tachometer Sensor

Note: Digital Input 1 is the only terminal connection point that supports a tach sensor.

To remove a digital input sensor from the displayed list, click on “Delete” under the Action column in the Digital Input Sensor list.
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Monitor Output Relay

Output relays are provided to control external devices with a rating of up to 1A, 30VDC or 0.5A, 125VAC. Each relay state is

monitored to be either inactive (relay is at rest; contacts as indicated by product markings) or active (relay is energized; contacts
are opposite that of product markings).  The status of the relay can be changed either manually through the web interface, or as

a result of an alert (page 43).

Output Relays

Output Relays

Conn. Description Type

1 Output Relay #£1 Output Relay
z Output Relay £2 Output Relay
3 Qutput Relay £3 Output Relay
4 Qutput Relay #4 Output Relay

Value

Inactive
Inactive
Inactive

Inactive

Click “View”

Status Acti:/

Wiew
Wiew
Wiew

Wiew

Figure 54- Monitoring Output Relays

Output Relay #2 Status

Edit

TypeOutput Relay

Set Output:: Deactivate - Apply Changes

Click ;
“Configure” 1>

Figure 55- Output Relay Status

To test your connections and set the state of the relay manually, from the relay status page (Figure 55), select the arrow next to

Set Output to drop down the window and select either “Deactivate” or “Activate”.

The relay state can also be changed using SNMP. See page 74 for details.

Inactive

Cog |
NC NO

Active

C

NC NO

Figure 56- Output Relay Contact State

Then click the “Apply Changes” button.
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To change settings for the output relay and whether or not a state change should generate an alert message, click the “Configure”

button.

Output Relay Configuration

~ OQutput Relay Settings

Description

MNormal Status

State Active

State Inactive

1= GrEaup Settings
7 ~

E-16D-81 Qutput Relay
Descriptive name for the output relay

Inactive =~
Select the normal status for the output relay

E-16D-81 Qutput Relay
Descriptive name for active state

E-160-51 Output Relay
Descriptive name for inactive state

/ logs N\ el
/ \ Sensor sends notifications for Group 1
/ Internal Sersors O
1 Sensor sends notifications for Group 2
1 External Sendks L]
_These names a_re 1 1 Sensor sends notifications for Group 3
just names assigned I S B
under “Group 1 1 Sensor sends notifications for Group 4
" 1 IP Devices | ]
Names (page 79) 1 1 Sensor sends notifications for Group 5
and have no other _
g .. \ IP Sensors | [l
SpelelC association. \ I} Sensor sends notifications for Group 6
\ Output Relayks B
\ / Sensor sends notifications for Group 7

\ Power Supplies L]
\ /7 Sensor sends notifications for Group 8

S_-
[l Atert when status is changea When using SMS messaging, if
e special characters (other than
Send alerts for this output relay via syslog EngIISh) are desired’ in Order to
Enable SNMP Traps 0 i i receive them via SMS, the language
Send alerts for this output relay via SNMP traps B
. setting of the E-xD must be set to any
Enable E-mail Alerts | .
Send alerts for this output relay via e-mail |anguage other than EngIISh (See
E-mail Subject E-16D-M Output Relay 1 Ac  <§ Language Selection, page 60)
Subject of e-mails sent for alerts
Enable SMS Alerts O

Send alerts for this output relay via SMS

Save

Figure 57- Configure Output Relay

From the configuration page, the user can apply a description of the relay that will be used on the summary page and in any alert
messages sent, if so configured.

Choose the Normal Status for the relay, between Inactive or Active. When the status changes from what is defined as “normal”,
an alert will be sent if so configured.

To have messages sent to specific members, select the monitoring group(s) the relay will belong to.

When the relay is in an alert state, the ENVIROMUX can be configured to send an email, syslog and SMS alerts, as well as an
SNMP trap to the users subscribing to alerts in the selected group. Place a checkmark in the box for those features you wish
to enable.

If email alerts is enabled, enter an e-mail subject line that will get the attention of the recipient(s).

Note: When the ENVIROMUX is powered OFF with the battery completely drained, each relay will revert to an inactive
state, regardless of the “Normal Status” setting.

Once configured, output relays are controlled by their associated sensor and can be programmed to change state (from normally-
open to normally-closed or vice versa) on an alert or on the return to normal conditions. Programming is done on the configuration
page of the associated sensor or Smart Alert. Each output relay can be associated with any one sensor or Smart Alert.
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IP Devices

Up to 64 IP addresses can be assigned to be monitored by ENVIROMUX. They will be displayed under the Monitoring->IP
Devices item in the left side menu. The ENVIROMUX will periodically ping (test) these addresses to determine whether or not
they are up and running. If the address is not running, an alert will be recorded.

For each device the user can configure the
* |P address,
*  the name,
*  the sensor group the IP device will belong to
*  the ping period (period of time between two consecutive tests),
*  the time-out period (in seconds) in which the address should respond
*  the number of times the ENIROMUX should ping the address before reporting an alert
*  how often, if at all, the reading taken should be added to the data log.

If the address fails to respond within the time-out for the selected number of times it will generate an alert. It will be tested again
after the programmed period of time.

Just as with other sensors, the method of alert notification and the effect, if any, on output contacts can be configured in response
to IP address connection failures.

IP Devices

IP Devices

No. Description Type Value Status Action
Test IP Device Responding Normal View Edit Delete
Test2 IP Device Not Responding Alarm View Edit Delete
test3 IP Device Responding Alarm View Edit Delete

Add New IP Device

Figure 58- IP Devices monitored

To add an IP device to monitor, select “Add New IP Device” from the Monitoring ->IP Devices page.

Add New IP Device

[~ Add New IP Device

Description
Descriptive name for the IP Device

IP Address
IP Address of the device to ping

Figure 59- Add new IP Device

Apply a descriptive name for the IP Device to be monitored, and the IP address of the device.
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IP Device Configuration

[ IP Device Settings

Description DNS Server
Descriptive name for the IP Device

IP Address 192.168.1.52
IP Address of the device to ping
Ping Period 2 Min -
The frequency at which to ping the device

Timeout 2

Duration, in seconds, to wait for a response to a ping

Retries 10

The number of tries before device is considered in alarm

[+| Group Settings
[¥| Schedule Settings
| [ Alert Settings

[+] Data Logging

(eve]

Alert Simulation

Simulate Alert | | Clear Alert

Figure 60- IP Device Configuration

IP Device Settings Description

Description The description of the IP Device that will be viewed in the Summary page and in the body of alert
messages

IP Address The IP address of the IP Device

Ping Period Enter the frequency in minutes or seconds that the ENVIROMUX should ping the IP Device

Timeout Enter the length of time in seconds to wait for a response to a ping before considering the attempt
a failure

Retries Enter the number of times the ENVIROMUX should ping a non-responsive IP device before
changing its status from normal to alarm and sending an alert

There is no limit to the number of times you can retry to ping (retries), how long to wait for a response (timeout), or how long you
can set it to wait between pings to a device(ping period). These values are up to you.

Under Group Settings, place a checkmark for each group that alert messages should be assigned to. This will determine who will
receive an alert due to a ping failure.
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IP Device Configuration

| [+ 1P Device Settings

| H Group Settings

| =l Schedule Settings

Schedule Type Always active -

Configure the device's schedule type

Sun v.

Start Day

First day of the week when the device is active
End Day Sun -

Last day of the week when the device is active
Start Hour {}g-{)g -

Starting hour for the device's daily schedule
End Hour 00:00 -

Ending hour for the device's daily schedule

=l alert Settings

Disable &

Alerts Disable alert notifications for this device

Notify Again .s i Hr -~

Time Time after which alert notifications will be sent again

Notify on e}

return to Send a notification when this device returns to normal status
normal

Auto =

acknowledge Automatically acknowledge alert when device returns to normal status

Enable |
Syslog Alerts Send alerts for this device via syslog

Enable sNmp [
Traps Send alerts for this device via SNMP traps

Enable 5]
E-mail Alerts Send alerts for this device via e-mail

E-16D Web Demo IP Alert
Subject of e-mails sent for alerts

E-mail
Subject

Enable sMs [
Alerts Send alerts for this device via SMS

Send custom [
SMS Replace standard SMS with a customized message

Customized

SHS Customized SMS message sent for alerts

Enable Siren [
Turn on the siren when this device goes to alert

Enable ]
Beacon Turn on the beacon when this device goes to alert

.NDFIE -
Name of the output relay that can be controlled by this IP Device

Associated
Output Relay

.Active ¢

Output Relay
:T:::'S L Status of the output relay when going to alert

Output Relay Active -
status on
return from

alert

Status of the output relay when returning from alert

When using SMS messaging, if
special characters (other than
English) are desired, in order to
receive them via SMS, the language
setting of the E-xD must be set to any
language other than English (see
Language Selection, page 60)

[+| pata Logging

| Alert Simulation

Simulate Alert| | Clear Alert

Figure 61- IP Device Configuration-more
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Group Settings Description

Grou Assign the device IP to any or all groups 1 -8 (see also page 44
p J y group pag

Schedule Settings
Schedule Type Always active- system will react to alert condition at all hours of each day
Active during defined times- system will only react to alert condition during times as

outlined below

Start Day First day of the week the system should react to alert condition

End Day Last day of the week the system should react to alert condition

Start Hour First hour of the day the system should begin reacting to alert condition

End Hour Last hour of the day the system should react to alert condition

Disable Alerts Place a checkmark in the box to prevent alerts from being sent when the device’s status
changes

Note: If alerts for an IP device are disabled, the associated output action (see outputs"-
page 34) will still take place. There just won't be any alert notifications that this is
occurring. For example, this might be used to turn ON a device, such as a fan, when the
server room gets too warm, and OFF again when the temperature returns to normal. An
alert message may not be desired under these circumstances.

Note: if the user wants to disable alerts for an IP device after the device is already in
alert status, the user must either acknowledge or dismiss the alert first.

Notify Again Time Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal The user can also be notified when the IP device status has returned to normal by selecting the
"Notify when return to normal” box for a device.

Auto Acknowledge Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when sensor readings return to normal.

Enable Syslog Alerts Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts Place a checkmark in this box to have alert notifications sent via Email

Email Subject Enter the subject to be viewed when an email alert message is received (up to 60 characters)

Enable SMS Alerts Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Enable Siren Turn ON the siren when this device goes to alert (not applicable to E-2D)

Enable Beacon Turn ON the beacon when this device goes to alert (not applicable to E-2D)

Associated Output Relay Associate the IP Device with the operation of an output relay, or not.

By Default, the operation of an output relay can only be associated with one sensor or IP
Device.

To associate an output relay with more than one sensor or IP Device, place a checkmark in the

Tip: Another way to have a | chackhox under “System- Other Options- Disable Relay Interlock (page 67).

single output relay react to
the changes of more than
one sensor is to use Events
and Smart Alerts (page 99) to
create that association.

Note: Only one sensor/device should be associated with the Output Relay at a time.
Contradicting commands from two or more sensors will result in the output relay
responding to the state directed by the last command received.

Note: If the Output Relay is associated with a sensor/device, and configured to change
state when a sensor crosses threshold into alert, it will change state even if the alerts are

disabled.
Output Relay Status on Alert State the output relay will be in when IP Device goes to an alert
Output Relay Status on Return | State the output relay will be in when IP Device is no longer in alert

from Alert
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Data Logging
Add to data log

This is a check-box that lets the user decide if the data sampled should be recorded in the Data
Log.

Logging Period

Enter the time period between logged measurements

IP Sensors

Sensors connected to an E-MICRO-T(RHP) can be monitored and configured from the E-xD interface.

On the IP Sensors page, click on “Add New IP Sensor”. On the page that opens, enter a description to be viewed on the sensor
summary page for this group of sensors, enter the IP Address of the E-MICRO to be monitored. Up to 8 different E-MICRO IP
Addresses can be added. When finished, click on “Add".

Add New IP Sensor Note: When using an E-MICRO as an

|[=| Add New IP Sensor

Description
IP Address

Sensor Type

IP sensor for an E-xD, be sure to set
the E-MICRO "Web Server Type" to

HTTP under Network Settings (in the
E-MICRO web interface).

Descriptive name for the IP Sensor

IP Address of the unit

MICRO ~
IP Sensor Type

Figure 62- Add IP Sensor

The E-xD will then sense what sensors are attached to the E-MICRO units and add them to your summary list under “IP
Sensors”. Once listed, to view the status of an individual sensor, click on “View”. The change the configuration, click on “Edit”.

_IP Sensors

IP Sensors

No. Description Type Value Status Action

1 E-MICRO PO6 Responding Edit Delete
1.1 Integrated Temperature Temperature 23.6°C Normal View Edit
1.2 Integrated Humidity Humidity 24% Normal View Edit
1.3 Integrated Dew Point Dew Point 1.9°C Alarm View Edit
D.1  Digital Input #1 Digital Input Open Normal View Edit
D.2 Digital Input #2 Digital Input Open Normal View Edit

Add New IP Sensor

In a cascaded configuration of E-x
about those sensors.

Figure 63- IP Sensor List

D units, IP sensors (maximum of 8) must be configured from the Master unit to receive alerts

Note: The configuration settings applied to these sensors in this interface will not alter the settings as configured within

the E-MICRO web interface.
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IP Cameras

The IP Camera page displays the video snapshots of up to 8
monitored IP cameras. ENVIROMUX will display the video
from specified IP addresses and provide images at 320 x
240 resolution. Place a name, the URL or IP address of
the link, and the name of the image taken by the camera in
the blocks provided (examples in Figure 65).
The images can be set to be refreshed every 100 msec (.1
second) up to 99,900 msec (almost 100 seconds).

Click Save at the bottom of the page. Then click on
Monitoring->IP Cameras to see the images taken by those
cameras. The user can click on any image and be
connected to the site defined by the configuration.

If your camera requires authentication in order to view
images or send images via email, place a checkmark in
“Enable HTTP Auth” and add the Username and
Password that your camera has been configured to accept.

Configure IP Cameras

IP Cameras

Bench Camera

Configure IF Cameras

Figure 64- Monitoring IP Cameras

Once this is configured, test to
see if images come via email.
(See below)

If not, your camera may require
“Digest Access Authentication”

to work. In this case, place a
checkmark in “Enable

Digest Access”.

Caution: Don’t enable this
unless it is necessary,
because if it isn’t needed,
you won’t get emails from
cameras that don’t

support this feature.

| =/ IP Camera #1

Add to View

Image URL

IP Address

Refresh Rate (x100 msec)

Enable HTTP Auth

Enable Digest Access

HTTP Auth Username

HTTP Auth Password

Enable this camera in the View page

D-Link DCS-960L
Name of the IP camera

192.168.3.14/cgiljpg/image
Full path of the image file of the IP camera

192.168.3.14
IP address of the IP camera

5
Refresh rate of the image in hundreds of milliseconds

7 <

<
Use HTTP Authorization to access this camera

Use Digest Access Authentication to access this camera

<

admin <

Username to be used in HTTP Authorization

admin <

<
Password to be used in HTTP Authorization

If you Enable HTTP
Authentication, you must
also enter the Authentication
Username and Password that
your camera has been
configured to accept.

| [+/IP Camera #2

| IP Camera #3

| [*/IP Camera #4

| [H 1P camera #5

| [HIP Camera #6

| [+l IP Camera #7

| [+/IP Camera #8

Figure 65- IP Camera Configuration

The images from web cameras can also be associated with alert messages. When configured (page 45), an image from an IP
camera can be taken and sent along with a sensor alert message via email and/or saved to a connected USB flashdrive.

Note: If your camera’s security can be disabled, and you don’t want to use it to be able to send IP camera captures as e-
mail attachments, then disable it. The “Enable HTTP Auth” and “Enable digest Access” features are provided for

cameras the require authentication to view images or send images via email.

this feature is present and for instructions on how to configure this.

Consult your IP camera manual to see if
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Other IP Cameras

NTI offers several compatible IP cameras at http://www.networktechinc.com/ip-camera.html

tested to work with the ENVIROMUX E-xD monitoring systems, but if you have a different model IP camera to connect, it may

also work well with the system.

To work with the ENVIROMUX, the camera must provide JPEG or MJPEG images, and you must know the path within the

camera software to the camera image(s):

l.e.: <ip address>/mjpg/video.mjpg

Configure IP Cameras

| [=/IP Camera #1

Add to View
Enable this camera in the View page

Name D-Link DCS-960L
Name of the IP camera

Image URL 192.168.3.14/cgilpgimage
Full path of the image file of the IP camera

IP Address 192.168.3.14 <

<
IP address of the IP camera

Refresh Rate (x100 msec) g5
Refresh rate of the image in hundreds of milliseconds

Enable HTTP Auth
Use HTTP Authorization to access this camera

Enable Digest Access ]
Use Digest Access Authentication to access this camera

HTTP Auth Username atll.milll
Username to be used in HTTP Authorization
HTTP Auth Password admin

Password to be used in HTTP Authorization

Minimum requirements:
full path to .jpg or .mjpg

IP Address

| [+ IP Camera #2

| IP Camera #3

| [+ IP Camera #4

[ 1P Camera #5

| [ 1P Camera #6

| [+ IP Camera #7

| [+ IP Camera #8

Figure 66- IP Camera minimum requirements
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Administration

From the Administration section there are several sub sections for configuring the ENVIROMUX:

System Fields for applying time zone, date, time, NTP server, backup and restore
System configuration settings and settings for the “RS232 AUX” port
; Enterprise Fields for assigning the unit name, address, contact person, the ENVIROMUX e-
Enterprise mail address, and phone number of a contact person
Metwork Network Fields for providing all the network settings the ENVIROMUX including IP
address, DNS, SMTP and SNMP settings
i Users Fields for assigning users, access privileges, passwords, contact settings, and
Groups schedule settings
= ) Groups Fields for assigning names to the groups that will receive alerts and messages
SCLUrI
2 Security Fields for setting authentication method and IP Filtering
System Information System For viewing ENVIROMUX system information
. Information
Firmware
Firmware For updating the firmware of the ENVIROMUX when improved software
Cascading becomes available.
e Cascading For controlling up to 4 ENVIROMUX slaves from one master unit
Reboot Enables user to reboot the ENVIROMUX using the web interface
System Configuration System Configuration

The System Configuration section is where all
the settings necessary for proper time reporting

‘ = Time Settings

. . Ti -05: -
within alert messages and log records are e e e Uy & Ganade)
configured. To view the System Configuration Enable aymqatsaving,|| B

page, click on System from the Administration Automatically adjust clock for daylight saving changes
section of the menu. Setbate MM-DD-YYYY -

Manually set the system date

Set Time AM -
Manually set the system time (format hh:mm:ss)
Enable NTP =
Get system time via Network Time Protocol
NTP server 1.nti1.pocl.ntp.cry
Address of the NTP server
NTP Frequency 180

Frequency, in minutes, at which to query NTP server (minimum 5 minutes)

E-mail Time Stamp
Add time stamp to e-mail alerts

SMS Time Stamp ki)
Add time stamp to SMS alerts

‘ [+ configuration Backup & Restore

H Language

‘ [+/USB LCD Display

[+ Auxiliary Serial Port Configuration

[*/RSA Public Key

‘ [ Alert E-mail Format

‘ [+ External Sensor Graph

‘ [+ other options

Figure 67- System Configuration page

The Date and Time of the ENVIROMUX can be either manually setup to use an onboard clock or set to be synchronized with an
NTP server. The configuration of the ENVIROMUX can also be easily backed up to a file on your PC and restored from that file
as needed.
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Description

Time Settings

Time Zone

Enable Daylight Saving

Apply a checkmark to have the time change according to Daylight Saving Time rules

Set Date

Enter the system date in MM-DD-YYYY format

Set Time Enter the system time of day in hh:mm:ss format

Enable NTP Place a checkmark to enable the ENVIROMUX to automatically sync up with a time server via
NTP

NTP server If the NTP is enabled, enter the Domain Name or IP address of the NTP server

NTP Frequency

Enter the frequency (in minutes) for the ENVIROMUX to query the NTP server (minimum is 5
minutes)

E-mail Time Stamp

Place a checkmark to have the ENVIROMUX apply a time of day stamp in the alert message
sent via emalil

SMS Time Stamp

Configuration Backup &
Restore

Choose file

Place a checkmark to have the ENVIROMUX apply a time of day stamp in the alert message
sent via SMS

Browse for a saved configuration file to be restored to the ENVIROMUX. Upon selection, press
“Save” and the ENVIROMUX will restore the configuration settings and reboot. Allow 1 minute
before trying to reconnect and log in again.

Note: The IP address will be set to the IP address in the file and may be different

Note: Before overwriting the existing configuration, consider whether the existing
configuration should be saved first. If it will be saved, be sure to save the current
configuration file under a different name than the configuration file to be loaded.

Download Configuration File

Click this button to save the configuration of the ENVIROMUX to a location on your PC. This
file can be restored using the “Choose file” field in the event you wish to return the
ENVIROMUX to a former state

Restore Defaults

Language Selection
Select Language

Click this button to restore the ENVIROMUX to the configuration settings it had upon receipt
from the factory. Be careful! This will erase all user configuration settings. Upon
restoration, the ENVIROMUX will reboot. Allow 1 minute before trying to reconnect and log in
again. Confirmation is required.

Select between English, German (Deutsch) and Japanese for the language to read the
ENVIROMUX menus in.

Note: If “Restore Defaults” is used, the IP address will also be restored to its default address (192.168.1.21) with a login

name “root” and password “nti”.
contact NTI for assistance.

To restore the root password to “nti” without having to restore all default settings,

To identify the IP address of the ENVIROMUX without restoring defaults, use the Discovery Tool (page 28).

This is particularly useful when preparing to make changes to the configuration that may provide unsatisfactory results. If the
configuration is saved in a file before changes are made, stepping backward and restoring the previous settings is as simple as

clicking on the file saved.

Just be sure to remember the name of the file saved and where in the PC it was saved.

Default settings can also be restored using the “Restore Defaults” button on the front of the ENVIROMUX (see page 117).

—| Configuration Backup & Restore

Choose File

| Browse... |

Choose configuration file to restore.
Note: system will reboot to apply the configuration.

| Download Configuration File |

| Restore Defaults |

Figure 68- Configuration Backup and Restore
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USB LCD Display

Select Screen

Select what should be displayed on a USB LCD monitor when plugged into a USB port on the
ENVIROMUX (see Figure 69)

An USB LCD monitor can be connected to any of the USB Type A ports (page 118). The
ENVIROMUX will automatically sense the monitor and send the selected images to the screen.

RJ45 Connector

Use Aux Port for

Auxiliary Serial Port Configuration (“RS232 AUX”)

When RJ45 Connector is selected for display on the LCD monitor, choose between RJ45
connector 1 or 2 as the sensor status page to be viewed on the monitor.

Choose between Remote Serial Port or GSM Modem or Console

» Configure as a Remote Serial Port when the port will be used to control a remote
serial device.

»  Configure as a GSM Modem port when a modem will be connected

» Configure as a Console port when a terminal will be connected for serial control of the
ENVIROMUX (E-5D only)

Baud Rate When “Remote Serial Port” is selected, set the Baud Rate to a speed compatible with the
connected serial device. Speeds range from 1200bps through 115200bps.
When GSM Modem is connected, no configuration is necessary here..
When Console is selected, set to a speed compatible with the connected terminal

Format When “Remote Serial Port” is selected, enter the number of bits, parity, and number of stop bits

for the remote serial device to be connected.
When GSM Modem is connected, no configuration is necessary here.

When Console is selected, enter the number of bits, parity, and number of stop bits for the
terminal to be connected (usually 8-N-1)

| £l USB LCD Display

Select Screen

R145 Connector

iSensor Summary v
R_Id-SCnnnen:mr 3y ed

Dlgltal Inputs Summaw
IF Devices Summary
Cutput Relays Summary
Smart Alerts Summary

Figure 69- Select what will be displayed on connected USB LCD Monitor

|=| Auxiliary Serial Port Configuration

Use Aux Port for
Baud Rate

Format

s

Remote Serial Port ~

The auxiliary port mud:\ HEFHL‘I’[E! SE”EI' Flﬂrt |l|
GSM Modem

115200 ~
Serial speed in bps

Ni-N-f‘lh_; ity, nb of STOP bit Console T
of bits, parity, nb o its \

The “Console” feature does not
apply in the E-16D

Figure 70- Configure the purpose of the "RS232 AUX" port
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‘_—JRSA Public Key

[ Download RSA Public Key

| =] Alert E-mail Format

Hide Enterprise Field [
Do not show Enterprise field in the body of alert e-mails

Hide Location Field =
Do not show Location field in the body of alert e-mails

Hide Branch Field &
Do not show Branch field in the body of alert e-mails

Hide Rack Field ]
Do not show Rack field in the body of alert e-mails

Hide Group Field ]
Do not show Group field in the body of alert e-mails

Hide Contact Field [l
Do not show Contact field in the body of alert e-mails

Save

Figure 71- System Configuration-continued

RSA Public Key

Click on this button to save an authentication key to a Linux or Unix machine. In order to configure an Event or Smart Alert to
cause an SSH command to be sent to a Linux or Unix machine automatically (see page 102 or page 106), the Linux or Unix

computer must be configured to accept the command from the ENVIROMUX. To do this, save the RSA public key, filename
id_rsa.pub, to the computer(s) to receive remote SSH commands.

Then, on the computer to take the command, while logged in as root, type the following command from the directory where the file
was downloaded:

$ cat id_rsa.pub >> root/.ssh/authorized_keys

This command will append the ENVIROMUX key to the list of authorized keys
Then, to make the change take effect, restart the SSH server by typing:

$ sudo service ssh restart

Alert E-mail Format

To customize the content of the alert messages received via e-mail, pieces of information that would normally be contained in the
emails can be omitted. For each piece of information that you do not want to be shown, place a checkmark in the category.
Once you click on “Save”, your changes will be made in the ENVIROMUX.
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=l External Sensor Graph

Disable Sensor Graphs [
Disable graphs on sensor status page for external sensors

Figure 72- Disable External Sensor Graph

Disable Sensor Graphs

When checking the status of external RS485 sensors, by default a graph is displayed with the accumulative readings for that
sensor (see page 38).  The display of that information will take some additional time for your browser to provide. If you don’t
wish to have that graph displayed and would rather speed up the status information of these sensors, you can place a checkmark

in “Disable Sensor Graphs”.

= z
| = Other Options

Disable Relay Interlock [l
Check the box to allow relays to be controlled by multiple alerts

Save

Figure 73- Disable/Enable Relay Interlock

Other Options
Under “Other Options” is a checkbox that allows you to enable or disable the ability to have output relays controlled by multiple
alert conditions. By default this box is unchecked.

While unchecked, each output relay can only be associated with one alert.

When this box is checked, the same output relay can be associated with multiple alert conditions and will have its state (open or
closed) changed according to the configuration with each association (see page 44).

Click on Save when finished with System Configuration.
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Administration-Enterprise Setup

The Enterprise Setup page (Administration ->Enterprise) is used to enter basic company information to be applied to the body
of alerts. Enter the information to the blocks provided with your company name, location, the contact person that alert e-mails
should refer to, the phone number to reach them, and the e-mail address assigned to the E-16D.

If SMS messages will be used as an alert method, a GSM modem will be needed and this page will provide status information for
that connection as well as the ability to configure alerts to be sent if the modem connection fails (see also page 17).

Note: If the e-mail address you supply doesn't work, one possible cause may be the policy of the server. Verify that the
introduced Enterprise e-mail address will be accepted by the server. With some SMTP servers, messages may be
rejected prompting an error message to be logged and alert messages being blocked from reaching their destinations.

Enterprise Configuration

=l Enterprise Settings

Enterprise Name ENVIROMUX-16D (RevA) Ui
Name to identify this unit

Location Engineering
Location/Address

Branch Bench 4
Branch

Rack Test
Rack

Contact NTI

Contact person

Phone 330-555-1234|
Phone number of contact person

E-mail emux@gmail.com
E-mail address for messages sent from this unit

‘ [+l GSM Modem Status |

‘ [+ GSM Modem Error Alerts ‘

‘ [+/SMs Relay |

Save

Figure 74- Enterprise Configuration Page

68



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

GSM Modem Status

If a modem has not yet been connected, the message "Not Available" will appear on the setup menu. The modem must be

powered ON and connected before the ENVIROMUX is powered ON.

-] GSM Modem Status

Modem Type:
IMEI:

Modem Status:
Signal Power:

SMS Format Default

-

Select the sms format

Send Test SMS to All Users

The connected modem must have a GSM type SIM card configured for SMS messaging and should be “unlocked” to prevent it

Not Available

Not Connected
No Signal

. (1

from being limited to use in just this modem without further configuration.

When a modem is present, the type, status, IMEI number, and signal strength will be displayed. The modem will work with a

signal strength between -111dBm (weak) and -51dBm (strong).

[~] GSM Modem Status

Modem Type:
IMETI:

Modem Status:

Signal Power:

(Information displayed when
modem is present)

GSM Modem Error Alerts

If the modem fails to send an SMS when
prompted to do so due to loss of service
provider connection, error in protocol, or if
the connection runs out of prepaid
minutes, the ENVIROMUX can be
configured to send an alert message via
Email, Syslog and/or SNMP.  Select
what group(s) this notification will belong to
and what methods of communication to
use and click “Save”.

USB Modem
352071041541975
Ready

-107 dBm

.dJJJ,JJ

Figure 75- GSM Modem Status

‘ =/GSM Modem Error Alerts

Group #01

Group #02

Group #03

Group #04

Group #05

Group #06

Group #07

Group #08

Enable Syslog Alerts

Enable SNMP Traps

Enable E-mail Alerts

]
Modem Error sends notifications for Group 1
]
Modem Error sends notifications for Group 2
]
Modem Error sends notifications for Group 3
]
Modem Error sends notifications for Group 4
]
Modem Error sends notifications for Group 5
D
Modem Error sends notifications for Group 6

&)

Modem Error sends notifications for Group 7
IE]

Modem Error sends notifications for Group 8
=

Send alerts for the Modem Error via syslog

|

Send alerts for the Modem Error via SNMP traps

Ei]

Send alerts for the Modem Error via e-mail

‘ [+/SMS Relay

Figure 76- GSM Modem Error Alert Configuration
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In the same screen as the GSM Modem Status is the selection for the SMS message format. Three settings are available for this
format:
1 Default: With this setting, if your language setting is English, the SMS messages will be sent in Plain
Text. If the language setting is other than English, the SMS messages will be sent in PDU (Protocol
Plain Text Description Unit) format. This is a format supported by carriers that support extended character sets
ain other than English.

PDU Plain Text: With this setting, regardless of what the language setting is, SMS messages will be sentin a
plain text format.
PDU: With this setting, regardless of what the language setting is, SMS messages will be sent in PDU

format.

Figure 77- Example of Plain Test SMS Test Message

To test the modem function, click on "Send Test SMS to All Users" to send a test message to everyone that has been setup to
receive SMS messages from the ENVIROMUX.

Enable SMS Relay

If your network includes more than one ENVIROMUX (E-16D, E-5D and/or E-2D), only one GSM modem is required for all the
ENVIROMUX units to send SMS messages. That GSM modem can be connected to any of the ENVIROMUX units. Using the
SMS Relay feature, all ENVIROMUX units can send SMS messages through the single GSM modem.

To use the SMS Relay feature;

— If the GSM modem is connected to the ENVIROMUX you are configuring, place a checkmark in “Enable Server” block.

— If the GSM modem is connected to another ENVIROMUX unit, leave “Enable Server” unchecked and instead place a
checkmark in “Use remote unit to send SMS” and enter the IP address of the ENVIROMUX unit that has the GSM
modem connected to it in the block “Remote unit IP Address”.

Be sure to click “Save” to save the configuration.

=1 SMS Relay
Enable Server
Allow this unit to relay SMS messages from other units
Use remote unit to send O
SMs Use remote unit to send SMS These are used if the GSM modem for

SMS alert messages is connected to

Remote unit IP Address
another ENVIROMUX on the network.

IP Address of the SMS relay server unit

Figure 78- SMS Relay Configuration

Note: To use the SMS relay feature between two ENVIROMUXs on a network separated by a firewall, be sure to open
ports 6001 and 6002 in the firewall configuration to enable SMS communication between the ENVIROMUXs

If your network has only one ENVIROMUX connected to it, the SMS Relay feature will have no effect
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Administration-Network Setup

From the Network Configuration page
(Administration->Network) the administrator
can either choose to have the IP address and
DNS information filled in automatically by the
DHCP server (the default setting), or manually fill
in the fields (use a static address). Settings can
be entered for either the IPv4 or IPv6 protocols.

Note: If you select “DHCP”, make sure a
DHCP server is running on the network the E-
16D is connected to.

Network Configuration

~ IPv4 Settings

IPv4 Mode

IPvd4 Address

IPva Subnet Mask

IPv4 Default Gateway

Preferred DNS

Alternate DNS

DNS Timeout

t IPv6 Settings
+ VLAN Settings
+ DDNS Settings
H SMTP Settings
+ XOAUTH Settings
+ SNMP Sattings
' Server Settings

! 3G Data Connection

Static -
Method of acquiring IP settings

147.027.212
Statically assigned IPv4 address

255.255.255.224
Statically assigned IPv4 subnet mask

147.0.27.193

Statically d IPv4 default

209.18.47.61
Statically assigned preferred name server

209.18.47.62
Statically assigned alternate name

1 €| |f the DNS server is slow to
Ticneaut for B3 request (ser) respond, increase this value
to up to 30 seconds

Figure 79- Network Configuration Page

[=| IPv6 Settings

Settings can be entered for either
the IPv4 or IPv6 protocols.

IPv6 Mode

IPv6 Address

IPv6 Default Gateway

Enable 6to4 tunnel

Local IPv4 Address

Remote IPv4 Address

Disabled -
Method of acquiring IPv6 settings

Statically assigned IPv6 address

Statically assigned IPv6 default gateway
Disabled ~

Enable 6to4 Tunneling

IPv4 Address of local interface for 6to4 tunnel

IPv4 Address of Remote interface for 6to4 tunnel

Figure 80- Apply IPv4 or IPv6 Settings

If the administrator chooses to have the DNS information filled in automatically, the SMTP server and port number still need to be
entered for e-mail alerts to work. If the SMTP server requires a password in order for users to send e-mails, the network
administrator must first assign a user name and password to the ENVIROMUX. Then apply the user name and password to the
The ENVIROMUX must be power-cycled for changes to the SMTP server

"User" and "Password" fields under “SMTP Settings”.

to take effect.

Once all users are configured, click the "Send Test Email to all Users" button to check that all settings have

been done properly. This will send an email to all users configured in the user list.
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‘ [~] VLAN Settings

Enable 802.1Q VLAN

VLAN ID

Disabled ~

NOTE: This will cause device to drop out of regular LAN. In case device is inaccessible,

You can disable VLAN from Serial Console or do system reset

0
Set VLAN ID for Tagged Packets

‘ [+| DDNS Settings

‘ [~] SMTP Settings
SMTP Server smtp.gmail.com
SMTP server used when sending e-mails
Port 587

Email Format

Use SSL

Use STARTTLS

Use XOAUTH2

Use Authentication

Username

Password

SMTP server port

Plain Text v <
<

Email format Hm L

0 Plain Text

SMTP server requires the use of SSL

4]

SMTP server requires the use of STARTTLS

O

SMTP server requires XOAUTH2

2
SMTP server requires authentication to send e-mail

someone@gmail.com
Username for sending e-mails

Password for sending e-mails

Common SMTP Port numbers:

Default: 25 (Not secure)
SSL: 465 (Secure)
TLS: 587 (Secure)

Contact your network
administrator for required
settings.

For a guide to setting up the
ENVIROMUX for sending email
messages, see page 119.

Use this button to send a test

| Send Test Email to All Users| <

email to all configured users.

[¥] XOAUTH Settings

‘ =] SNMP Settings

Enable SNMP Agent

Enable SNMP Traps

Read-write community
name

Read-only community
name

<

SNMPv1iv2eivd ~ <
Allow access to SNMP agent on this device

Disabled

SNMPv1/v2e

Enable sending of SNMP traps from this device

SNMPv3

private
Read-write community name for SNMP agent

public
Read-only community name for SNMP agent

SNMPVNV2C3 |~

For maximum
security for SNMP
messages, use
“SNMPv3”

[~ server Settings

Enable Telnet

Enable SSH

Enable HTTP Access

HTTP Port

HTTPS Port

Web Timeout

Console Timeout

Enable Modbus

Modbus Port

Enable Network Security

Figure 81- Configure SMTP, SNMP, and security settings

Enable access to this device via telnet

Enable access to this device via ssh

Enable access to this device via standard (non-secure) HTTP requests. HTTPS is always

enabled.

80
Port for standard HTTP requests

443
Port for HTTPS requests

20
Minutes after which idle web users will be logged d

If the ENVIROMUX is going to be behind a

0 firewall (router) ensure the ports needed are

Minutes after which idle console users will be logg

Enable access to this device via Modbus

set to open for network access. See
complete list of ports on page 167.

502
Port for Modbus requests

O

Disable ICMP responses and limits TLS to use only secure ciphers
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|~/ 3G Data Connection

Enable 3G Data

Enable 2G as primary route

APN
Dial String
Username

Password

| Save |

VLAN Settings

Enabled ~
Enable 3G Modem data connection

Disabled ~
Make Modem data connection as primary route

epc.tmnbile.cnm
Service providers APN

9@+
Dial string for data connection

Username for data connection. Can be empty.

Password for data connection. Can be empty.

Figure 82- Configure 3G Data Connection

Description

Enable 802.1Q VLAN

Select between "Disabled" (the default) or "Enabled"

VLAN ID
SMTP Settings
SMTP Server

Enter a number between 0-4095 for your VLAN ID

Enter a valid SMTP server name (e.g. yourcompany.com)

Port Enter a valid port # (default port is 25, for SSL most use 465, for STARTTLS most use 587)
Email Format Choose between sending emails in Plain Text format (the default) and HTML format
Use SSL Place a checkmark in the box if the SMTP server supports SSL

Use STARTLS

Place a checkmark in the box if the SMTP server supports TLS

Use XOAUTH2

Place a checkmark in the box if the SMTP server supports OAUTH authentication (i.e. Gmail
server)

Use Authentication

Place a checkmark in the box if the SMTP server requires authentication to send email

Username

Enter a valid username to be used by the ENVIROMUX to send emails

Password
SNMP Settings
Enable SNMP agent

Enter a valid password assigned to the ENVIROMUX username

Place a checkmark in the box to enable access to the SNMP agent.
v3 only (maximum security), or v1/v2c/v3.

Choose between vl/v2c,

Enable SNMP traps

Place a checkmark in the box to allow SNMP traps to be sent

Read-write community name

Enter applicable name (commonly used- “private”)

Read-only community name
Server Settings
Enable Telnet

Enter applicable name (commonly used- “public”)

Place a checkmark in the box to enable access to the ENVIROMUX via Telnet
By default Telnet is disabled.

Enable SSH

Place a checkmark in the box to enable access to the ENVIROMUX via SSH

Enable HTTP access

Place a checkmark in the box to enable access to the ENVIROMUX via standard (non-secure)
HTTP requests. Don't disable until you read the notes below (the first two notes at the
top of the next page).

HTTP Port Port to be used for standard HTTP requests.
HTTPS Port Port to be used for HTTPS requests
Web Timeout Number of minutes after which idle web uses will be logged-out (enter 0 to disable this feature)

Console Timeout

Number of minutes after which idle console user will be logged-out (enter O to disable this
feature)

Enable Modbus

Place a checkmark in the box to enable access via Modbus software

Modbus Port

Enter a valid port number to be used to communicate via Modbus (default is 502)

Enable Network Security

Place a checkmark here to disable ICMP responses and limit TLS to use only secure ciphers
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Note: When using only a secure access configuration (“Enable HTTP Access” is NOT checked), if you intend to connect
to the ENVIROMUX from a location outside the local area network, make sure the firewall on the local area network is
configured to allow traffic through the port assigned to HTTPS requests.

Note: If you are installing the ENVIROMUX with a public IP address and intend to use only a secure access configuration,
you will need to create an x.509 certificate (page 88) and load it into the ENVIROMUX and any PC that will be required to
access the ENVIROMUX.

Read-Only Community Name

The SNMP Read-only community name enables a user to retrieve "read-only" information from the ENVIROMUX using SNMP
network management software or a MIB browser and a MIB file. This name must be present in the ENVIROMUX and in the
proper field in the SNMP software. This name is case sensitive so be sure to enter it correctly in the ENVIROMUX as well as in
the SNMP software.

Read-Write Community Name

The SNMP Read-Write community name enables a user to read information from the ENVIROMUX and to modify settings on the
ENVIROMUX using SNMP network management software or a MIB browser and MIB file (MIB file version 1.05 or later). This
name must be present in the ENVIROMUX AND in the proper field in the SNMP software. This name is case sensitive so be
sure to enter it correctly in the ENVIROMUX as well as in the SNMP software.

This function is particularly useful if you want to control the state of the Output Relays (page 54) through SNMP.  With
the ENVIROMUX and SNMP network management software properly configured for SNMP control (enable agent, enable
traps, apply Read-only and Read-write Community Names), a SET command can be sent either from the SNMP software
or MIB browser (Windows) or through command line (Linux) to change the outputRelay value state. See Figure 84 on
page 76 for example of setup.

3G Data Connection

Enable 3G Data Enable if you want the option to have the ENVIROMUX send alert messages through the USB
modem and the option to access the web interface using the IP address assigned to the SIM
card account. The default is disabled. NOTE: In order to access the web interface
through the modem, the SIM card must have a “public” IP address (page 18).

Enable 3G as primary route Enable if you want all messages that are sent by the ENVIROMUX to go through the modem
connection instead of the Ethernet. The default is disabled.

Note: If this feature is enabled, and then later disabled, the ENVIROMUX must be
rebooted to reset outgoing messaging parameters.

APN Enter the APN address of the service provider (provided by the service provider)

Dial String Enter the dial string required for data connection(provided by the service provider)

Username Enter the username supplied by service provider for access to connection. Leave blank if no
username is required.

Password Enter the password supplied by service provider for access to connection. Leave blank if no

password is required.

If the administrator chooses to have the IP and DNS information filled in automatically via DHCP, the SMTP server and port
number still need to be entered for email alerts to work. If the SMTP server requires a password in order for users to send emails,
the network administrator must first assign a user name and password to the ENVIROMUX.

Note: The most common SMTP server port number is 25, but it is not necessarily the port number assigned to your
SMTP server. For SMTP servers that support SSL, the common port number is 465, and for those that support TLS, the
common port number is 587.

The administrator may assign a different HTTP Server Port than is used by most servers (80). This might be desired if the
administrator wants a secure connection.

Note: If the port number is changed and forgotten, to determine what it has been changed to connect the ENVIROMUX
for RS232 control (page 15) and review the Network Settings (page 71).

If the SMTP server supports SSL (user authentication), click the block next to “Use SSL” to place a check mark in it.
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Note: If the 3G Data connection is enabled as the primary internet connection, make sure that a reliable signal exists
between the modem and service provider. Otherwise attempts made by the ENVIROMUX to communicate with devices
on the network may be delayed and cause unnecessary alert messages.

For a guide to setting up the ENVIROMUX for sending email messages, see page 129. For assistance in setting up
SNMP messaging, see page 132.

For a complete list of ENVIROMUX factory-assigned port numbers, see page 169.

VLAN Settings

The ENVIROMUX supports 802.1Q VLAN tagging (firmware version 2.52 and later) which can be used on managed switches to
get more bandwidth and improved security. ~ Any ID number between 0 and 4095 can be used.

Note: If VLAN Tagging is enabled, the E-xD will drop out of the regular network (Native VLAN) and users won’t be able
to access it from an unmanaged switch. If the ID number is lost/forgotten, you can reset it by connecting to the
ENVIROMUX through the serial port (page 65) or by using the "Restore Defaults" button (page 117) on the E-xD.

DDNS Settings

The ENVIROMUX supports DDNS services with many providers, for example No-IP, Dydns and FreeDNS. (See list of known
providers on page 169)  Any provider compatible with inadyn daemon will work with the E-xD. For general information on
inadyn go to https://github.com/troglobit/inadyn .

Simply enable the support, enter a value in seconds (range is 30-764000) for the Update Period, enter the DDNS service provider
and other required pieces of information indicated below.

The Update Period determines how often the ENVIROMUX will check with the DDNS provider to verify that it has the correct IP
address associated with the DDNS hostname. If the IP address they have is different than that in the ENVIROMUX, the recorded
IP address will be updated with the IP address in the ENVIROMUX.

|~ DDNS Settings

Enable DDNS Enabled ~
Enable/Disable DDNS

Period 60
Update Period

Provider freedns
DDNS Provider

User Name ntidnstest
DDNS User Name

Password yourchoice|
DDNS Password

Hostname ntie5d.ignorelist.com
DDNS Hostname

Figure 83- DDNS Settings
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[~ SNMP Settings

Enable SNMP Agent

Enable SNMP Traps

Read-write community
name

Read-only community
name

SMNMPv1NZChE

Allow access to agent on this device
Enable sending of SNMP traps from this dev
private

Read-write comM\unity name for SNMP ag

public

Read-only

commu ity

e for sif 1. Configure the ENVIROMUX (Network Settings)

Note: enter same values from ENVIROMUX to the MIB browser

@ Cptions M
—— = L} N\ ——— —~
| General | Default Values [} Agents | MIB Files| \
IF Address Port Version k Read Community Write Community l User 4
1592, 168. 3.100 181 1 | ety pERErEEY ( R t l) MD5
- L, — rivate
(public) P
4 m I 2. Configure the MIB browser
|
r—— e ~
'® iReasoning MIB Browser l‘:' [ g
File Edit Operations Tools Bookmarks Help
Address: 5.98‘17.207.204 - Advanced... OID: |.1.3.6.1.4.1,3699.1.1.6.1.7. 1. 1.5.1 « | Operations: IGetNext = & o
|SNMP MIEs Result Table | |
4 MIB Tree Name/OID Value Type IP:Port
=5 b is0.org.dod.internet.private. enterprises.nti.products rlyOutputvalue. L on (1) @ I
B ) hardware rlyOutputvalue.? on (1) £ SLEE Integer 98.17.207.2...
[ ipdusx rlyOutputvalue. 3 on (1) Get Next Ctrl+N |[Integer 98.17.207.2... |
=+ |y masterUnit rlyOutputValue. 4 on (1) Get Bulk Cirlep |Integer 98.17.207.2... B
., hostSystem rlyOutputvalue. 5 on (1) [integer 98.17.207.2...
& users riyOutputalue .6 on (1) Set Cirl+S |linteger_[86.17.207.2.., | [
----- groups rlyOutputvalue. 7 off (0) Walk Ctrl+W |[Integer 08.17.207.2... | ——
[~ 1y intSensors lyOutputvalue.d ff (0 Inte 98.17.207.2...
extSensors A s Find in Tree (double click) |n = ﬁ
B rlyOutputs Copy =
= [ rlyOutputTable i
- By rlyOutputEntry ele
% rlyOutputindex 1
) rlyOutputDescription
‘ rlyOutputGroupMb i R .
Enyomumup 3. Expand the tree to view the 4. Identify which Output to
- relay output values (right click change state (power On or
- | ipDevices -> Get Subtree) power Off), right click and
@) envGroups choose Set
- L, envTraps | I
enviromux 160
“&ff‘e”’”’d“ft 5. Change “Value” to 1 (for On)
S0 are -
or 0 (for Off). Click “OK”.
1]
-
€ SNMP SET =
Name flyOutputvalue 0D |.1.3.6.1.4.1.3699. L. L.6.L.7. L. 1.5.1 |
oD .1.3.6.1.4.1,3699. 1.1.6.1.7.1.1.5 S —————, ———Y—Y—_— — — -
MIB IPDUSY Data Type |Integer -
|Syntax INTEGER {off{0), on{1) } T
lAccess read-write Value :Ul
|status current X
Defval 6. Confirmation of state
Indexes rlyOutputIndex h
Descr The value of the Relay Output reading c ange'
.is0.org.dod.internet. private. enterprises. nti.products.hardware. - - (SET succeeded M
=

ENVIROMUX operating system CPU and memory usage data can be
viewed if the UCD-SNMP-MIB is loaded (firmware version 2.16 or later

required).

See page 133 for more information.

s 3
@ SET succeeded
4

Figure 84- How to setup SNMP to control output relays
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XOAUTH Settings

On the Network Configuration page is a section for XOAUTH Settings, used to enable automatic user authentication verification
when the SMTP server requires XOAUTHZ2 authentication (i.e. Gmail).

Note: Make sure your SMTP settings are entered correctly (username, password, “Use Authentication” is checked, etc.)
before proceeding (page 72).

1. First place a checkmark in the box under SMTP settings to enable the use of XOAUTH authentication (page 72). Click “Save”
at the bottom of the page to apply this change.

Notes: If your SMTP Server port is set to 587, make sure “Use STARTTLS” is checked (page 72).

If your SMTP Server port is set to 465, make sure “Use SSL” is checked.
Do NOT set the Server port to 25 when using XOAUTH.

2. Next click on “Generate Verification URL” under XOAUTH Settings.

| [~ XOAUTH Settings

 Generate Verification URL "/

Press button above to generate URL then use generated URL below to obtain verification Token

Verification Token

Enter verification token

Verify Token

Figure 85- XOAUTH- Generate Verification URL
3. Allengthy URL address will be generated. Copy and paste the entire URL into your browser.

‘ =l XOAUTH Settings

[ Generate Verification URL

Press button above to generate URL then use generated URL below to obtain verification Token

) | https://accounts.google.com/o/oauth2/auth?response¥:5Ftype=code&
client%5Fid=1000067527109%2Dr4gng8bc2nttgu3j7bn4fkqdjsa7pri9%2Eapps%2Egoogleusercontent%2Ecomé
redirect%5Furi=urn%3Aietf%3Awg%3A0auth%3A2%2E0%3Acob&scope=https%3A%2F%2Fmail%2Egoogle%2Ecom%2F

Verification Token

Enter verification token

Verify Token

Figure 86- XOAUTH- Copy Verification URL
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4. You will be prompted to login to the Gmail account you have setup for the ENVIROMUX. Once logged in, Gmail will ask if you
want the ENVIROMUX to be able to view and manage email from this account. Click on “Accept”.

€« > C # |2 httpsy//accounts.google.com/ofoauth2/auth?scope=https://mail.google.com/&response_type=code8redirect_uri=urn:ie roauth:2.0:00b8&client_id=

= Apps [ Imported From Firef.. CA Welcome to CAcert... E Google <Yy E-MINI-LXO | Device...
GO gle (username) @gmail.
~ Enviromux-xD would like to:

P View and manage your mail

By clicking Accept, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can
change this and other Account Permissions at any time.

Figure 87- XOAUTH- Accept prompt to manage your mail

5. You will then be presented with a token.  Copy the characters in the token to your clip board, and switch back to the web
interface page of the ENVIROMUX. Paste those characters into the “Verification Token” block.

« C' ff | & https;//accounts.google.com/o/oauth2/approval?as=23ed280e832d9765&hl=en_US&pageld=nonefixsrfsign=APsBz4g AAAAAVZGYSKtMzn0gor9mAP._

HH Apps | Imported From Firef.. CA Welcome to CAcert.... ﬂ Google <y E-MINI-LXO | Device...

GO gle (username) @gmail

|Please copy this code, switch to your application and paste it there:
| 4/[A0N4IRBGTURVql_uTT8xIxFWFIBx2gM7298bI

I X0AUTH Settings

[ Gerha(te Verification URL ]

Press butt bove to generate URL then use generated URL below to obtain verification Token
Verification Token

Enter verification token

Verify Token

Figure 88- XOAUTH- Enter Verification Token

6. Click on “Verify Token” and if successful, you should see the message “Changes Applied” at the bottom of the page.

You will only need to perform this procedure once.
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User Configuration
The Users page is a list of all configured users of the ENVIROMUX. A maximum of 15 users (other than root) can be configured.

From this page the root user (or any user with administrator rights) can choose to add more users, go to the user configuration
page to edit a user’s access to the ENVIROMUX, or delete a user from the list. A user with Operator rights can perform some
administrative functions, but not all. (See page 83). To view the Users page, click on Users from the Administration section of
the n

Users
i Users
No. Username Enabled Admin Operator Last Login Action
il root yes yes yes 01-22-2018 08:43:22 AM Edit
2 Test yes yes yes 03-09-2015 04:30:10 PM Edit Delete
3 Verizon SMS yes no no Never Edit Delete
4 Test2 yes no no Never Edit Delete
5 questa yes no no 01-12-2018 05:40:15 PM Edit Delete
6 oper yes no yes 01-17-2018 11:25:23 AM Edit Delete
Add New User
Figure 89- Usernames List and Status
To add a user, click on the “Add New User” link.
To edit a user’s configuration, either click on the listed username, or on the “Edit” link.
To delete a user and their configuration, click on “Delete” link.
Configure User
When adding a new user, the Configure | Account Settings
User page will open with the username Usernming Tont
“userx” a.SSigned, where x = the next The username for this user
consecutive number (up to 15) based on Admin v ) S
the quantity of users in the list (other Susnt this wer rakive priviieg
H Operator
than the root User). You can either . Grant this user operator privileges
leave the name as “userx”, or change it e "
to what you would like to see listed. Users can only access the system if their account is enabled
With the name assigned, fill in the Password PR
remaining information as needed_ The user's password to login to the system (for local authentication)
Confirm sessevene
Confirm the entered password
Title Test Account
The user's title within the company
Department Engineering
The user's department within the company
Company NTI

The name of the user's company

'+ Group Settings

+ LDAP Account Settings
+ Contact Settings

+| Schedule Settings

| SNMP Settings

| Save

Figure 90- Edit user profile for root user
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[~ Group Settings

Logs

Internal Sensors

External Senors

Digital Inputs

IP Devices

IP Sensors

Output Relays

Power Supplies

User receives notifications for Group 1
User receives notifications for Group 2
Ed]

User receives notifications for Group 3
User receives notifications for Group 4

User receives notifications for Group 5

User receives notifications for Group 6
User receives notifications for Group 7

User receives notifications for Group 8

[~| LDAP Account Settings

Common Name (for LDAP)

Organizational Unit (for
LDAP)

Test Account
The Common Name for the user in an Active Directory

Eng,BldgC
The Organizational Unit the user belongs to in an Active Directory

[=| Contact Settings

E-mail Alerts

Brief E-mail

E-mail Address

Sound Alerts

Syslog Alerts

Syslog Facility

SNMP Traps

Syslog/SNMP IP Address

SMS Alerts

SMS Number 1

SMS Number 2

SMS Number 3

SMS Number 4

User receives alerts via e-mail Local 0 H

O oca

User receives brief e-mail L 10
Local 1

user@email.com Local 2

E-mail address for the user Local 3 |

User receives ale

Local.0 -
Select the user's syslog facility

User receives alerts via SNMP traps

192.168.3.10
IP address where syslog messages/SNMP traps are sent for this user

(]

User receives alerts via SMS

Phone number 1 where SMS messagess are sent for this user
Phone number 2 where SMS messagess are sent for this user
Phone number 3 where SMS messagess are sent for this user

Phone number 4 where SMS messagess are sent for this user

Figure 91- More user settings
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Account Settings

Description

Group Settings
Group 1-8

LDAP Account Settings

Common Name (for LDAP)

Username Enter the desired username for this user
Admin Place a checkmark here if this user should have administrative privileges
Operator Place a checkmark here if this user should have operator privileges
Enabled Place a checkmark here to enable this user to access the ENVIROMUX
Password Enter a password that a user must use to login to the system
A password must be assigned for the user’s login to be valid
Passwords must be at least 1 keyboard character.
Confirm Re-enter a password that a user must use to login to the system
Title Enter information as applicable
Department Enter information as applicable
Company Enter information as applicable

Place a checkmark if the user should receive messages from sensors, accessories, or IP
devices in Group 1, 2, 3... thru 8 (see also pages 42 and 57 for group assignments)

“Common Name” assigned in the LDAP server account in an Active Directory. Often a name
assigned that is different than the Username.  If this is the same as the Username in the
“Account Settings” (above), this can be left blank.

Organizational Unit (for LDAP)

Contact Settings
Email alerts

Enter the Organizational Unit the user belongs to in an Active Directory
Format is <ou,ou,etc> (like example in Figure 91)

Place a checkmark if the user should receive messages via email

Brief email

Place a checkmark if email messages should be brief (contain only critical information)
Note: Enabling this will also prevent images being sent from IP cameras to this user

Email address

Enter a valid email address if this user should receive email alert messages (1 address only,
maximum 63 characters)

Tip: The user can receive alert messages to their cell phone (SMS) by entering the cell carrier's
email address here (i.e. 1234567890@vtext.com for Verizon) in the absence of a modem.

Sound Alerts

Place a checkmark if the user wants to be notified of an alert through their PC with an audible
sound. User must be logged in to the Web Interface and the Summary Page displayed.

Syslog alerts

Place a checkmark if the user should receive alerts via syslog messages

Syslog facility

Select a Syslog Facility for the messages to be sent to- LocalO thru Local7 (default is Local0).

SNMP traps

Place a checkmark if the user should receive alerts via SNMP traps

Syslog/SNMP IP address

Enter a valid syslog/SNMP IP address for the user to receive syslog/SNMP messages

SMS Alerts

Place a checkmark if the user should receive alerts via SMS messages (requires a modem)

SMS Number

Enter up to 4 different phone numbers to call to alert the user via SMS message

Schedule Settings

Schedule Type

Start Day

End Day

Start Hour

End Hour

-

Always active
Configure the user's schedule type

sun -
First day of the week when the user active

sun -
Last day of the week when the user active

00:00 ~
Starting hour for the user's daily schedule

01:00 ~
Ending hour for the user's daily schedule

Figure 92- More user settings
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Schedule Settings

Schedule Type Always active- user will receive messages at all hours of each day

Daily active during defined times- user will receive message every day but during only the

times specified

Active during defined times- user will only receive alert messages during days and times as
specified

Inactive during defined times- user will receive alert messages at all hours EXCEPT those

days and times specified.

Start Day First day of the week the user should begin receiving messages
End Day Last day of the week the user should receive messages
Start Hour First hour of the day the user should begin receiving messages
End Hour Last hour of the day the user should receive messages

[=| SNMP Settings
Authentication Protocol Nohe =~
Select authentication protocol

Authentication Passphrase 12345878

The authentication passphrase

Privacy Protocol None ~

Select privacy protocol

Privacy Passphrase 12345678
The privacy passphrase

Traps Type SNMPv2c ~
Select type of traps accepted by user

o

Figure 93- More user settings
SNMP Settings

Authentication Protocol Choose between MD5 or SHA to require authentication, or none to disable it

Authentication Passphrase Assign the passphrase to be used to enable the receipt of SNMP v3 messages
Choose between DES or AES to encrypt SNMP readings or traps or “None” to disable

Privacy Protocol encryption. If encryption is enabled, then the Authentication Protocol must also be set at “MD5”
or “SHA”.

. Assign the passphrase to be used to open and read readings or alert messages received via

Privacy Passphrase
SNMP v3

Traps Type Choose between SNMPv1, SNMPv2C, or SNMPv3

After changing any settings in the user profile, press “Save”.

If a user is set with only "User" rights instead of "Administrator” rights, the user will only be able to see current sensor readings
and to change their password if so desired. No other ENVIROMUX access is possible.

Note: If the root user’s password is changed and forgotten, contact Network Technologies Inc at (800) 742-8324 (800-
RGB-TECH) or (330) 562-7070 for assistance.

Note: Each user can have only one email address (maximum 63 characters) associated with that user. If an additional
email address is needed, an additional user must be added with the desired email address. As long as both users are
configured to get messages from the same sensor groups, both email addresses will get the same alert messages. For
more on users and sensor groups, see page 44.
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More about User Privileges

The root user (or any user with administrator rights) can change the root password and configure how the root user will receive
alert messages. Users with administrative rights can change all configuration settings except for the root user name.

The user with Operator privileges has fewer rights than an administrator but more rights than just the basic user rights. Operator
privileges include:

e Ability to view alerts, acknowledge alerts and dismiss alerts of all Internal and External sensors.
e  Ability to control output relays

e Ability to cycle the sensor power on digital inputs.

e Ability to view and download logs.

e  Ability to reboot the unit.

Users with user rights can only see the current readings of monitored items and change their own passwords.

Home Summary

Summary
Administration | Sensors
Log Conn. Description Type Value Status Action
Support 1 Server Rack Temperature EiTn%xaurature 86.9F Normal View Edit Delete
T 1 Server Rack Humidit Humidity Combo 26.6% Mormal View Edit Delete
Temperature . .
=EMVEr Room |emperature - Miew edit Delste
2 Server Room Temperature ok 76.8F Normal View Edit Delete
2 Server Room Humidity Humidity Combo 34.1% Normal View Edit Delete
Water Sensors
Conn. Description Type Value Status Action
1 Server Room Water Detection Water Sensor Open Normal View Edit
Dry Contacts
Conn. Description Type Value Status Action
1 Server Room Smoke Detector Dry Contact Open Normal View Edit
2 Server Room Door Dry Contact Open Normal View Edit
= Mot Used Dry Contact Open Normal View Edit
4 Mot Used Dry Contact Open Mormal View Edit
IP Devices
Num. Description Type Value Status Action
T Web Server IP Device Responding Normal View Edit Delete
2 Backup Server IF Device Responding MNormal View Edit Delete

1 Metwork Technologies Inc. All rights reserved.

Figure 94-Summary page for User without Admin privileges
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Group Names

Group names can be applied instead of the group numbers in the event an association is desired other than “Group Ox” .
each group (1-8), a name can be applied containing up to 64 English or 21 Kaniji (Japanese) characters.

Group Names

Group #1:
Group #2:
Group #3:
Group #4:
Group #5:
Group #6:
Group #7:

Group #8:

[ Restore Default Names

Group #01
Group #02
Group #03
Group #04
Group #05
Group #06
Group #07

Group #08

Figure 95- Enter custom group names

For
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Security

Access to the web interface on the ENVIROMUX can be through standard methods (enable HTTP access- page 73) or limited to
secure access only (disable HTTP access and only allow HTTPS access which is always enabled by default). Security in the
ENVIROMUX can be managed one of three ways; through the local settings (passwords assigned in user settings on page 81),

through an LDAP server or through a RADIUS server.

If security is configured to use LDAP mode, then the names for users must

be the same as those found on a configured LDAP server. To view the Security Configuration page, select Security in the

Administration section of the menu.

Security Configuration

Radius + Local
Local

=)

‘ =l User Authentication

_~ LDAP = Local

Mode

LDAP Primary Server

Radius + #20 - Certificate + Login

Authentication metho

Primary LDAP server

LDAP Secondary Server

Secondary LDAP server

LDAP Server Type

LDAP User Base DN

Generic LDAP server
The type of LDAP server being connected to

Generic LDAP server

|L]

x| g

Hovell Directory Service
Microsoft Active Directory

Base DN for users (ex: dc=mycompany,dc=com)

Radius Primary Server

Primary Radius server

Radius Secondary Server

Secondary Radius Server

Radius Secret

Radius Secret

Radius Retries limit 3

Radius Retries

Radius timeout 5

Radius Timeout

‘ [+ X509 Certificate

‘ [ 1P Filtering

Figure 96- Security Configuration page

When in LDAP mode, usernames on the LDAP server must match those in the user settings of the ENVIROMUX or access will

be denied.

Passwords for users can be different between the LDAP server and those in the ENVIROMUX configuration, so when in LDAP
mode, make sure the LDAP password is the one being entered or access to the ENVIROMUX will be denied.

Note: When in LDAP mode, if the LDAP server is not responding, local authentication will be tried.

If a mistake is made

in the LDAP configuration and access to the ENVIROMUX is being denied, to return to local user setting control,
disconnect the ENVIROMUX from the network and connect a PC to the ENVIROMUX ETHERNET port directly. Once the
ENVIROMUX can no longer see the LDAP server the user will be able to login with a local account.
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User Authentication

Mode Select Local to use authentication based on passwords in the ENVIROMUX user configuration
Select LDAP to use authentication based on passwords in an LDAP server

Select “Certificate+Login” when authentication requires the connecting PC to hold a valid
certificate

Select “Radius +Local” to use either local user authentication or authentication through a
RADIUS server

LDAP Primary Server Enter Hostname or IP address of Primary LDAP Server
LDAP Secondary Server Enter Hostname or IP address of Secondary LDAP Server (optional)
LDAP Server Type Choose from drop down list:

Generic LDAP server
Novell Directory server
Microsoft Active Directory

LDAP User Base DN Enter the Base DN for users (ex: ou=People,dc=mycompany,dc=com)
Radius Primary Server Enter Hostname or IP address of Primary RADIUS Server

Radius Secondary Server Enter Hostname or IP address of Secondary RADIUS Server (optional)
Radius Secret Type the shared secret between the ENVIROMUX and the RADIUS server.

The shared secret is case-sensitive, and it must be the same on the ENVIROMUX and the
RADIUS server.

Radius Retries Limit The number of times the ENVIROMUX will try to submit the provided username and password
to the RADIUS server before it reports a failed connection attempt
Radius Timeout The length of time in seconds that the ENVIROMUX will wait for a reply from the RADIUS

server before either reporting a failed connection attempt or resubmitting as determined by the
Radius Retries Limit

Even though LDAP authentication is being used, each user must also have a local account. User permission level is established
by the local account.

When using an LDAP server, the ENVIROMUX is preloaded with a generic security certificate in X509 format. If you wish to
provide your own X509 Server certificate, the Server certificate must be uploaded to the ENVIROMUX. See pages 88 and 174 for
more information.

LDAP Server Troubleshooting

We recommend that you remain logged in to the ENVIROMUX on an administrative user's account while you test your LDAP
server settings and verify that the LDAP server works correctly. If mistakes are made, as long as you are still logged in you can
quickly make corrections.  For example, using Chrome, make your changes to the LDAP server settings and press the Save
button on the configuration page. Remain logged in and try logging in from another browser on the same PC (or from another
PC altogether).  If you can no longer get access to the ENVIROMUX, you need to review and adjust your LDAP server settings
and the settings in the ENVIROMUX (above and the user settings on page 81) until you find the cause.

In the event that you do log out before verifying your LDAP server settings are correct and now find your access to the
ENVIROMUX is being denied, disconnect the ENVIROMUX from the network and connect a PC to the ENVIROMUX ETHERNET
port directly. Once the ENVIROMUX can no longer see the LDAP server the user will be able to login with a local ENVIROMUX
account.




NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Using a RADIUS Server

1. The dictionary.nti file (this file has an .nti extension) must be saved to a location on the PC the RADIUS server is run
from. (This file is found on the ENVIROMUX download page (http://www.networktechinc.com/download/d-environment-monitor-
16.html).)

2. Edit the RADIUS dictionary file (no file extension) in the RADIUS server using a text editor, adding the following line:
$INCLUDE  /<path to dictionary.nti>/dictionary.nti

Example: - Open the file dictionary (no extension) found in the directory the RADIUS server is run from using a text
editor

PITOCIIINIEO JITTIONIY I IIT INCTIUOEO WITID CLOT SIVEL .

Any new/changed attributes MUST be placed in this file, as
the pre-defined dictionaries SHCOULD HNOT be edited.

m

£1ds

The filename given here should be an absolute patn.l

e e e e e e e e e

(in this case the dictionary.nti
file was saved to the directory
letc/freeradius)

SINCLUDE fete/freeradius/dictionary.nti g
SINCLUDE Jusr/share/freeradius/dictionary

Place additional attributes or 5INCLUDEs here. They will
over-ride the definitions in the pre-defined dictionaries.

A A e e

Figure 97- Dictionary file of RADIUS server

3. Save the RADIUS dictionary file.

4. Once the dictionary.nti file has been included in the RADIUS server dictionary, users outlined in the RADIUS server users
file (flename users, again, no extension) can be assigned these properties. The values can be customized based on your
requirements or kept the same for a group of users using a single variable. An example user configuration is below. Please note
the tab characters preceding property names.

# Test Account To save time, you could copy
"Test™ Cleartext-Password := "T123est" and paste this list into your
Service-Type = Login-User, users file and then edit it as
NTI-User-Permission :-= "readonly", needed for your custom
NTI-User-Title == "Analyst"”, installation.
NTI-User-Department = "IT",
NTI-User-Company := "VPI",
NT1-User-Sensor-Groups := "1,3,4,5,6,7,8",
NTI-User-Email == "network.technologies@gmail.com",
NTI-User-Syslog-SNMP-Address := "192.168.3.10",
NTI-User-Syslog-Facility :-= "2, Remember:
NTI-User-SMS-Number := ""1234567891", The files: dictionary

NTI-User-Enable-Email-Alert = 1,
NTIl-User-Enable-Brief-Email = 1

users

NTI-User-Enable-Syslog-Alert := 1, d,ctlonary.jtn
NTI1-User-Enable-SNMP-Traps := 1, all need to be in the same directory
NTI-User-Enable-SMS-Alert := O, (in the example in Figure 93 that is
NTI-User-Schedule-Type := *‘custom™, letc/freeradius/ )
NTI-User-Schedule-Start-Day := "sun",

NTI-User-Schedule-End-Day := "sat",
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NTI-User-Schedule-Start-Hour := ''01:00",
NTI-User-Schedule-End-Hour := ''22:00",
NTI-User-SNMP-Auth-Protocol := "MD5",
NTI-User-SNMP-Auth-Passphrase := "12345678",
NTI-User-SNMP-Privacy-Protocol := 'none",
NTI-User-SNMP-Privacy-Passphrase := "123456789",
NTI-User-SNMP-Traps-Version := "v3",

NTI-User-Enable = 1

The above username is “Test”, and the password is “T123est”. All the properties listed mirror those found in the user
configuration in the ENVIROMUX web interface. Change “Test” and “T123est” as needed for a user. For the “Enable”
properties, “1,” means yes and “0,” means no.

5. Once the dictionary file is updated and users are added to the users file, please restart the RADIUS server service and
correct syntax errors if any.

6. In order to use a RADIUS server to access the ENVIROMUX, the Mode must be changed to “Radius + Local” and the additional
RADIUS fields (all under Security Configuration-User Authentication (page 85)) must first be entered. When finished, click the
“Save” button. Changes will have immediate effect.

7. After this the ENVIROMUX will auto add/update RADIUS users and log them in (if successful). Local users accounts can also
be used to login if added through the Web Interface. A maximum of 16 users are enabled and active at a time on a device. If
more than 16 users login, ENVIROMUX will evict the least recently logged-in user.

Note: If the user password as configured in the RADIUS server is different than that set in the ENVIROMUX user account,
the RADIUS server will adjust the ENVIROMUX user account password to match the one in the RADIUS server.

All radius property names are optional except for "NT1-User-Enable := 1". For a detailed list of available property values,
please check dictionary.nti file.

Change User Attributes

To change user attributes on the RADIUS Server:

1. Edit the user’s file in RADIUS (filename users, no extension) and make the desired changes to the user attributes.
ex. NTI-User-Permission := “admin”

2. Save the user file.

3. Restart the RADIUS service.

4. On the E-xD, delete the user that the changes have been made on in the RADIUS server.

5. Logout and Re-Login to the E-xD with the updated user’s login and password.

The RADIUS server should automatically load the new user attributes into the E-xD unit.

X509 Certificate

The ENVIROMUX is designed to be configurable with secure access to the web interface controls. The ENVIROMUX is pre-
loaded with a generic X509 Server Certificate. If you wish to provide your own X509 Server certificate, the Server certificate must
be uploaded to the ENVIROMUX. The Server certificate and key must be combined in a single file (‘PEM” format). For
instruction to create your own certificate, see page 174.

Browse to the Server certificate file and select it. Then load using the button “Upload Server Certificate and key”.

Note: The key used should not be password protected.
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X509 Certificate Authority

A Certificate Authority (CA) needs to be used to sign the server certificate describe above. This Certificate Authority can be
created as a self-signed certificate (page 174) in "CRT" format. It can also be given to you by an external Certificate Authority in
"CRT" or "PEM" format.

For https to work properly, you must load the certificate of your CA onto the ENVIROMUX. Use the "Browse" button to browse to
the file containing the CA certificate (which may also contain an intermediate certificate) and select it. Then click on the "Upload
CA certificate” button. Please see page 174 for more details.

The “Restore default certificate” button will restore the unit's default self-signed certificates if needed.

=IX509 Certificate |

Choose File o file selected.

X509 key and Certificate .

I Upload Server certificate and key ]

Upload CA certificate

l Restore default certificate ]

Figure 98- Security Configuration-X509 Certificate

Note: HTTP access can be enabled/disabled from web page under Administration -> Network -> Server Settings -> Enable
HTTP (page 73). Do not disable http access until you verify certificate verification works properly for https connection.
HTTP connection will allow you to change any settings if a wrong certificate is uploaded. Once HTTPS client certificate
validation is verified to be working properly, disable HTTP access for security.

X509 Client Authentication

In addition to Local and LDAP client authentication, X509 client authentication is also available. In order to use X509 client
certificate authentication, select "Certificate + Login" for the mode setting (Figure 96). X509 client certificate authentication
requires the user to present client certification (this happens behind the scenes when you enter the https IP address, before you
are presented with a “Login” screen). For this to work a client certificate signed by the same Certifying Authority (CA) used to sign
the server certificate and key must be loaded into the user’s browser (see page 182 for more details).

Note: The user will need to login after the X509 client certificate is validated.

Whether you are just loading your own Server Certificate, or also using client authentication, reboot the ENVIROMUX for
this certificate to take effect.
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IP Filtering

Included in the Security Configuration options is IP Filtering. [P Filtering provides an additional mechanism for securing the
ENVIROMUX. Access to the ENVIROMUX network services (SNMP, HTTP(S), SSH, Telnet) can be controlled by allowing or
disallowing connections from various IP addresses, subnets, or networks.

Up to 16 IP Filtering rules can be defined to protect the ENVIROMUX from unwanted access from intruders. Each rule can be set
as Enabled or Disabled. Rules can be set to explicitly drop attempts to connect, or to accept them.

Be sure to press Save after changes are made.

I': IP Filtering .
No. Enabled Mode Filter Rule
1 Disabled - DROP - 192.168.0.0/32
2 Dizabled - DROP = 192.168.0.1/32
3 Dizabled - DROP - 192.168.0.2/32
4 Dizabled - DROP - 192.168.0.3/32
5 Disabled - DROP - 192.168.4.0/24
6 Disabled - DROP - 192.168.5.0/24
7 Dizabled - DROP - 192.168.6.0/24
8 Dizabled - DROP - 192.168.7.0/24
9 Dizabled - DROP - 192 168.8.0/24
10 Disabled - DROP - 192.168.9.0/24
11 Dizabled - DROP - 192.168.10.0/24
12 Disabled - DROP - 192.168.11.0/24
13 Dizabled - DROP - 192.168.12.0/24
14 Dizabled - DROP - 192.168.13.0/24
15 Disabled - DROP - 192.168.14.0/24
16 Dizabled - DROP - 0.0.0.0/0

Mate: Filter rules are processed from top to bottom. Ordering of rules is important since ance a rule is matched, all remaining
rules are ignored. Consult the product manual for more details.

Save

Figure 99- Security Configuration- IP Filtering Rules
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More on IP Filtering

The most common approach is to only allow “white-listed” IP addresses, subnets, or networks to access the device while blocking
all others. The IP Filters are processed sequentially from top to bottom, so it is important to place the most precise rules at the top
of the list and the most generic rules at the bottom of the list.

As an example, assume we wish to block all connections except those which come from the IP address 192.168.1.100. To allow
connections from 192.168.1.100, we need to configure and enable an ACCEPT rule at the top of the list:

1 | Enabled =] IACCEF‘Tj

Then, to block all other IP addresses from connecting to the ENVIROMUX, we add a rule to drop all other connections.

16 | Enabled [¥] | DrRoP =]

If the preceding “drop all connections” rule was placed in position one, no connections at all would be allowed to the unit.
Remember: rules are processed from top to bottom. As soon as a rule matches, the processing stops and the matching rule is
executed.

192.168.1.100

[ 0.0.0.010)

To match a particular IP address, simply enter in the desired IP address (e.g. 192.168.1.100).
To match a subnet, enter in the subnet with the associated mask (e.g. 192.168.1.0/24).

To match all IP address, specify a mask of 0 (e.g. 0.0.0.0/0).

System Information

The system information page displays the model name of the ENVIROMUX, the firmware version in the ENVIROMUX, the MAC
address of the Ethernet port, the IP mode, and the network configuration. To view the System Information, select System
Information in the Administration section of the main menu.

System Information

System Information

Product: EMNVIROMUX-16D Server Environment Monitoring System
Revision: 2.5
Build Date: 04-30-2013 10:52:34 AM

MAC Address:

IP Mode:

IP Address:
Subnet Mask:
Default Gateway:
Primary DNS:
Secondary DNS:

SNMPv3 Engine ID:

PPP Interface IP
Address:

PPP Interface
Gateway:

00:0C:82:0F:00:80

Static

192.168.3.100
255.255.255.0
192.168.3.3

192.168.1.52
166.102.165.11
80001F8B03000C820F0080

100.114.171.220

IP address and gateway
assigned to SIM card with 3G
Data support

10.64.64.64

Figure 100- System Information page
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Administration- Firmware

The Update Firmware page is used to change the firmware of the ENVIROMUX. Occasionally new features or changes to
existing features will be introduced and new firmware with these changes will be made available on the NTI website
(http://www.networktechinc.com/download/d-environment-monitor-16.html). To view the Update Firmware page, select Firmware

in the Administration section of the main menu. Once a user has downloaded the required file for firmware upgrade, this page
will be used to upload it to the ENVIROMUX.

Update Firmware

=] Firmware Update

Caution! You have asked to update the firmware. Failure to update firmware properly can permanently damage the product.

Update file

Choose the firmware update file.
Current firmware version is 2.3.
Build Date: 02-19-2013 12:59:31 PM

Figure 101- Update Firmware Page

1. Download the most current firmware file from http://www.networktechinc.com/download/d-environment-monitor-16.html
to a location on your PC.

2. Click on the “Browse” button and locate and select the firmware file for the ENVIROMUX (enviromux-xd-vx-x.bin,
for example).

3. Click on the “Update” button to perform the firmware update. The firmware update process will take approximately 5 minutes
while the ENVIROMUX installs the firmware. Once the update file has been installed, the unit will automatically
reboot (this will take another 4-5 minutes after a firmware update) and the login screen will appear.

Note: In the event the ENVIROMUX firmware should be corrupted, such that connection through the web interface is no longer

possible, contact NTI for instruction and recovery files to access the ENVIROMUX and restore the firmware using a TFTP server
and Terminal connection (page 15).

92


http://www.networktechinc.com/download/d-environment-monitor-16.html�
http://www.networktechinc.com/download/d-environment-monitor-16.html�

NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Advanced-Cascade Configuration

From the Administration->Advanced>Cascade menu, the administrator can configure the ENVIROMUX to either be

* a master system, When cascading via Ethernet, the E-16D, -
. an Ethernet slave 5D or -2D can be used as master or slave in
o an RS485 local slave | any combination.

In a cascaded configuration, there can be 1 master unit and up to 4 slave units.

A cascaded configuration can consist of one or more Ethernet slaves and one or more RS485 slaves, but a maximum of 4 slaves
total.

Notes:

-When ENVIROMUX units are connected as slaves, only their sensors and output relays are used and are
monitored through the master unit.

-Only E-16D units can be used as Master and Slaves in an RS485 cascaded configuration.

-E-16D,-5D and -2D units can be Master or Slaves when cascading via Ethernet.

-E-2D used in a cascaded configuration must be the “REV C” design (includes 2- 9VDC power jacks).

-After setting up cascading for ENVIROMUX units, we recommend re-booting the slaves completely before re-booting
the master to have the master properly recognize the slaves and their sensors.

-Do not configure sensors from the Slave web interface, do not put a check in “Add to datalog” (page 42) and do not
enable any alert methods. Only enable datalogging and alert methods for sensors when configuring them from the
Master interface. Otherwise accumulative data at the Slave will cause a loss in communication with the Master.

1. Go to the Administration -> Cascading page for each ENVIROMUX and using the choices in the drop down box
(Figure 102), select the position each ENVIROMUX will hold in the cascaded system.

If you select Ethernet Slave, make sure each Ethernet Slave has a unique IP address (must be different from the
Master unit and any other Ethernet Slave). With “Ethernet Slave” selected and a unique IP address assigned,
press “Save” and exit the web interface. This unit will be controlled and configured from the Master unit web
interface.

If you select RS485 Slave (E-16D only), also enter an RS485 address value from 1-255 to be used when defining
what RS485 slaves are part of a cascaded configuration. Make note of the address entered. Each RS485 slave
must have a unique address, but any value from 1-255 can be used. Once the address values have been saved,
connect the RS485 slaves to the master as described in step 2 (Figure 103).

If you select Master, then be sure to designate and connect the Slave units properly (unique IP addresses must be
assigned for Ethernet Slaves and unique RS485 addresses assigned to RS485 Slaves and connected as shown in
Figure 103 and Figure 104) before continuing to step 4. To prevent unnecessary alert messages due to LAN
connectivity issues, configure a response timeout value between 2 and 20 seconds. This will be the amount of time
that a slave must have lost connection before an alert message regarding connectivity will be sent.  This will apply
to all connected slaves.

Cascaded Settings

Enter a unique Ihis unit Master B
value between 1- Function PP -
255 |f “RS485 Select the Master/Slave functionality of this unit
Slave” is selected. imeot 10

Configure Slave response timeout (2 - 20 seconds) Eth E rn Et '5 |3VE
R e o | s saes o RS485 Slave

slave must have a
different RS485
address. )

Otherwise, leave
thic hlanl

RS485 Address when is RS485 Slave Mode

[t slaves

‘ [+l Alert Settings

Save

Figure 102- Cascade configuration options
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2. Connect the RS485 slaves to the master as shown below using CAT5/5e/6 patch cables with RJ45 connectors wired
straight thru (pin 1 to pin 1, pin 2 to pin 2, etc. ). The maximum total distance from the master to the final slave unit
cannot exceed 4000 feet. The last slave must have a terminating plug (E-TRMPLG-sold separately) in the empty
socket.

("Master with 3 Local Slaves" )
REAR VIEW OF E-16D

‘:m‘wm‘o (] i 2 2 3 2 L i __- ..
|\E O i o ol e
ol L L L L X T I )| o i ol o aast o [ ) P
RJ45-male
RJ45-male connector LAST SLAVE MUST HAVE
conneetor w MAXIMUM TOTAL CABLE LENGTH TERMINATING PLUG IN
E, FROM MASTER TO LAST SLAVE EMPTY SOCKET
(Local Slave #1) / IS 4000 FEET E-TRMPLG
Terminating Plug
(Sold separately)

(Local Slave #3)

[ 7

Figure 103- Master with local (RS485) slaves

3. Each ENVIROMUX unit configured as an Ethernet Slave must be given a unique IP address. Connection of an
Ethernet Slave will be through its Ethernet connection alone. An Ethernet Slave can be located anywhere provided the
Master Unit has access to it through equipment settings (routers, firewalls, etc.).

("Master with 2 Ethernet Slaves" )

(IP address 192.168.3.21)
REAR VIEW OF E-16D

- ,
Tl T 3 I
= R v

RJ45-male

(Ethernet Slave #1 IP address 192.168.3.22) (Ethernet Slave #2 IP address 192.168.3.23)

Ethernet

Figure 104- Cascade configuration with Ethernet slaves
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4. From the Cascaded Settings page of the Master unit, enter a checkmark for each slave that will be present in the
configuration. This enables the slave and defines the slave sequence (number 1-4) as it will appear on the sensor

summary page.

5. Enter the type of Slave (Ethernet or RS485) to be connected at that sequence number.
6. Either enter the IP address of the Ethernet Slave, or the RS485 address of the RS485 slave.

= slaves

Slave #1

Ethernet/RS485 Address

Slave #2

Ethernet/RS485 Address

Slave #3

Ethernet/RS485 Address

Slave #4

Ethernet/RS485 Address

RS485 Slave  ~
Enable and configure slave #1

1
Slave Address in Ethernet or RS485 mode

Ethernet Slave ~
Enable and configure slave #2

192.168.3.85
Slave Address in Ethernet or RS485 mode

Ethernet Slave ~
Enable and configure slave #3

192.168.3.83
Slave Address in Ethernet or RS485 mode

[ | Ethernet Slave
Enable and configure slave #4

Slave Address in Ethernet or RS485 mode

Figure 105- Configure which Slaves will be connected to the Master

7. In the web interface of the Master unit, configure the Alert Settings that will determine how the user will be alerted if
any of the Slave units lose communication with the Master unit.

This configuration is only performed in the Master unit.

[~ Alert Settings

Group

Notify on return to normal
Enable Syslog Alerts
Enable SNMP Traps
Enable E-mail Alerts
E-mail Subject

Enable SMS Alerts

Enable Siren

Enable Beacon

1 -
Select which group the slave belongs to

Send a notification when this slave returns to normal status

Send alerts for this slave via syslog

O
Send alerts for this slave via SNMP traps

Send alerts for this slave via e-mail
Cascade Alert
Subject of e-mails sent for aleris

]

Send alerts for this slave via SMS

O

Turn on the siren on alert

Ll

Turn on the beacon on alert

Figure 106- Apply alert settings to alert for Slave connection loss
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Alert Settings

Group Just as sensors are assigned to a group, a Slave loss alert can be assigned to a group. In the
event a Slave loses connection with the Master, for any reason, an alert notification will be sent
to all users subscribing to alerts from this sensor group.

Notify on Return to Normal The user can also be notified when the connection to a Slave has been restored by selecting
the "Notify when return to normal” box.

Enable Syslog Alerts Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts Place a checkmark in this box to have alert notifications sent via Email

Email Subject Enter the subject to be viewed when an email alert message is received

Enable SMS Alerts Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Enable Siren Turn ON the Master unit siren when a Slave connection is in an alert state

Enable Beacon Turn ON the Master unit beacon when a Slave connection is in an alert state

Note: The Beacon and Siren connections of the Slave units are not used.

Be sure to click Save before exiting this page.

Note: The master and each slave must be power-cycled
for changes to take effect.

8. Power-cycle each Slave unit and allow to fully boot up.
9. Power-cycle the Master unit

Sensors attached to the connected slaves will appear when viewing the Summary Page for the master (see Figure 107).

Note: Contact sensors wired to “RJ45 Sensor” ports and any sensor connected to “Digital Input” terminals must first be
added to the sensor list from the web interface of the Slave unit before they can be monitored and configured from the
Master unit.

If the ENVIROMUX in a cascade configuration is behind a firewall, be sure to open port 5919 so that it can communicate
with other ENVIROMUXs.

Summary- Steps to Setup Cascading
1. Define whether the unit will be the Master, an Ethernet Slave or an RS485 slave.
2. Assign unique IP addresses to Ethernet Slaves

3. Assign unique RS485 addresses to RS485 slaves and connect to Master unit with CAT5 cable. Don't forget to install the
terminating plug!

4. Configure Master unit to communicate with each Slave unit (Figure 105).

5. Configure alert settings for cascaded slaves (in Master unit only) to alert user(s) when connection to any slave is lost and
restored.

6. Power-cycle each Slave, allow them to fully boot up, then power-cycle the Master unit.
7. Configure sensors of all units (Master and Slaves) as desired from the web interface of the Master unit.

Note: Contact sensors wired to “RJ45 Sensor” ports and any sensor connected to “Digital Input” terminals must first be
added to the sensor list from the web interface of the Slave unit before they can be monitored and configured from the
Master unit.
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Summary
| Internal Sensors
No. Description Type value Status Action
1 Internal Temperature Temperature 78.8°F Normal View Edit
2 Internal Humidity Humidity 52% Naormal View Edit
3 Eattery Voltage 13.8V MNaormal View Edit
S1-1 51 Internal Temperature Temperature 83.6°F Normal View Edit
Slave —p S1-2 51 Internal Humidity Humidity 57% Normal View Edit
Sensors 51-3 51 Battery Voltage 14.0v Normal View Edit
! Sensors
Conn. Description Type Value Status Action
1 Temperature 1 E‘Zﬁﬁrat”re 83.6°F Normal View Edit Delete
1 Humidity 1 Humidity Combao 46% MNarmal View Edit Delete
1 Dew Point Senszor 1 Dew Point 60.6°F Narmal Wiew Edit Delete
2 Light Sensor 2 Light 29.20x MNormal View Edit Delete
3 Temperature 3 Temperature 81.1°F Normal View Edit Delete
4 Humidity 4 Humidity 45% Narmal View Edit Delete
5 Temperature 5 E‘?‘jﬁﬁrat”re 27.9°C Normal View Edit Delete
L Humidity 5 Humidity Combo 47% MNormal View Edit Delete
6 ACLMY 6 Main ACLM-V AC Voltage 117.9V Mormal View Edit Delete
[ ACLMY 6 UPS ACLM-V AC Voltage 118.5V MNormal View Edit Delete
7 Se0VDC 7-1 Voltage 12.2v Normal View Edit Delete
7 SE0VDC 7-2 Woltage 0.1V Normal Wiew Edit Delete
8 Water Sensor 8 Water Cpen Naormal Wiew Edit Delete
g ACLM-P Power § ACLM-P Power Cut of range Narmal View Edit Delete
g ACLM-P Voltage 9 ACLM-P AC Woltage 119.0V Normal Wiew Edit Delete
10 RTD Sensor 10 Temperature 77.3F Naormal Wiew Edit Delete
10 RTD Sensor 10-2 Temperature 165.4F Naormal View Edit Delete
15 Kev Pad 15 Keypad Cpen MNarmal Wiew Edit Delete
16 Motion Detector 16 Motion Detector Closed Mormal View Edit Delete
S1-1 Lab Temperature S1-1 Ei”;_lﬁrat”re 86.0°F Normal view Edit Delete
Slave =P 511 Lab Humidity S1-1 Humidity Combo 42% Normal View Edit Delete
Sensors Digital Inputs
Conn. Description Type Value Status Action
ACVD Digital Input Closed Normal Wiew Edit
2 Digital Input 52 Digital Input Cpen MNaormal Wiew Edit
3 Digital Input #3 Digital Input Cpen MNormal Wiew Edit
4 Digital Input £4 Digital Input Cpen Normal Wiew Edit
5 Digital Input #5 Digital Input Open Naormal View Edit
6 Digital Input £6 Digital Input Cpen MNormal Wiew Edit
7 Smoke Detector DIT Digital Input Open MNormal View Edit
3 Digital Input #8 Digital Input Cpen MNarmal Wiew Edit
S1-1  Digital Input #1 Digital Input Cpen MNaormal Wiew Edit
51-2  Digital Input #2 Digital Input Open Mormal Wiew Edit
Slave — i3 Digital Input £3 Digital Input Cpen MNormal View Edit
Sensors

From the Summary page of the Master (above), sensors connected to Slave unit can be viewed and configured just as if they

Figure 107- Portion of Summary Page from a Master with a Slave

were directly connected to the Master unit itself.
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Reboot the System

The ENVIROMUX can be remotely rebooted by anyone with administrative privileges. To view the Reboot System page, select
Reboot in the Administration section of the main menu. Click the Reboot Now button to cause the ENVIROMUX to reboot.
This will disconnect any user and shut down all activity. ~ Any configuration changes that were made prior to this action will be
made active.

Reboot System

| [=|Reboot the System

Reboot Mow |

Figure 108- Reboot System page

The message “System is rebooting, please wait..... “ will appear and after approximately 45-60 seconds the login screen will
appear.

Log in to resume activity.

System Reboot

Systemn is rebooting, please wait. .,

Figure 109- System is rebooting

Note: In the event of a power failure, using REBOOT will cause the ENVIROMUX to shut OFF.

Click on the “Reboot Now” button to shut down the ENVIROMUX in the event of a power failure or use the System Reset button
on the front of the ENVIROMUX. During a power failure, this will be the only way the ENVIROMUX can be shut OFF. The
battery backup will power the ENVIROMUX for up to 1 hour.

The power switch will only shut down the ENVIROMUX during normal operation. If the power switch is not shut OFF during a
power failure, when AC power has been restored the ENVIROMUX will power ON automatically.
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Smart Alerts

Smart Alerts enable the ENVIROMUX to contact users when specially configured circumstances exist for defined sensors. Smart
Alerts will respond to 1 or more alert conditions independent of the alert configurations for each sensor configured on page 38.

Assorted conditions can produce configurable events (up to 50) that can then be used in numerous scenarios to produce Smart
Alert messages (up to 20) that are sent to users. In addition, the already configured alert status of any sensor or group of
sensors can be used to trigger Smart Alerts.

To begin, Events must be defined and configured. Events are sensor conditions to be notified of. Events logged based on the
sensor configurations described on page 38 will be managed separately from events logged by these user-defined Events.
Sensor configuration for these Events will have no impact on the general configuration of your sensors. User-defined Events
provide more control over what you want to be notified of.

For example, if an IP camera is located just inside a monitored entranceway, and an image is desired of each person that goes
through that entrance, it may be difficult to get the image consistently since people move at different rates of speed. Using
multiple events triggered by the same sensor, each having the Event Delay configured for a different time period and/or a different
camera to take the image, you can use Events to be assured of taking a snapshot of the person entering/leaving.

T NETWORK Unit: E-SEMS-20B Unit 2 Model: ENVIROMUX-SEMS-2DE
B s = m TECHNOLOGIES Uptime: 1 day, 22 hours, 21 mins
B % B B NCORPORATED Current Time: 03-30-2012 12:22:00 PM

Home Event List

Events
Administration | Events
Smart Alerts No. Event Description Sensor Trigger Val. Current Val. Status  Action
i Event #1 Temperature Temperature = 167.0F 75.2F Normal Ack Dismiss Delete

Ewvents

I Smart Alerts

Lo Create New Ewvent

Figure 110- Events used for Smart Alerts

From the side menu, select “Smart Alerts”, and “Events”. Click on “Create New Event” on the Events page.

Add New Event

| =/ Add New Sensor, Digital Input or IP Device

Sensor

- event is associated with
Humidity 1
Temperature 2
Humidity 2
Digital Input #1
Digital Input #2
Digital Input #3
Digital Input #4
Digital Input #5
CPUS3

Figure 111- Sensor to be used for a predefined event

You will be prompted to select which connected sensor to associate the event with. Which sensor’s data do you want to trigger
this event? Once the sensor is selected, click “Add”.
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Event #1 Temperature 1 Configuration

Invalid event id

[~ Event Settin as |

Description Event#1 'femperatﬁre1
Descriptive name for the event

Threshold 0.0 °F : N U rl E bl
Threshold which indicates an alert condition [

Threshold Type Greater Th -
Sk R AR [Event#1 Internal Temperature

Event Delay % W ¥ —Event #2 Internal Humidity .

h , I.).uratiun the sensor must be out of thresholds before the ev "-EIHIE rlt #3 Intern al Temperature
When triggered, lone - “ P
acmicdine thia - 4 Event #4 Digital Input #1 5

following event
a

He roup Settings |

Group #01

Sensor sends notifications for Group 1
Group #02

Sensor sends notifications for Group 2
Group #03 D

Sensor sends notifications for Group 3
Group #04 |:|

Sensor sends notifications for Group 4
Group #05

Sensor sends notifications for Group 5
Group #06

Sensor sends notifications for Group 6
Group #07 |:|

Sensor sends notifications for Group 7
Group £08 D

Sensor sends notifications for Group 8

=l Event Notifications

Notify Again Time 30 Min -
Time after which alert notifications will be sent again

Motify on return to
normal Send a notification when this sensor returns to normal status

Auto acknowledge
Automatically acknowledge alert when sensor returns to normal status

Enable Syslog Alerts
Send alerts for this event via syslog

Enable SNMP Traps
Send alerts for this event via SNMP traps

Enable E-mail Alerts
Send alerts for this event via e-mail

E-mail Subject Event #1
Subject of e-mails sent for alerts
Select IP Camera Bench Camera i
Select IP camera for image capture on alert

Attach IP camera capture |:|
to e-mail Attach captured image from selected IP camera to alert e-mail

Save image to USB
Save captured image from selected IP camera to USB Flash

Enable SMS Alerts
Send alerts for this event via SMS

Enable Siren [
Turn on the siren when event is triggered

Enable Beacon
Turn on the beacon when event is triggered

| '+ Remote SSH Commands

Figure 112- Configuration options for new event

Depending upon the type of sensor chosen, various event settings can be configured that will cause an event to be logged.

In the example above, if the temperature sensor sees a temperature greater than 90.0 degrees C for more than 30 seconds, an
event will be logged.

Event Notifications can then be configured to be sent, with the options described in the following table.
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Event Settings
Description

The description of the sensor that will be viewed in the Summary page and in the body of alert
messages

Threshold (for RJ45 sensors)

The threshold value of the measured unit that will trigger an event
Note: The trigger value can be a value that is considered a sensor’s “normal” state, or its
“alert” state.

Threshold Type

The type of variation from the threshold value that indicates a condition (greater than or less
than)

Trigger Status (for digital inputs)

The condition of the sensor that indicates a triggered state (open or closed)

Event Delay

The amount of time the event must be triggered before an event is logged. This provides some
protection against false alarms. The Event Delay value can be set for 0-999 seconds or
minutes.

When triggered, acknowledge the
following event

Group Settings

Group#xx

Event Notifications

Selecting an event for this field gives the option to cancel notice of another separate event
(acknowledge) when current event is triggered

Assign the Event to any group 1 -8 (see also page 44)

Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the Event has returned to a non-triggered state by selecting
the "Notify when return to normal” box for an Event.

Auto Acknowledge

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when an Event is no longer being triggered.

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received

Select IP Camera

Associate an Event with an IP camera. Select an IP camera from the drop-down box.

Attach IP Camera capture to
email

An image will be captured and sent with the alert message when an alert is sent via e-mail. IP
cameras that are monitored by the ENVIROMUX (page 61) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Save image to USB

Save the image captured by the IP camera to a connected USB Flash Drive

Enable SMS Alerts

Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Enable Siren

Turn ON the siren when this event goes to alert (E-16D only)

Enable Beacon

Turn ON the beacon when this event goes to alert (E-16D only)
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Event #1 Temperature 1 Configuration
Invalid event id
:+ﬁ Event Settings
. +| Group Settings
.' + Event Notifications

| = Remote SSH Commands

Remote address

IP Address or URL of the machine receiving the command

Enable command '
on event triggered Enable command when the event is triggered

Command on

triggered Command to be executed when event is triggered

Enable command =1
on event cleared Enable command when the event returns to normal

Command on

cleared Command to be executed when event returns to normal

Save

Figure 113- Event Configuration options continued

Remote SSH Commands

Remote address Enter the IP address or host name of the Linux or Unix computer to be sent a command via an
SSH connection.

Enable command on event Place a checkmark here to send a command when this Event is triggered

triggered

Command on triggered Enter an SSH command to be sent to the remote address when this Event is triggered
(examples of commands include “poweroff” and “reboot”)

Enable command on event Place a checkmark in this box to send a command when this Event is cleared

cleared

Command on cleared Enter an SSH command to be sent to the remote address when this Event is cleared

After all options are selected, click the “Save” button.  This Event will now be added to the Events page (Figure 110). Up to 50
events can be defined. Events can be configured to trigger alerts by themselves, and/or be used in combination with other events
to trigger Smart Alerts. Smart Alerts can also be triggered by combinations of basic sensor alerts without having to provide
specific Event configurations.

More on Remote SSH Commands
There are also some things that need to be done on the computer side to accept the commands sent by the ENVIROMUX.

1. The computer needs to have an SSH server installed and running. It needs to accept connection as "root". (On some

installations of Linux the “root” connection may be disabled by default.)
2. The SSH connection will be done without a password as it uses authentication keys. To install the authentication key of

E-xD on the computer, download that key from the Administration->System->RSA Public key page (see page 66),

on the computer to take the command. The downloaded file will have the default name id_rsa.pub.
3. On the computer to take the command, logged in as root, from the directory where the file was downloaded, type the command:

$ cat id_rsa.pub >> root/.ssh/authorized_keys

Then, to make the change take effect, restart the SSH server by typing:

$ sudo service ssh restart

102



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

With Events defined, Smart Alerts (up to 20) can be configured to use Event combinations to send alert messages.

Smart Alerts

| Smart Alerts

No. Smart Alert Description Status Action

1 Smart Alert #1 Narmal Ack Dismiss Delete
2 Smart Alert £2 Mormal Ack Dismiss Delete
3 Smart Alert £3 Marmal Ack Dismizs Delste
4 Smart Alert #4 Mormal Ack Dismiss Delete
5 Smart Alert £5 Normal Ack Dismiss Delete
6 Smart Alert £6 Mormal Ack Dismiss Delete
7 Smart Alert £7 Marmal Ack Dismizs Delete

Add New Smart Alert

Figure 114- Smart Alert summary page

From the side menu, select “Smart Alerts”, and “Smart Alerts” again. On the Smart Alerts page, click on “Add New Smart Alert”.
A new numbered Smart Alert will be added to the summary page (above). To configure the Smart Alert, click on it.

A menu will open with many options to choose to make the best use of the information provided by the events and/or to use
simple sensor alerts to configure Smart Alerts.

Smart Alert #3 Configuration

-| Description
Deascription Smart Alert #3

Descriptive name for the Smart Alert

-/ OR Events

None

Available avants: Nona - Add
-| OR Sensors

None

Available sensors: None - Add
~1 AND Events

MNone

Available events: None - Add
-/ AND Sensors

None

Available sensors: None - Add

| Smart Alert Configuration
Logical Function OR -
Logical function to be applied to OR and AND lists above

Delay 30 Sec -
Duration the logical function should be active before the Smart Alert is triggered
Return Delay 30 Sec ~

Duration the logical function should be inactive before the Smart Alert is cleared

+ Group Settings

Figure 115- Smart Alert configuration
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DESCRIPTION

Description

OR Events
Available Events

OR Sensors
Available Sensors

AND Events
Available Events

AND Sensors
Available Sensors

Logical Function

Smart Alert Configuration

Use the default description provided or enter the description you want to see on notifications
received.

Select from the predefined available Events (Figure 110) to have OR logic applied to a triggered
Event

Select from any configured sensors to have OR logic applied to a triggered sensor alert. No
other sensor configuration necessary.

Select from the predefined available Events (Figure 110) to have AND logic applied to a
triggered Event

Select from any configured sensors to have AND logic applied to a triggered sensor alert.
No other sensor configuration necessary.

Logical function to be applied to the output of the logical status of the OR and AND lists to
determine when a Smart Alert should be generated.

Options include OR, AND, XOR, NOR and NAND

Delay

The amount of time the Smart Alert Event status must be in an alert condition before a Smart
Alert message is triggered. This provides some protection against false alarms. The Delay
value can be set for 0-999 seconds or minutes.

Return Delay

Group Settings
Group#xx

The amount of time the Smart Alert Event status must have returned to normal condition before
a Smart Alert message is cleared. The Delay value can be set for 0-999 seconds or minutes.

Assign the Smart Alert to any group 1 -8 (see also page 44)

=l Smart Alert Notifications

Notify Again Time 4 Hr
Time after which alert notifications will be sent again
Notify on return to ¥l
normal Send a notification when this sensor returns to normal status
Auto acknowledge !
Automatically acknowledge alert when sensor returns to normal status
Enable Syslog Alerts [

Enable SNMP Traps

Enable E-ma

E-mail Subject

Select IP Camera

Send alerts for this Smart Alert via syslog

Send alerts for this Smart Alert via SNMP traps

il Alerts ¥
Send alerts for this Smart Alert via e-mail

Smart Alert#1 High Temps
Subject of e-mails sent for alerts

Bench Camera -
Select IP camera for image capture on alert

Attach IP camera capture

to e-mail

Attach captured image from selected IP camera to alert e-mail

Save image to USB

Save captured image from selected IP camera to USB Flash

Enable SMS Alerts

Enable Siren

Enable Beacon

Send alerts for this Smart Alert via sms
Turn on the siren when Smart Alert is triggered

Turn on the beacon when Smart Alert is triggered

Figure 116- Smart Alert configuration- continued
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—|Smart Alert Command

Associated Output Relay

Output Relay status on

alert

Output Relay status on
return from alert

Hr te SSH C

Hone -
Which Output Relay should be associated with this smart alert

Inactive -
On alert, set the Output Relay state to this

Inactive -
On return to normal, set the Output Relay state to this

(s

Figure 117- Smart Alert configuration- continued

Smart Alert Notifications
Notify Again Time

Enter the amount of time in seconds, minutes, or hours (1-999) before an alert message will be
repeated

Notify on Return to Normal

The user can also be notified when the Smart Alert conditions have returned to the normal (non-
triggered state) by selecting the "Notify when return to normal” box.

Auto Acknowledge

Place a checkmark in this box to have alert notifications in the summary page return to normal
state automatically when Smart Alert conditions return to normal.

Enable Syslog Alerts

Place a checkmark in this box to have alert notifications sent via Syslog messages

Enable SNMP traps

Place a checkmark in this box to have alert notifications sent via SNMP traps (v2c)

Enable Email Alerts

Place a checkmark in this box to have alert notifications sent via Email

Email Subject

Enter the subject to be viewed when an email alert message is received

Select IP Camera

Associate an Event with an IP camera. Select an IP camera from the drop-down box.

Attach IP Camera capture to
email

An image will be captured and sent with the alert message when an alert is sent via e-mail. IP

cameras that are monitored by the ENVIROMUX (page 61) will be available for this purpose.

Note: To be able to send IP camera captures as e-mail attachments, viewer security (in
your camera’s configuration) needs to be disabled. Consult your IP camera manual to
see if this feature is present and for instructions on how to do this.

Save image to USB

Save the image captured by the IP camera to a connected USB Flash Drive

Enable SMS Alerts

Place a checkmark in this box to have alert notifications sent via SMS messages (requires a
modem)

Enable Siren

Turn ON the siren when this event goes to alert (E-16D only)

Enable Beacon

Associated Output Relay

Turn ON the beacon when this event goes to alert (E-16D only)

Smart Alert Command

Associate the Smart Alert with the operation of the output relay, or not

Note: Only one sensor or Smart Alert should be associated with the Output Relay at a
time. Contradicting commands from two or more sensors or Smart Alerts will result in
the output relay responding to the state directed by the last command received.

Output Relay Status on Alert

State the output relay will be in when a Smart Alert is triggered

Output Relay Status on Return
from Alert

State the output relay will be in when a Smart Alert is no longer being triggered
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Smart Alert #3 Configuration

|+ Description
+/ OR Events
|+ OR Sensors
+ AND Events
. +/ AND Sensors
[+ smart Alert Configuration
[+ Group Settings
I+ Smart Alert Notifications
I+l Smart Alert Command

— Remote SSH Commands

Remote address

IP Address or URL of the machine receiving the command

Enable command on Smart | |
Alert triggered Enable command when the Smart Alert is triggered

Command on triggered
Command to be executed when Smart Alert is triggered

Enable command on Smart | |

Alert cleared Eijlable command when the Smart Alert returns to normal

Command on cleared

Command to be executed when Smart Alert returns to normal

|Save|

Figure 118- Smart Alert Configuration- continued

Remote SSH Commands

Remote address Enter the IP address or host name of the Linux or Unix computer to be sent a command via an SSH
connection.

Enable command on event Place a checkmark here to send a command when this Smart Alert is triggered

triggered

Command on triggered Enter an SSH command to be sent to the remote address when this Smart Alert is triggered
(examples of commands include “poweroff’” and “reboot”)

Enable command on event Place a checkmark in this box to send a command when this Smart Alert returns to normal

cleared

Command on cleared Enter an SSH command to be sent to the remote address when this Smart Alert returns to normal

After all options are selected, click the “Save” button.  This Event will now be added to the Events page (Figure 110). Up to 50
events can be defined. Events can be configured to trigger alerts by themselves, and/or be used in combination with other
events to trigger Smart Alerts.

The Unix or Linux machine to receive the commands must be configured to receive them before these commands will work. See
“More on SSH Commands” on page 102 for instruction to setup the Unix or Linux machine.
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More on Logical Functions

Using Logical Functions, you can select how to use or not use the reported state of an Event. You can combine the information
from multiple Events to achieve an end result.

Event Delay Use the “Alel’t State” of a sensor to trigger the event | Manual LManua"y change
Event 1 (OR List) Logic | Override | Output Relay
. Function ; State
Event Delay Output
AND/ pu
Eventn = il |— OR/ SnaggAlert Relay
Event Delay . }h(.lgg.‘.-“
[ Event1 —"— (AND List) NAND Smart Alert
i | Notification
' Event Delay
[ Event n —{"~— "

Use the “Normal State” of a sensor
to trigger the event

Relay Logic Diagram for ENVIROMUX Series

® Events can be individually configured for any of the installed sensors.
@ All delays are configurable.

@ Events can be used directly or inverted.

@® Maximum number of Events “n” is 50.

@® Maximum number of Smart Alerts is 20.

Figure 119- Event Logical Function Diagram

Smart Alert Rules:
¢ Any configured Event can be applied to either the OR Events list or the AND Events list, or both lists.
e Events can be configured to be triggered by a sensor or monitored device in alert state or in normal state.
o Each list will generate an output value, the value to either send an alert (1), or not (0).

¢ If any Eventin the OR list is triggered, the output value of the OR list will be 1.
e All Events in the AND list must be triggered for the output value of the AND list to be 1.

The Logical Function combines the two values to determine if a Smart Alert should be sent, as detailed in the table below:

OR AND Logical Smart Alert OR  AND | Logical Smart Alert
List List Function = Generated List List Function | generated

0 0 OR No 0 0 NOR Yes

1 0 Yes 1 0 No

0 1 Yes 0 1 No

1 1 Yes 1 1 No

0 0 XOR No 0 0 NAND Yes

1 0 Yes 1 0 Yes

0 1 Yes 0 1 Yes

1 1 No 1 1 No

0 0 AND No

1 0 No

0 1 No

1 1 Yes

Example: If the OR list value is at 0, and AND list value is at 0, when the Logical Function is set to OR a Smart Alert will
NOT be generated.

107



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

OR List
Event 1-Triggered
Event 2-No Trigger

AND List

Event 3-Triggered
Event 4-No Trigger

OR List

Event 1-Triggered
Event 2-No Trigger

Output
—> Value
is1

Output
— Value
is0

Output
—* Value
is1

AND List
Event 3-Triggered
Event 4-No Trigger

Output
—> Value
is0

OR List

Event 1-Triggered
Event 2-No Trigger

Qutput
—» Value
is1

AND List

Event 3-Triggered
Event 4-Triggered

Output
— Value
is1

Logic
Function
OR

e

Logic
Function
AND

—>

Logic
Function
XOR

—

OR List
Event 1-No Trigger
Event 2-No Trigger

Smart Alert
Generated

No
Smart Alert

No
Smart Alert

AND List

Event 3-Triggered
Event 4-Triggered

OR List

Event 1-No Trigger
Event 2-No Trigger

Output
—» Value
is0

Output
—> Value
is1

Output
—> Value
is0

AND List

Event 3-No Trigger
Event 4-No Trigger

Output
—> Value
is0

OR List
Event 1-Triggered
Event 2-No Trigger

Output
— Value
is1

AND List
Event 3-Triggered

Event 4-No Trigger

Output
—* Value

is0

Figure 120- Examples of Smart Alert conditions

Logic Smart Alert

F;g?;lon —»| Generated

Logic Smart Alert

Fﬁ‘:ﬁtéon —»| Generated
Logic No
Function | —»| smart Alert
NOR
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LOG

From the Log section there are three sub sections for configuring the ENVIROMUX:

Log View Event Log | View a log listing the date and time of events such as startups, shut downs,
: user logins
VEnEen T View Data Log View data readings from sensors and IP addresses
View Data Log View USB Data | View data readings that have been saved to a connected USB flash drive-
View USB Data Log 9 Up to 1000 files will be displayed.
_ View USB View images that have been saved on a connected USB flash drive-
Vet iiages Images A list of up to 1000 jpg images will be displayed
Log Settings Log Settings Configure how the logs are sent to users, how they handle reaching capacity,
which users will be notified that it has reached capacity, and how they will be
notified

View Event Log

The Event Log provides the administrative user with a listing of many events that occur within the ENVIROMUX. The event
log will record the date and time of:

e each ENVIROMUX startup,
e each user login and logout time,

e any time an unknown user tries to login,
e sensor and IP device alerts
e an alert handled by a user

Event log

Jump to page: | 1 %] Entries per page: | 20.2]

Showing Entries 1-4 of 4 Event Log Free Space: 99.6%

Select all > Date fTime Type value Message
r 09-08-2009 12:14:04 AM  Start-up . Systern start-up
o 09-08-2009 12:21:30 AM  Logn i User root logged in via web inbarface

Previous MNext

Delete Selected | Clear Log |

Download Event Log ]

Figure 121- Event Log page

From the Event Log page the administrative user can view the logs, select specific logs to be deleted or press Clear Log to delete
them all. The number of entries per page can be changed for the user’s reading preference. Navigating between pages is as
easy as clicking Previous or Next buttons, or jumping to a specific page if you know where the log entry you are interested in is
listed.

To clear only specific log entries, place a checkmark in each line item to be deleted, and press Delete Selected. To select all
entries at once, place a checkmark in the uppermost box. Before deleting, the user may want to save the log for future reference
and to make space for more logs by downloading the event log to a file on a PC. Press Download Event Log to save the log file
before clearing it.
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Example of an Event Log Message:

TIME: 07-27-2012 02:15:44 AM
ENTERPRISE: E-16D Unit 1
LOCATION: Engineering

BRANCH: RACK: CONTACT: NTI

DESCRIPTION: Temperature 1
CONNECTOR: 1
TYPE: Temperature

MESSAGE: Sensor value crossed over non-critical thresholds

VALUE: 85.0F

View Data Log

The Data Log provides the administrative user with a listing of all the readings taken by the ENVIROMUX pertaining to the
sensors and IP Devices being monitored. The event log will record the date and time of each reading.

Data log

Jump to page: Iﬂ Entries per page: Iﬂ‘ﬂ

~/Showing Entries 1-4 of 4 Data Log Free Space: 99.6%

Select all

—>

oanono

Date /Time

09-08-2009 12:41:13 AM
09-08-2009 12:41:30 AM
09-08-2009 12:41:54 AM
09-08-2009 12:42:13 AM

Delete Selected ] l Clear Log l

Data Log Format CSV -

Type

Temperature Combo
Hurmidity Combo

1P Device

IP Device

Select the data log format to download l Download Data Log

value
29.2C
30.6%
Responding
Responding

Figure 122- Data Log page

Description

Undefined #1

Undefined #1

ENVIROMUX-MINI-no.1

ENVIROMUX-MINI-no.2
Prewvious MNext

From the Data Log page the administrative user can view the logs, select specific logs to be deleted or press Clear Log to delete

them all.

The number of entries per page can be changed for the user’s reading preference. Navigating between pages is as

easy as clicking Previous or Next buttons, or jumping to a specific page if you know where the log entry you are interested in is

listed.

To clear only specific log entries, place a checkmark in each line item to be deleted, and press Delete Selected. To select all
entries at once, place a checkmark in the uppermost box. Before deleting, the user may want to save the log for future reference
and to make space for more logs by downloading the event log to a file on a PC. Choose the Data Log Format (CSV or Tab
Delimited), then press Download Data Log to save the log file before clearing it.

Example of a Data Log Message:

TIME: 07-27-2012 09:12:28 AM
ENTERPRISE: E-16D Unit 1
LOCATION: Engineering
BRANCH: Bldg. B

RACK: IPMI

DESCRIPTION: ACLMV 6 Main
TIME:07-27-2012 09:12:28 AM
TYPE: ACLM-V AC Voltage 1
VALUE:115.5V
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View USB Data Log

If any Data Logs have been saved to the USB flash drive connected to a USB port on the ENVIROMUX, a list of those logs can
be viewed and opened for review.

USB data log

Administration Jump to page: 1 - Entries per page: 20 ~

| [~] showing Entries 1-2 of 2

Hg | Log file name
View Event Log 0 sems16lx-datalog-10132017144711.lo
i sems16lx-datalog-10122017101715.log
View Data Log [ sems16lx-datalog-10122017101715.lo

Previous Next
View USB Data Log

View USB Images

Log Settings Delete All
Logout Download USB Log Files

© 2012, 2017 Network Technologies Inc. All rights reserved.

Opening sems16lx-datalog-10132017144711.log ﬂ

You have chosen to open:

| semsl6ix-datalog-10132017144711.log

which is: Text Document (61.6 KB)
from: http://192.168.3.83

What should Firefox do with this file?

'penw Notepad (default) -

(") Save File

[] Do this automatically for files like this from now on.

[ OK ] l Cancel

Figure 123- View Saved USB Data Log

View USB Images

If any IP camera images have been saved to the USB flash drive connected to the ENVIROMUX, a list of those images, up to 20
at a time, will be displayed. Click on an image to view it.

To delete specific images from the flash drive, place a checkmark in the box on the left side and click “Delete Selected”, or, to
erase them all select “Delete All".

To open more than one image sequentially or download them as a group, place a checkmark in several images and select
“Download JPG Images”. You will be prompted to either open the images or download them to your PC.
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Log Settings

USB images

Jump to page:

1

~ Entries per page: 20 ~

[~ Showing Entries 1-20 of 877

Delete Delete All

Download JPG Files

JPG file name

10132017135524Trendnet TV-IP662PL.jpg
1013201713551 2Trendnet TV-IP662PL.jpg
10132017135500Trendnet TV-IP662PL.jpg
10132017135445Trendnet TV-IP662PL.jpg
10132017135407Trendnet TV-IP662PL.jpg
10132017135346Trendnet TV-IP662PL.jpg
10132017135252Trendnet TV-IP662PL.jpg
10132017135103Trendnet TV-IP662PL.jpg
10132017135022Trendnet TV-IP662PL.jpg
10132017134925Trendnet TV-IP662PL.jpg
101320171344 30Trendnet TV-IP662PL.jpg
10132017134306Trendnet TV-IP662PL.jpg
10132017134230Trendnet TV-IP662PL.jpg
10132017134144Trendnet TV-IP662PL.jpg
10132017134132Trendnet TV-IP662PL.jpg

10132017133322Trendnet TV-IP662PL.jpg
10132017133300Trendnet TV-IP662PL.jpg

10132017133250Trendnet TV-IP662PL.jpg
10132017133220Trendnet TV-IP662PL.jpg
10132017133145Trendnet TV-IP662PL.jpa

Figure 124- View Images saved on USB Flash Drive

Previous Next

The Log Settings page (Figure 125) provides settings for how the ENVIROMUX will react when its Data and Event logs reach
capacity.

The Event Log settings include a Logging Level that can be configured to log different amounts of information:

Error : shows only system errors (like sending e-mail failures or SMS)

Alert: shows recorded system errors and alert messages

Info: In addition to all of the above, the log will show less relevant information: user login/logout for example
Debug: shows more frequent and detailed errors however the log will fill up much more rapidly

Log can be assigned to multiple groups and any user that receives messages from those groups can be notified when capacity is
being reached. The log can be set to either:

e Discontinue- stop logging information

e Clear and restart- delete all log entries and restart with new entries
e Wrap- continue logging but delete the oldest entries so new ones can be recorded
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The Data and/or Event log can be
set to send alerts to users via
email, syslog, SMS and/or SNMP
traps once it has reached 90% of
capacity, allowing them time to
react.

The Data log can also be set to
send log entries via email, syslog,
SMS and/or SNMP traps to users
in addition to the entries it
records internally. Enable
Remote Logging for email,
syslog, or SNMP as desired.

Log Settings

| |~ Event Log Settings

Logging Level

Logs

Internal Sensors

External Senors

Digital Inputs

IP Devices

IP Sensors

Output Relays

Power Supplies

Overflow Action

Enable Syslog Alerts

Enable SNMP Traps

Enable E-mail Alerts

Enable SMS Alerts

Debug ~
Select logging level

Sends notifications for Group 1
Sends notifications for Group 2
Sends notifications for Group 3
Sends notifications for Group 4
Sends notifications for Group 5
Sends notifications for Group 6
Sends notifications for Group 7

Sends notifications for Group 8

Wrap -
Choose the action to take when the event log overflows

When event log reaches 90% of capacity, send alerts via syslog

]

When event log reaches 90% of capacity, send alerts via SNMP traps

When event log reaches 90% of capacity, send alerts via e-mail

When event log reaches 90% of capacity, send alerts via SMS

[~ Data Log Settings

Logs

Internal Sensors

External Senors

Digital Inputs

IP Devices

IP Sensors

Output Relays

Power Supplies

Overflow Action

Enable Syslog Alerts

Enable SNMP Traps

Enable E-mail Alerts

Enable SMS Alerts

Enable Syslog Remote
Logging

Enable SNMP Remote

Logging

Enable E-mail Remote
Logging

[
Sends notifications for Group 1

Sends notifications for Group 2
Sends notifications for Group 3
Sends notifications for Group 4
Sends notifications for Group 5
Sends notifications for Group 6
Sends notifications for Group 7

]

Sends notifications for Group 8

Wrap -
Choose the action to take when the data log overflows

When data log reaches 90% of capacity, send alerts via syslog
When data log reaches 90% of capacity, send alerts via SNMP traps
When data log reaches 90% of capacity, send alerts via e-mail
When data log reaches 90% of capacity, send alerts via SMS

Send data log entries via Syslog messages

O
Send data log entries via SNMP Traps

Send data log entries via e-mail

= Log To USB Flash Settings

Figure 125- Log Settings page

113



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Log to USB Flash Settings

Event and Data log messages are automatically sent to users as configured above in addition to being recorded in the logs. The
logs can also be downloaded as a tab-delimited plain text file. If a USB flash drive is present (it doesn’t matter which of the 4 ports
it is plugged-into), logs will also be recorded on the flash drive to make them portable provided the feature is enabled.

The number of logs that can be recorded depends on the capacity of the flash drive installed. To begin recording to the flash drive,
first connect a flash drive to an available USB port on the ENVIROMUX. Then change “Unmount” to “Mount” and click
“Save”. Then place a checkmark in the “Enable Log to Flash drive” box and click “Save” again.

Log Settings

| [+] Event Log Settings |

|l Data Log Settings Apply a checkmark in the Enable Log
to Flash drive box, click “Save”, select
“Mount” to enable the recording of
Enable Log to Flash drive  [v] 4'/ logs to the flash drive and click

Enable log to USB flash drive. Dis this boforess ©Gaye” again.

| [~/ Log To USB Flash Settings

USB Flash Drive Mount

If a flash drive is not detected, unplug and plug back in

Figure 126- Mount a USB Flash Drive

Note: Only 1 flash drive can be connected to the ENVIROMUX at a time.

Note: If the “Overflow Action” under Data Log Settings is set to “Discontinue Log”, then logging to the flash drive will
also be stopped when the data log has reached capacity.

Note: The file system of the flash drive must be formatted FAT32 (not NTFS). Make sure there is plenty of space on it.

To remove a flash drive from the ENVIROMUX,

1. Uncheck “Enable Log to Flash drive” and click “Save”,

2. Change “Mount” to “Unmount”.

3. Click “Save” again. Now it is safe to remove the flash drive.

Log Settings

! [+] Event Log Settings |

I [+ Data Log Settings |

| ==
| [~/ Log To USB Flash Settings '

Enable Log to Flash drive  [] Note: Be sure_to remove the
Enable log to USB flash drive. Disable this before ren]  checkmark, click “Save”, select

USB Flash Drive oG | “Unmount”, and click “ Save”
Total Capacity is 14938MB, free 14875MB again before removing a flash

drive from the ENVIROMUX.
Otherwise data on the drive

< may be lost.

Figure 127- Steps to unmount a flashdrive
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Administration

Suppor

The Support section of the menu includes two links, Manual and Downloads.

The Manual link will open the pdf manual for the ENVIROMUX on the NTI website.
You must have Adobe Reader installed on your PC to open this. Manual

The Downloads link will take you to the Firmware Downloads page for the ENVIROMUX on Downloads

the NTI website. All versions of firmware and MIB files for the ENVIROMUX will be found _
. . . Logout
there, available for immediate download to your PC.

Figure 128- Support

Logout
Monitoring
To logout of the ENVIROMUX user interface, click on the “Logout” section in the menu.

A gray menu label will drop down. Click on the gray label to be immediately logged out.
The login screen will appear, at which you can close your browser or log back in.

Administration

Figure 129- Logout
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FRONT PANEL CONTROLS AND LED INDICATORS

Front View of E-16D

Front View of E-5D

Alarm Test!

ENVIROMUX®  Rs232AUX Alarm Test/ n.uw nog e » 4
oV Power Silonce | meas 4
® 3A 0=1 Rasmle ]
2wrl Pwr2 .:l Defaults

UsB USB Davic:
.:mw Console F‘r ﬁ m
@ Prees st et Uss e SR
& elsal@si=Ill o
Ethernet * Fault
Restore Factory Defaults System Reset
. System Reset Restore Factory Defaults
Front View of E-2D
— DIGITAL IN_ =% QUTPUT
ENVIROMUX® _ el lh s BN SR .,
® i -1 AUX 500mA ®
rpoee =~ WD PWR Max.
— . P M (“.ntnmsg\ln RJ45 Sensors ? . .
® — e @ ® Alarm Test!/ Pwr
Ethernet USB Mi:esi\ Faull 3 2 Silence
System Reset Restore Factory Defaults Rear View of E-5D

Front Panel LED Status Chart

Figure 130- Front panel

LED Label Status Meaning
Pwr OFF No Power
Solid ON AC Power is ON
Blinking slowly AC Power has failed, Battery backup (pg. 117) is ON
(once /second) (The LED will not blink if the unit is powered OFF by the switch.)
Blinking rapidly Discovery Tool (pg. 28) is in use and communicating with the
ENVIROMUX
Low Batt OFF Battery is OK, AC power is ON
Solid ON Battery is below 12V and charging (no action required)
Blinking Battery has been disconnected (battery is below 10.7V), requires
attention, contact NTI
Check Log OFF No new messages in Data Log since last viewing
ON New message in Data Log-not an alert
Int Alert OFF No new alert message in Event Log re: internal sensors
ON New alert message in Event Log re: internal sensors
Ext Alert OFF No new alert message in Event Log re: external sensors
ON New alert message in Event Log re: external sensors
Fault ON A sensor has gone out of range of a configurable threshold

Note: When power is first applied to the E-2D or -5D, both the Power LED (green) and Fault LED (red) will illuminate for
the first 30 seconds of the boot process. After this the fault LED will turn OFF until a sensor alarm is generated which
will turn the fault LED back ON.

System Reset Button

A reset button is located on the front of the ENVIROMUX (see Figure 130). The button can be used to reboot/restart the firmware
of the ENVIROMUX. Pressing this button supersedes the use of the power on/off switch and battery backup to allow the firmware
to easily reboot in the event of a system lockup. To activate a reset, momentarily press the button with a pen or other small

pointed object.

The ENVIROMUX will reboot and be ready for login within its usual start-up time period.
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Alarm Test/Silence Button

A button is provided on the front of the E-16D and E-5D (and on the rear of the E-5D) to be used to test or to silence the alarm
siren when connected. To test the alarm function, press and hold the button for at least 2 seconds. The siren and beacon will
“alarm” until the button is released.  To silence an alarm, press and immediately release the button.

Restore Defaults Button

Another button is located on the front of the ENVIROMUX (see Figure 130). The button can be used to clear all configuration
changes and restore the ENVIROMUX to default settings including the administrative password. To use this button, press it with
a pen or other small pointed object and hold it for 5 seconds. The ENVIROMUX will reboot and be ready for login within its usual
start-up time period. If possible, consider saving the ENVIROMUX configuration before using this button (page 64).

BATTERY BACKUP

E-16D

E-16D has a rechargeable sealed lead-acid battery backup that will prevent the monitoring system from shutting down in the event
of a power failure.  Should a service power failure occur, the ENVIROMUX will continue to operate as normal for 1 hour
under full load and approximately 30 minutes after the "Low Bat" LED on the front panel (page 53) illuminates.

When the battery is not being used, it is being charged as long as line power is provided. It will take 24 hours for the battery to
fully charge from a fully discharged state. While charging the "Low Batt" LED will be solid ON.

If the power is ON and the battery is fully charged, the "Low Batt" LED will be dark.

If the battery fails to charge or if the battery's output voltage drops from 12VDC to below 10.7 volts, the "Low Batt" LED will blink.
The battery will automatically be disconnected from the system. If this happens, the battery must be replaced. Contact NTI to
arrange for return and service.

Note: While operating on the battery backup, to shut OFF the ENVIROMUX, switch the power switch to OFF and press
the System Reset button.

ACAUTION

RISK OF ELECTRIC SHOCK. Do not remove cover. No user serviceable components inside. All repairs and
maintenance must be performed by authorized service personnel only.

E-5DB / -2DB

E-5DB /-2DB has a rechargeable sealed lead-acid battery backup that will prevent the monitoring system from shutting down in
the event of a power failure.  Should a service power failure occur, the ENVIROMUX will continue to operate as normal for
2 hours under full load.

When the battery is not being used, it is being charged as long as line power is provided. It will take 24 hours for the battery to
fully charge from a fully discharged state.

ACAUTION

RISK OF ELECTRIC SHOCK. Do not remove cover. No user serviceable components inside. All repairs and
maintenance must be performed by authorized service personnel only.
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USB PORT

The ENVIROMUX are each equipped with USB Type A female ports on the front and rear panel for connection of a USB flash
drive, a GSM modem or for receiving alert messages via SMS, or a USB LCD Monitor (page 65).

e The ports are compatible with USB 2.0 Full Speed flash drives. When enabled (page 114) and with the USB flash drive
connected, the Event and Data Logs will be written to a text file on the flash drive in addition to the memory in the
ENVIROMUX.

¢ When a modem is connected (page 17), it will automatically be sensed by the ENVIROMUX (page 68).

e When an USB LCD monitor is connected, and a selection is made as to what will be viewed on the monitor (page 65),
the ENVIROMUX will automatically send video to the connected monitor.

Supported
USB Devices

Figure 131- USB Flash Drive/Modem/LCD Monitor port

To enable recording logs to a flash drive,
1. Connect a FAT32 formatted flash drive to an available USB port on the ENVIROMUX. Make sure there is plenty of space on it.

2. Apply a checkmark to the check box “Enable Log to Flash Drive”, click “Save”, change “Unmount” to “Mount” and click “Save”
again on the Log Settings page (page 114).

While the flash drive is present, the Event and Data Logs will be written to a text file on the flash drive in addition to the memory in
the ENVIROMUX.

Note: When using the USB port with a flash drive, be sure to remove the checkmark from the “Enable Log to Flash Drive”, click
“Save”, change “Mount” to “Unmount” and click “Save” again in the Log Settings page (page 114) before removing the flash drive
from the port. Failure to do so may result in a loss of data stored on the drive.

Note: Only 1 flash drive can be connected to the ENVIROMUX at a time. Additional drives will be ignored.

Note: The file system of the flash drive must be formatted FAT32 (not NTFS).

SERIAL CONTROL

The ENVIROMUX can be controlled serially through a text menu using one of these methods:
— aterminal program (e.g. HyperTerminal) from a PC connected to the RJ45 “RS232” port (page 15),
— aterminal program from a PC connected to the USB “Console” Port (page 15),
Telnet protocol using an Ethernet connection (page 16),

— SSH protocol using an Ethernet connection (page 16).

Either of these methods will work to access the ENVIROMUX text menu. The text menu can be used to control most functions of
the ENVIROMUX as an alternative to the Web Interface (page 29). For more on using the text menu, see the Serial Control
Manual.
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MOBILE SUMMARY PAGE

The user can login to the ENVIROMUX through the browser on a smart phone or similar device to view a Summary Page for the
sensor status (below). To login, type the current IP address of the ENVIROMUX into the address bar of the browser (default IP

address used in the example below):

[http://192.168.1.21/

Note: The ENVIROMUX must have a public accessible IP address for this to work or your browsing device must

connected to the same local network as the ENVIROMUX.

Note: If the HTTP Server Port number is changed (page 73) from port 80 (default), then the port number will need to be
added to the IP address (i.e. if the port number is changed to 95, then the IP address would be http://192.168.1.21:95)

A log in prompt requiring a username and password will appear:

Username = root

Password = nti
(lower case letters only)

Note: usernames and passwords are case sensitive

With a successful login, a screen similar to the following will appear.
This is the only information that can be accessed through the interface.
Select “Refresh” to refresh the information on the display. Select “Log
out” when you are finished viewing the information. For access to the
complete web interface, select “Full Version”.

Note: The display will refresh automatically every 15 seconds

® 147.0.27.197/m.login.asp [4

ENVIROMUX-16D

Username:

| |

Password:

Login

Figure 132- Mobile Login page

#8000 Verizon F 3:03PM

147.0.27.197

B ASE=& - NETWORK
ﬁ‘jﬂ - TECHNOLOGIES
- INCORPORATED

ENVIROMUX-16D

Refresh | Full Version | Logout

10-31-2017 02:45:09 PM

Internal Temperature 87.1F
Internal Humidity 25.0%
Battery 13.7V
Office Temperature 68.5F
Office Humidity 28.0%
Computer Lab Temperature 70.8F
Computer Lab Humidity 31.2%
Server Rack Temperature 75.1F
Server Rack Humidity 25.7%
Equipment Lab 1 Temperature 75.2F
Equipment Lab 1 Humidity 25.7%
Equipment Lab 2 Temperature 79.7F
Equipment Lab 2 Humidity 23.0%
Computer Lab Water Sensor Open
Computer Lab Motion Detector Open
Computer Lab Lights 235.6Ix

Equipment Lab 1 Water Sensor Open
Eauioment Lab 2 Water Sensor Open

< > M

Figure 133- Mobile Summary page
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Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

!
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JSON APl SUPPORT

Support has been built into the ENVIROMUX firmware to use JSON API to poll sensors using HTTP protocol like cURL command.
To automate the interface between servers and the ENVIROMUX and provide data, the following instruction is provided.

Using cURL

Step 1: Get the session cookie by a HTTP POST request:

Get session cookie by sending ‘'username' and 'password' in POST body to endpoint ‘/goform/login’. We'll receive a JSON
response with the 'sessionld' as a 'cookie' variable

Request:
curl -X POST -d "username=root&password=nti" http://192.168.3.216/goform/login
Response:

{ "success":"true", "cookie":"sessionld=cm9vdDpudGk6MTA="}

Step 2: Get the sensor details using appropriate end point and by providing the session cookie in header.
Example with Endpoint of /json/get/applSens.json:
Request:

curl -v -H "Host: 192.168.3.216" -H "Cookie: sessionld=cm9vdDpudGk6MTA" http://192.168.3.216/json/get/applSens.json

Response:

Please refer to page 117 for example of the response format.

Using HTTP browser as an example

First login to the ENVIROMUX from the web browser. Then enter any of the listed requests in the URL bar to be provided with
the desired information.

Note: Command syntax is case sensitive.

List of available APl endpoints:

IPADDRESS/json/get/applSens.json - for Internal Sensors
IPADDRESS/json/get/appESens.json - for External Sensors
IPADDRESS/json/get/appDiginp.json - for Digital Inputs
IPADDRESS/json/get/applpdev.json - for IP Devices
IPADDRESS/json/get/appEvents.json - for Events
IPADDRESS/json/get/appSmalerts.json - for Smart Alerts
IPADDRESS/json/get/appNetwork.json - to get Network Settings
IPADDRESS/json/get/appDevice.json - to get Device Settings
IPADDRESS/json/get/appAll.json - to get all of the above information in one API

The tables on the following page provide definitions for the Type and Status numbers that will be provided. See Figure 134 for an
example of a json response via HTTP.
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Sensor ID Definitions:

Sensor Type ID [Sensor Type Sensor Type ID | Sensor Type Sensor Type ID| Sensor Type
0 ID_UNDEFINED 20 ID_PING 42 ID_ACLM3_C
1 ID_TEMPERATURE 21 ID_NOT_RESPONDING 43 ID_ACLM3_W
2 ID_HUMIDITY 22 ID_LIGHT 44 ID_ACLM3_VAR
3 ID_POWER 23 ID_TEMPERATURE_EX 230 ID_POWER_SUPP
4 ID_LOW_VOLTAGE 24 ID_DEWPOINT 513 ID_TEMP_HUM
5 ID_CURRENT 25 ID_NLS 540 ID_TEMP_HUM_EX2
6 ID_ACLM_V 26 ID_TAC_DIO16 552 ID_TEMP_HUM_EX3
7 ID_ACLM_V_OF_P 27 ID_HUMIDITY_D 771 ID_POW_POW
8 ID_ACLM_P 28 ID_TEMPERATURE_EX2 1285 ID_CURR_CURR
9 ID_WATER 29 ID_TAC_DIP1 1028 ID_LOWV_LOWV
10 ID_SMOKE 30 ID_AIR_VELOCITY 1542 ID_ACLM_V_V
11 ID_VIBRATION 31 ID_DUST 1800 ID_ACLM_P_V
12 ID_MOTION 33 ID_RTD_TRANSMITTER 6913 ID_TEMP_HUM_D
13 ID_GLASS 35 ID_FREQUENCY 32769 ID_TEMP_COMBO
14 ID_DOOR 36 ID_AC_V 32796 ID_TEMP_COMBO_EX2
15 ID_KEYPAD 37 ID_AC_C 32808 ID_TEMP_COMBO_EX3
16 ID_PANIC_BUTTON 38 ID_DC_V 32770 ID_HUM_COMBO
17 ID_KEY_STATION 39 ID_DC_C 32767 ID_CUSTOM
18 ID_DRY_CONTACT 40 ID_TEMPERATURE_EX3 9767 ID_DCLM6
19 ID_DIG_INPUT 41 ID_ACLM3_V 9253 ID_ACLM3

Sensor Status ID

Sensor Status

Sensor Status ID

Sensor Status

0 STATUS_NOTCONNECTED 6 STATUS_DISCONNECTED
1 STATUS_NORMAL 7 STATUS_TAMPER_ALERT
2 STATUS_WARNING 8 STATUS_PREDIZZY

3 STATUS_ALERT 9 STATUS_DIZZY

4 STATUS_ACKNOWLEDGED 10 STATUS_IN_USE

5 STATUS_DISMISSED 11 STATUS_NOT_USED
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HTTP Example:
Entered into the browser URL bar:  <IP Address>/json/get/appESens. json

Response:

File Edit View History Bookmarks Tools Help

ENVIROMUX-5D - Summary X  ENVIROMUX-2DB - Update Firmw= % [REFAIEEEINEIE R ot AR
« = C (D 192.168.3.81/json/get/appESens json e @ | | Q Seqrch n e oa =
£F Most Visited @ Getting Started =] Web Demo Units
J50N  RawData  Headers
| save Copy Filter JSON
v data: i
v esens:
va:
idx: ]
desc: "E-SDEL STHSB Temperature 1"
type: 513
unit: @
wal: "26.32 C"
status: 1 =
v1:
idx: 1
desc: "E-SDEL STHSB Humidity 1"
type: 513
unit: ]
val: *22.23 %"
status: 1
b H L
idx: lege
desc: "E-SDEL STHSB Dew Point 1"
type: 24
unit: a
val: “3.e4 C*
status: 1
3
idx: 2
desc: “"E-SDEL STHS-LCD Temperature 2"
type: 552
unit: e
val: *25.19 C*
status: 1
va4:
idx: 3
desc: “E-SDEL STHS-LCD Humidity 2*
type: 552
unit: a
val: *33.15 %"

Figure 134- Example JSON Response for External Sensors shown on browser
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cURL Example:

Entered at the command line after getting sessionld:

curl -v -H
http://192.168.3.216/json/get/appAll.json

"Host: 192.168.3.216" -H ""Cookie: sessionld=cm9vdDpudGk6MTM"

Response:

o P P P P R N NN N R R K

IH
uwdGk6MTHM="" http:--1922_.168.3.216-json get appAll. json

scurl-7.57 . Bssrcicurl —w —H "Host:192.168.3.216" -H “Cookie: ionld=cm?uwdDpjl

Trying 192.168.3.216...
TCP_NODELAY set
Connected to 192.168.3.216 ¢192.168.3.216)> port B8O (H6D>
GET ~jsonA/getsappAll.json HTTP-1.1
Host:192_.168.3.216
User—Agent: curl/?.57.8
Accept: =*/x
Cookie: sessionld=cmn?vdDpudGk6MTHM= I

HITP 1.8. assume close after hody

HTITP-1 .8 288 OK

Server: GofAhead-Uebs

Pragma: no—cache

Cache—control: no—cache

Content—-Type: application/json; charset="UTF-8"

"data': {
"allv: [{
"device™:{
"unit": “E-16D—-48U",
": "ENUIROMUE-16D".
=, 57 mins'.

B8:AC:-82AF:B2:A9",

1.
"192.168.3.216".
255 _255_255 8",
192.168.3.3",
1 "192.168.1.52",
§ vdns2": "166.102 165 11"
"izenz'":[{

m

VE-16D-48U Internal Humidity®.

3

12.24 »",
“"status": 1

Tidx':

VE-16D-48U Input Uoltage".

Temperature 1".

Humidity 1".

Dew Point 1%,

Temperature 2",

Figure 135- Example JSON Response for all information using cURL
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MODBUS TCP/IP SUPPORT

The ENVIROMUX is equipped with Modbus TCP/IP support to enable PLC controls to read the value/state of sensors and read
and command the state of relays. Using the Modbus communication protocol devices can be programmed over TCP/IP to treat
the ENVIROMUX as a Modbus slave device reacting to readings from available sensors and controlling relays as needed.

Modbus TCP Function Codes Definition

Function Code Name Usage

01 Read Coils Read the state of Output Relays

02 Read Discrete Inputs Read the state of Digital Inputs

04 Read Input Registers Read Internal/External Sensors floating point values

05 Write Single Coil Write data to force Output Relay Active/Inactive

15 Write Multiple Coils Write data to force multiple Output Relays Active/lnactive

Function Code 01 - Read the state of Output Relays

Description:
Function code 01 is used to read the status of Output Relays (Active/lnactive) of the E-xD slave device in a binary data format.

Query:

Device ID Function Starting Starting Quantity of Quantity of CRC CRC
(0,1 or 255)  Code Address High  Address Low  coils High coils Low

Response:

The Relay Outputs status in response message is packed as one Relay Output per bit of data field. The first Relay Output
addressed by Starting Address is the LSB. A value of “1” for a bit means that the relay is INACTIVE while “0” means relay

ACTIVE.

Mapping:

0 Relay Output #1 Relay Output #1 Relay Output #1
1 Relay Output #2 Relay Output #2 N/A

2 \ Relay Output #3 N/A \ N/A

3 Relay Output #4 N/A N/A

4 Remote DO #1-1 Remote DO #1-1 Remote DO #1-1
19 Remote DO #1-16 Remote DO #1-16 Remote DO #1-16
20 Remote DO #2-1 Remote DO #2-1 Remote DO #2-1
35 Remote DO #2-16 Remote DO #2-16 Remote DO #2-16
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Mapping (Cont’d):

Coil # (Address)

. N/A
4+(M-1)*16+N-1 | Remote DO #M-N Remote DO #M-N | N/A
| | N/A

68 Remote DO #5-1 Remote DO #5-1 ‘ N/A

| N/A

83 Remote DO #5-16 Remote DO #5-16 N/A

244 ~ Remote DO #16-1 N/A N/A

N/A N/A

259 ~ Remote DO #16-16 N/A N/A

Function Code 02 - Read the state of Digital Inputs

Description:
Function code 02 is used to read the status of Digital Inputs (Open/Closed) of the E-xD slave device in a binary data format

Query:
Device ID Function Starting Starting Quantity of Quantity of CRC CRC
(0,1 or 255) Code Address High Address Low inputs High inputs Low
Response:

The Relay Outputs status in response message is packed as one Digital Input per bit of data field. The LSB of the first data byte.
The other inputs follow toward the high order end of this byte, and from low order to high order in subsequent bytes. If the returned
input quantity is not a multiple of eight, the remaining bits in the final data byte will be padded with zeros (toward the high order
end of the byte). The byte count field specifies the quantity of data.

A value of “1” for a bit means that the corresponding Digital Input is “Open”, a value of “0” means it is closed.

Device ID Function Byte Count Data Data CRC CRC
(0,1 or 255) Code
Mapping:

put # (Addre 6D D D
0
1
2
3
4
5 N/A N/A
6 N/A N/A
7 N/A N/A
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Mapping (Cont’d):
Input # (Address)

E-16D

E-5D

E-2D

8 Remote DI #1.1 Remote DI #1.1 Remote DI #1.1
23 Remote DI #1.16 Remote DI # 1.16 Remote DI #1.16
24 Remote DI #2.1 Remote DI #2.1 ‘ Remote DI #2.1
39 Remote DI #2.16 Remote DI #2.16 Remote DI #2.16
| N/A
8+M-1)*16+N-1 Remote DI #M.N Remote DI #M.N ‘ N/A
| N/A
72 Remote DI #5.1 Remote DI #5.1 ‘ N/A
| N/A
87 Remote DI #5.16 Remote DI #5.16 ‘ N/A
248 Remote DI #16.1 N/A | N/A
N/A | N/A
263 Remote DI #16.16 N/A | N/A

Function Code 04 - Read Internal/External Sensors floating point values

Floating Point Format

The values of analog sensors are in floating point format. For this reason, two 16-bit registers are used to represent the value of
each sensor. The format is IEEE 32-bit Floating Point Big Endian with byte-swapped (the order of bytes is 3,4,1,2)

Description:

Function code 04 is used to read the values of Internal Sensors and External Sensors. If external sensors are of a contact type, a
value of 0.0 will represent a closed contact and a value of 1.0 will represent an open contact. Two consecutive 16-bit registers are
used for each sensor.

Query:
Device ID Function Starting Starting Quantity of Quantity of CRC CRC
(0,1 or 255) Code Address High Address Low  Inputs High Inputs Low

Note: because two registers are needed to represent any sensor in Input Registers, the Quantity of Inputs value should be the
double of the number of sensor to read.

Response:

The sensors value in response messages are packed as IEEE 32-bit Floating Point Big Endian format and they use 4 bytes for
each value. The Modbus protocol has a single byte count which represents the number of 16 bits register. Because of this, the
protocol can process up to maximum 64 floating point values in a single request.

Device ID Function
(0,1 or 255) Code

Byte Count Data Data CRC CRC
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Mapping:
Input # (Address)

© 00 N O O b~ W N+, O

R R =
A W N P O

3+2*(M=1)+N-1

33
34
35
36
37

38
39
40
41
42
43
44
45

46

3B5+2*M-1)+N-1

65

66

67

External Sensor #1.1

External Sensor #1.2
External Sensor #2.1
External Sensor #2.2
External Sensor #3.1
External Sensor #3.2
External Sensor #4.1
External Sensor #4.2
External Sensor #5.1
External Sensor #5.2
External Sensor #6.1

External Sensor #6.2

External Sensor #M.N

External Sensor #16.1

External Sensor #16.2

Auxiliary Sensor #16.2

Tachometer #1
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N/A
External Sensor #1.1
External Sensor #1.2
External Sensor #2.1
External Sensor #2.2
External Sensor #3.1
External Sensor #3.2
External Sensor #4.1
External Sensor #4.2
External Sensor #5.1
External Sensor #5.2
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Tachometer #1

N/A

N/A
External Sensor #1.1
External Sensor #1.2
External Sensor #2.1
External Sensor #2.2

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Tachometer #1
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Write data to force multiple Output Relays Active/lnactive

Description:
Function code 15 is used to force the status of Output Relays (Active/lnactive) of the E-xD slave device in a binary data format.

Query:
Device ID Function Starting Starting Quantity of Quantity of Byte Count Data
(0,1 or 255) Code Address Address coils High coils Low (N)
High Low
Data Data CRC CRC

N in Byte Count field is Quantity of Coils / 8 (if the remainder is different of 0, add 1).
The Relay Outputs status in data field(s) is packed as one Relay Output per bit of data field. The first Relay Output addressed by
Starting Address is the LSB. A value of “1” for a bit means that the relay is INACTIVE while “0” means relay ACTIVE.

Response:
The Relay Outputs status in response message has the following format:

Function Code Starting Starting Quantity of Quantity of CRC CRC
Address High Address Low Inputs High Inputs Low

Mapping:

The mapping of output relays is the same as for Function Code 01

128



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

HOW TO SETUP EMAIL

Use this guide to assist in the configuration of the ENVIROMUX to send email messages.

1. Apply a valid email address for the ENVIROMUX to the Enterprise Setup Page (see page 68).

Enterprise Configuration

|E| Enterprise Settings

EEREIEE FENTE | Server Room E-MINI-LY]
Mame to identify this unit

Location | MTI |

Location/address

Contact |BaIES |
Contact person
Phone | 330-556-6555 |
Phone number of contact person
E-mail NTI@Gmailcom |

E-rnail address for messages sent from this unit

Note: When authentication is required (check your email server requirements) the Username and Password applied on
the Network Configuration page must be for the user’s email address applied in the Enterprise Setup Page. If no
authentication is required, the Username and Password fields can be left empty.

Network Configuration

‘ IPv4 Settings ‘

‘ IPV6 Settings ‘

‘ [~/ SMTP Settings ‘

SMTP Server smtp.gmail.com

SMTP server used when sending e-mails
Port 587

SMTP server port

Use SSL a
SMTP server requires the use of SSL
Use STARTTLS
SMTP server requires the use of STARTTLS |f the SMTP server requil’eS XOAUTH
Use XOAUTH2 P . . . . -
SMTP server requires XOAUTH2 < authentication (i.e. possibly Gmail), refer
Use Authentication to page 72 for proper setup instruction.

SMTP server requires authentication to send e-mail

Username user@gmail.com
Username for sending e-mails

Password sessscad

Password for sending e-mails

‘ XOAUTH Settings

‘ Server Settings

‘ SNMP Settings ‘

‘ 3G Data Connection

Save

Figure 136- Example of configuration for Gmail server
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2. Fill in Network Page (page 71) with valid information:
A. SMTP Server - check with your service provider as to what this should be.
Sometimes it is just the name of the provider (gmail.com), sometimes characters are added (mail.gmail.com,
smtp.gmail.com, smtp-mail.gmail.com, etc)

B. The default port is 25. If authentication is required, a different port number may be required. Check with
your service provider.

C. Check “Use SSL" if your SMTP server requires SSL.
D. Check “Use STARTTLS” if your SMTP server requires STARTTLS.
E. Check “Use Authentication” if SMTP server requires authentication to send emails.
a. If required, Enter “Username” and “Password” that has been assigned to ENVIROMUX.

Make sure they apply to the email address applied in the Enterprise Setup Page.

Example: username@gmail.com  Most servers (not all, check with your service provider) use just the characters in front of
the “@” for your Username on the account. These, and only these characters should be entered into the “Username” block.

Note: If the SMTP server requires XOAUTH authentication (i.e. possibly Gmail), refer to page 77 for proper setup
instruction.

Note: Passwords are case sensitive. Be sure to apply the password exactly as it is required by the server.

3. Verify User is configured to receive notifications for at least one sensor group as well as having “E-Mail Alerts” selected
and a valid E-Mail address to send the notifications to.

Configure User

| ¥ Account Settings ‘

| =l Group Settings \

Group 1
User receives notifications for Group 1

Group 2

User receives notifications for Group 2
Group 3

User receives notifications for Group 3
Group 4

User receives notifications for Group 4
Group 5

User receives notifications for Group 5
Group 6

User receives notifications for Group 6
Group 7 D

User receives notifications for Group 7
Group 8

User receives notifications for Group 8

| = contact Settings

E-mail Alerts
User receives alerts via e-mail

Brief E-mail
User receives brief e-mail

E-mail Address user@gmail.com
E-mail address for the user

Syslog Alerts
User receives alerts via syslog

SNMP Traps B
User receives alerts via SNMP traps

Syslog/SNMP IP Address
IP address where syslog messages/SNMP traps are sent for this user

SMS Alerts
User receives alerts via SMS

SMS Number

Phone number where SMS messagess are sent for this user

|F:]Sl:hedule Settings ‘

[
| */ SNMP Settings ‘
|

Figure 137- Configure user to receive alerts via email

130



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

Email Settings to be used in conjunction with Office 365

1. Enter on the Enterprise page (page 68) the full Office 365 account e-mail address being used.

2. On the Network > SMTP settings page (page 72) enter the following settings:

e SMTP Server:  smtp.office365.com

e Port: 587
e Select: STARTTLS
e Select: Use Authentication
e Username: This should be the full user account e-mail address. This must be the same username as
applied on the Enterprise Settings
O Note: This is case sensitive! screen (page 113)
e  Password: This should be the user account password

O Note: This is also case sensitive
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HOW TO SETUP SNMP

Follow these steps to prepare the ENVIROMUX to send SNMP traps to ENVIROMUX users.

Under Network Settings:

1. Enable the proper SNMP Agent type (v1/v2c , vl/v2c/v3, or just v3) depending upon what type of SNMP browser you use.
e vl1/v2c = no security required
e vl/v2c/v3 = messages with or without security
e Vv3=only secure messages will be sent

2. Place a checkmark in “Enable SNMP Traps”.
3. Enter names for the Read-write community and Read-only community (usually just “private” and “public” as shown).

IEESNHP Settings |

Enable SNMP Agent SHMPvINZCNG

Allow access to SNMP agent on this device
Enable SNMP Traps

Enable sending of SNMP traps from this device
Read-write community private
M=driee: Read-write community name for SNMP agent
Read-only community public
name

Read-only community name for SNMP agent

Figure 138- SNMP Settings under Network Settings

Under Sensor Configuration:

4. Under the sensor configuration for each sensor, enter a Group number that the sensor should belong to. Users can receive
alert messages from some, all, or no sensor groups, as configured under User Settings.

Sensor #2.1 Configuration (Type: Temperature Combo)

~| Sensor Settings

Description Sensor #2.1
Descriptive name for the sensor

Group 1 - &

Select wh?ch group the sensor belongs to
Units Deg.F -
Select the units for the sensor

Min, Level 4.0
Min. supported value for the sensor
Max. Level 167.0

Max. supported value for the sensor

Min. Non-Critical Threshold 5.0
Min. threshold below which indicates an non-critical alert condition

Max. Non-Critical 85.0
Threshold Max. threshold above which indicates an non-critical alert condition
Min. Critical Threshold 50.0
Min. threshold below which indicates an alert condition
Max. Critical Threshold 100.0
Max. threshold above which indi an alert
Refresh Rate 10 Sec -

The refresh rate at which the sensor view is updated

Figure 139- Enter at least one group number to sensor configuration
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5. Place a checkmark in “Enable SNMP Traps” checkbox under the sensor configuration for each sensor that should send traps
If you want them sent for Critical Alerts and Non-Critical Alerts, there is a checkbox for each level.

when there is an alert.

‘ = Non-Critical Alert Settings

Disable Alerts

Alert Delay

NMotify Again Time

Motify on return to
normal

Enable Syslog Alerts
Enable SNMP Traps

Enable E-mail Alerts

E-mail Subject

Enable SMS Alerts

Enable Siren/Beacon
alarm

Associated Output Relay

Output Relay status on
alert

Qutput Relay status on
return from alert

Disable alert notifications for this sensor

30 Sec -

Duration the sensor must be out of thresholds before alert is generated

30 Min -
Time after which alert notifications will be sent again

Send a notification when this sensor returns to normal status

Send alerts for this sensor via syslog
<

v <

Send alerts for this sensor via SNMP traps

Send alerts for this sensor via e-mail

Non-Critical Alert
Subject of e-mails sent for aleris

Send alerts for this sensor via SMS

Turn on the siren/beacon alarm when this sensor goes to alert

None -
Mame of the output relay that can be controlled by this sensor

Inactive -
Status of the output relay when going to alert

Inactive -
Status of the output relay when returning from alert

Figure 140- Enable SNMP Traps for the sensor

Under User Settings:
6. Apply a checkmark to the Group number(s) for the sensor(s) you want to receive SNMP traps about.
7. Be sure to apply a checkmark in the “SNMP Traps” box under Configure User ->Contact Settings for each user that should

receive SNMP traps

8. Enter a valid IP address where traps are to be sent for each user.

| = Group Settings

Group 1

Group 2

Group 3

Group 4

Group 5

Group 6

Group 7

Group 8

<

User receives notifications for Group 1

User receives notifications for Group 2

User receives notifications for Group 3

[

User receives notifications for Group 4

User receives notifications for Group 5

Lal

User receives notifications for Group 6

User receives notifications for Group 7

Ll

User receives notifications for Group 8

= contact Settings

E-mail Alerts

Brief E-mail

E-mail Address

Syslog Alerts

SNMP Traps

Ll

User receives alerts via e-mail

User receives brief e-mail

E-mail address for the user

User receives alerts via syslog

T I
<

el

Syslog /SNMP IP Address

SMS Alerts

SMS Number

IP address where syslog |n$ages?gﬁnp ':raps are sent for this user

User receives alerts via SMS

Phone number where SMS messagess are sent for this user

Figure 141- User Settings required for SNMP Traps
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9. If the “Enable SNMP Agent” setting under “Network Settings” was SNMPv1/v2c/v3, then the Authentication Protocol (MD5 or
SHA), Authentication Passphrase, Privacy Protocol (DES or AES), and Privacy Passphrase will only need to be filled in for users
that will receive secure messages.

If only aSNMPv3 was selected, then these settings must be filled in for each user.

The protocol types will be dependent upon the type of SNMP Agent you are using (refer to your SNMP Agent specifications).
e Authentication Protocol = MD5 or SHA
e Privacy Protocol = DES or AES
If only SNMPv1/v2c will be used, the default settings of “None” will apply.

The passphrases will be those that have been setup in your SNMP agent for the user being configured.

Note: The username in the ENVIROMUX user configuration must match the username in the SNMP browser
configuration.
Configure User

| = Account Settings |

Username usert P
<
The username for this user Must match user in SNMP
Admin ) T browser configuration
Grant this user trative pr g
Enabled
Users can only access the system if their account is enabled
Password ssssssans
The user's password to login to the system (for local authentication)
Confirm [ITTTTTTIT
Confirm the entered password
Title
The user's title within the company
Department
The user's department within the company
Company

The name of the user's company

Figure 142- Username must match SNMP configuration

10. Select which Traps type the user should receive. If SNMPv1 or SNMPv2c are selected, the Authentication and Privacy
settings below do not need to be configured as they are only required to receive SNMPv3 messages.

| £ SNMP Settings |

Authentication Protocol Hone -

Select authentication protocol
Authentication
Passphrase The authentication passphrase
Privacy Protocol Hone -

Select privacy protocol
Privacy Passphrase |

The privacy passphrase
Traps Type SHMPv1

Select type of traps accepted by user

Figure 143- Apply applicable authentication settings
11. Use the MIB file (below) with your SNMP browser to setup and manage SNMP traps.

The MIB file is available for download from the firmware update website:
http://www.networktechinc.com/download/d-environment-monitor-16.html for E-16D / -5D / -2D
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BASIC SNMP SET COMMANDS

In order to Acknowledge and Dismiss Alerts only:

Internal Sensor Status

External Sensor Status

Aux Sensor Status (devices like the E-ACLM-V, E-ACDCLM, and E-ACLM-3P480)
Tac Sensor Status

Digital Input Status

Remote Digital Input Status

IP Device Status

Event Status

Smart Alert Status

IP Sensor Status

In order to Activate or Deactivate Relays only:

Output Relay Status
Remote Output Relay Status

SNMP DEFINITIONS

Definitions of Integer Values reported by an SNMP Trap for Sensors
(From the mib file:)
diglnputStatus OBJECT-TYPE

SYNTAX INTEGER {notconnected(0), normal(1), prealert(2), alert(3), acknowledged(4),
dismissed(5), disconnected(6), reserved(10) }

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The status of the sensor”

(Also applies to extSensorStatus)

INTEGER Value Definitions:

0- Not connected : No sensor has been connected to the referenced digital input.

1- Normal : Sensor is connected and operating within the parameter defined by “normal status” for that sensor, or in the case of
external sensors, working between the values set by “Minimum Level” and “Maximum Level”.

2- Prealert: Sensor is connected and has entered alert status but has not been in alert status longer than the value defined by
the “alert delay” for that sensor. Once that delay time has been satisfied, if still in alert status an alert will be sent by the
ENVIROMUX.

3- Alert: Sensor is connected and has been in alert status longer than the time specified in the “alert delay” field.

4- Acknowledged: User has acknowledged the alert that has been reported by the ENVIROMUX for the sensor. The
ENVIROMUX will not report another alert until the status for the sensor has returned to normal and then returns to alert status.

5- Dismissed: User has dismissed the alert reported by the ENVIROMUX for the sensor. The ENVIROMUX will report another
alert if the sensor status does not return to normal when the time period configured in the “notify again after” field elapses.

6- Disconnected: Sensor was previously connected to the ENVIROMUX but has since lost its physical connection with the
ENVIROMUX

10- Reserved : This field is not in use and is held for future reporting purposes.
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HOW TO SETUP SYSLOG

Follow these steps to prepare the ENVIROMUX to send Syslog messages to ENVIROMUX users. This instruction assumes you
have Syslog software configured to receive and record messages sent by the ENVIROMUX and know how to use it.

Configure the ENVIROMUX to send alerts via Sysloqg

1. Configure each sensor that will cause a message to be sent via Syslog to be included in one or more groups.

| £l Group settings |

Group 1 [l

Sensor sends notifications for Group 1
Group 2 ]

Sensor sends notifications for Group 2
Group 3 0

Sensor sends notifications for Group 3
Group 4 s

Sensor sends notifications for Group 4
Group 5 ]

Sensor sends notifications for Group 5
Group 6 L]

sensor sends notifications for Group 6
Group 7 ]

Sensor sends notifications for Group 7
Group 8 ]

Sensor sends notifications for Group 8

Figure 144- Configure which group(s) a sensor will belong to

2. Apply a checkmark in “Enable Syslog Alerts” under Non-Critical Alert Settings and/or Critical Alert Settings on the configuration
page for each sensor that will cause Syslog Alerts.

[=| critical Alert Settings

Disable Alerts ]
Disable alert notifications for this sensor

Alert Delay 30 Sec ~

Duration the sensor must be out of thresholds before alert is generated
Notify Again Time 30 Sec -~

Time after which alert notifications will be sent again

Notify on return to normal
Send a notification when this sensor returns to normal status

Auto acknowledge =]
Auto ‘cally acknowledge alert when sensor returns to normal status

Enable Syslog Alerts
Send alerts for this sensor via syslog

Enable SNMP Traps =]
Send alerts for this sensor via SNMP traps

Enable E-mail Alerts B
Send alerts for this sensor via e-mail

E-mail Subject Critical Alert
Subject of e-mails sent for alerts

Select IP Camera tes2 ~

Figure 145- Enable Syslog alerts for the sensor
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3. Under User configuration, place a checkmark in the group number(s) that the sensors belong to. (These are the groups that
you checked off in step 1.)

4. Place a checkmark in the box for Syslog Alerts under Contact Settings so that the user can receive Syslog messages.

5. Enter a valid IP address where the Syslog messages for that user are to be sent.

Py

EGroup Settings /

Group 1

User receives notifications for Group 1

Group 2 D
User receives notifications for Group 2

Group 3 D
User receives notifications for Group 3

Group 4 D
User receives notifications for Group 4

Group 5 D
User receives notifications for Group 5

Group 6 D
User receives notifications for Group 6

Group 7 D
User receives notifications for Group 7

Group 8 D
User receives notifications for Group 8

[~| contact Settings

E-mail Alerts ]
User receives alerts via e-mail

Brief E-mail [l
User receives brief e-mail

E-mail Address

E—rVwess for the user
Syslog Alerts

User receives alerts via syslog

SNMP Traps
User receives alerts via SNMP traps .
Enter a valid IP address
Syslog/SNMP IP Address P
L
IP address where syslog messages/SNMP traps are sent for this user
SMS Alerts [

User receives alerts via SMS
SMS Number

Phone number where SMS messagess are sent for this user

Figure 146- Configure user to receive alerts via Syslog

With sensors properly configured to send Syslog messages to specified groups, and Users enabled to receive messages from the
same specified groups at a valid IP address, Syslog messages for sensor alerts will now be received.
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Configure the ENVIROMUX to send sensor data via Syslog

1. Under Sensor Configuration, Data Logging, place a checkmark under “Add to data log” to have sensor readings added to the
log. Set the time period for the frequency at which readings will be added to the data log. Press "Save".

~

|- Data Logging
Add to data log ]
Add readings to the data log
Logging Period 40 Sec -
Frequency at which readings are added to the data log.
Save

Alert Simulation
Simulate Alert  Clear Alert

Figure 147- Configure sensor readings to be added to data log

2. Under Log, Log Settings, place a checkmark under “Enable Syslog Remote Logging”. This will then send all data logs via
Syslog message. To receive alerts regarding data logs, place a checkmark under “Enable Syslog Alerts”.  Make sure the
group numbers are checked that the User is configured to receive Syslog messages from (under Configure User- Group Settings-
see Figure 146).

Log Settings

| [*|Event Log Settings ‘

\

| = pata Log Settings ‘

Group 1

Sends notifications for Group 1
Group 2 ]

Sends notifications for Group 2
Group 3 ]

Sends notifications for Group 3
Group 4 ]

Sends notifications for Group 4
Group 5 ]

Sends notifications for Group 5
Group 6 ]

Sends notifications for Group 6
Group 7 ]

Sends notifications for Group 7
Group 8 ]

Sends notifications for Group 8
Overflow Action

Wrap -
Choose, action to take when the data log overflows

Enable Syslog Alerts

Enable SNMP Traps

Enable E-mail Alerts

Enable Syslog Remote
Logging

Enable SNMP Remote
Logging

Enable E-mail Remote
Logging

When data log reaches 90% of capacity, send alerts via syslog

|

When data log reaches 90% of capacity, send alerts via SNMP traps

0O
When d, log reaches 90% of capacity, send alerts via e-mail

Send data log entries via Syslog messages

s
Send data log entries via SNMP Traps

Send data log entries via e-mail

| [*/ Log To USB Flash Settings

Save

Figure 148-
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LOCATING OIDS

To use SNMP (Simple Network Management Protocol) to monitor the sensors and control the functions of an ENVIROMUX
Enterprise Environment Monitoring System (SYSTEM), you first need to install SNMP network management software. The
software package will include an MIB (Management Information Base) browser and there are many different MIB browsers so we
will be very general about the instruction provided herein. The MIB browser can be used to quickly view sensor data and the
status of all characteristics of the SYSTEM. How you make use of that information is up to you.

General Information

Every piece of information available from the SYSTEM through the MIB browser has an OID (Object Identifier). The MIB file
provided with the SYSTEM (available from http://www.networktechinc.com/download/d-environment-monitor-16.html) provides a
database to organize information received regarding sensors, output relays, IP Devices, etc.. Each piece of information derived
from this database has a unique OID. To see the OID for any piece of information, select the variable and the OID assigned to it
will be displayed.

For this instruction we used the free MIB browser “iReasoning” found at http://ireasoning.com/mibbrowser.shtml.

View OIDs
To view this information, you must do the following:
1. Install the browser to your PC

2. Copy the MIB file associated with your SYSTEM to the hard drive on your PC.(perhaps to a new directory “MIB files” as shown
below.)
3. Load the MIB file for the SYSTEM to your browser.

-

@ iReascning MIB Browser

File | Edit Operations Tools —— —— —— l
@C/'V| v Computer » DATA (D) » MIB files | A
= Load MIBs Crl+L : — : -
Organize = Include in library = Share with « Burn Mew folder
UnLDad MIEE 4 ¥ Favorites ‘__ Name : Date modified Type Size
B Desktop & enviromux-16d.mib 2/8/2013 %:52 AM MIB File 80 KB
MIE Modules B i
| Recent Places|
||| '

Dpen Session
Select “Load MIBs” and locate the
Save Session MIB file on your PC.

Exit

TIP: iReasoning provided a couple of default MIB files that were preloaded. To clean up the resulting data tree, we used
“UnLoad MIBs” (above) to remove those.

4. Enter the IP address of the SYSTEM so the browser knows where the SYSTEM is to retrieve data.

@ iReasoning MIB Browser

File Edit Operations Tools
Address: | 192.168.1.21 -

SMMP MIBs

5. With the iReasoning browser, the Read-only Community Name (default is “public”) was automatically sensed and applied
when the IP address was entered, but if this doesn’t happen in your browser, make sure the “Read Community” field in the agent
properties includes the name “public” (or whatever you have changed it to in the E-16D network configuration).
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@ iReasoning MIB Browser @ Advanced Properties of SNMP Agent ﬁ

File Edit Operations Tools Bookmarks Help L B

Address: | 192, 168.3, 100 « [ Advanced... F[Om: |.1.3.6.1.4
| Port [161

SNMP MIB —— e e e e e e e
S "‘ Read Community |public !
P MIB Tree e |

i [l |, is0.org.dod.internet. private.enterprises.nti. products Write Community

) Hardiare SNMP Version |1 -

J ipdusx

) enviromux 16D

E} , masterlnit

m bbb

6. With that information entered, the default SYSTEM will be accessible for SNMP browsing. A connection that uses security will
require more configuration, Refer to page 132 and your browser manual to apply the required additional settings.

Once a connection is made, the browser will present a directory structure with tree organizing all the different variables of
information available from the SYSTEM. Click on the various categories and sub categories to go as deep into the hierarchy as
necessary. As seen in the image below, each variable of information presented has an OID assigned to it. These OIDs can be
used in conjunction with other SNMP control systems to communicate and/or perform functions automatically.

&P iReasoning MIB Browser — o |5 )

File Edit Operations Tools Bookmarks Help

E extSensorStatus

extSensorMinThreshold = info here
[ extSensorMaxThreshold .

rass 2"%5:‘5.”.‘55’:‘2'“’:?".'9. wanunn [l -+ |, extSensors
o pDevicss — i Eh [ extSensorTable

S s \ S
| cutRelays 1 i - B extSensorEntry _

Address: | 192,168,3,100 - Advanced... OID: |.1.3.6.1.4.1.3699.1.1.11. 1.5, 1. 1.2 - ~ | Operations: | Get Bulk - ” Go
iR = < 15 )
= enviromux 160 -1 Mame/0ID Value Type IP:Port
(= [ masterUnit extSensorType. 1 temperatureCombo (32759) Integer 192.168.3.1...
hostSystem extSensorType. 2 humidityCombo (32770) Integer 192.168.3.1...
users | lextSensorType, 3 light (22) Integer 152,168 3.1...
[+ 1) intSensars extSensorType. 4 undefined (0) Integer 192,168.3.1...
=8 E intSensorTable extSensorType. 5 temperature (1) Integer 192.168.3.1...
El- B intSensorEntry extSensorType.6 undefined (0) Tnteger 152.168.3.1...
%inﬁensor[ndex extSensorType, 7 humidity (2) Integer 192,168.3.1... |—
§ intSensorType extSensorType. 8 undefined (0) Integer 192,168.3.1...
£ intSensorDescription extSensorType. % temperatureCombo (32755) Integer 192.168.3.1...
- [B intsensorGrouphib extSensorType. 10 humidityCombo (32770) Tnteger 152.168.3.1...
‘ intSensorGroup extSensorType, 11 1542 Integer 192,168.3.1...
E intSensorValue extSensorType, 12 1542 Integer 192, 1683 1...
intSensorlnit extSensorType. 13 power (3] Integer 192.168.3.1...
‘ intSensorUnithame extSensorType, 14 power (3) Integer 192,168.3.1...
§ intSensorStatus extSensorType, 15 water (9) Integer 192,168 3. 1...
| #f intSensorMinThreshold extSensorType. 16 undefined (0) Integer 192,168.3.1...
- [# intsensorMaxThreshold extSensorType. 17 acmpPower (8) Integer 192.168.3.1...
Sl dewPointSensors extSensorType, 18 admpVoltage (7) Integer 192,168.3.1...
| & B dewPointSensorTable || |extsensorType. 19 custom (32767) Integer  [192.168.3.1...
- H”' e %Md;:ft’.iﬂlsfgssffﬂ.ﬁ:. . = || lextSensorType. 20 custom (32767) Integer 167.168.3.1...
- =il = L extSensorType. 21 26 Integer 192.168.3.1...
H B éﬁg‘ﬁer:mablé ‘ H extSensorType. 22 undefined {01 Integer 192.168.3.1...
. -~ B3 extSensorEntry L] extSensorType. 23 HﬂﬂﬁE - Integer 192.168.3.1...
- € extSensorIndex H e!dSEnsorTﬁl‘# Select here I-undeﬁn View OID here Integer 157, 168.3.1...
: E : S I h extSensorType, 25 undefinEToT Integer 192.168.3.1...
H extSensorDescripti - elect here extSensorType. 25 undefined {0) Integer 192,168.3.1...
= E extSensorConnector  w extSensorType, 27 temperatureCombo (32759) Integer 192.168.3.1...
= extSensorGrouphb H extSensorType. 28 humidityCombo {32770) Tnteger 152.168.3.1...
H - @) extSensorGroup H extSensorType, 29 keyStation (17) Integer 192,168.3.1...
. 5 extSensorValue H extSensorType, 30 undefined {0) Integer 192.168.3.1...
= a exgensorﬂn?:ﬂ H extSensorType, 31 motion (12) Integer 192.168.3.1...
- extsensorunitiame - nn 7 18
H :| View category sy o undefined (0) 182.168.3.1...
.
.
.
.
.I

= [ outRelayTable i — il |
=] %ﬂﬂelayﬁnh’v \ f % EXSEH&:rIndex I
outRelayIndex ‘(tSEﬂS)f
= ﬂutRE:ayDescripﬁun E xtSensl:ription 1
outRelayStatus
- I
= e Each variable extSenshrConnector |
lom 1.3.6.1.4.1.3699,1.1,11.1.5.1.1.2 v has a value ExtSEhsl:rGroupr
MB ENVIROMUX 16D 1
l.‘ Syntax INTEGER {undefined(Q), temperature(1), humidity(2), power(3), lowValtage(4), ... [ that can be -< . El(tSEI"ISerFDIJD
| Access read-only X o ) - gl extSensbryalue 1
lsus —Jaument identified with -[£F extSensbrUnit !
|Defval
Indexes extSensorIndex an Ol D "t . extSenserniﬁ‘Jame I
Sensoclype - extSensprStatus |
extSensprMinThreshold 1

1 \_ -[E¥ extSensprMaxThreshald|

— o = = ==

... and each variable for each

.is0.0rg.dod.internet. private. enterprises.nti.products. hardware .enviromux 16D . masterUnit, extSensors,extSensorTable. e

sensor has a separate OID.
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Each RJ45 Sensor port has two OIDs assigned, because the sensors that connect to these ports often have two possible

functions (Temperature/Humidity, ACLM-V with two connections, etc.). The image above shows they are numbered sequentially

(The “extSensor Type” variable for Port 1 is extSensorType.1l and extSensorType.2, port 2 is extSensorType.3 and
extSensorType.4, and so on, for a total of 32 extSensors (RJ45 Sensor) for an E-16D.)

Each variable for a sensor that is reported has its own OID (i.e. Index number, type, description of the connected sensor, the
connector number the sensor is plugged into, group the sensor belongs to, etc.). When using OIDs, be sure to create an
association with the right variable.

To get specific results in the Result Table, right click on an item in the MIB Tree

and choose the type of search (“operation”) you want.

Get Next- will result in the next OID record of that category, displaying them one at

atime.

Get Bulk- will result in all the OIDs of that category being displayed at once, but only

that category

Get Subtree- will result in OIDs of that category and any sub-categories in the tree
Walk- will result in a listing of every OID in the system from the point at which you
select it until the last category in the tree.

SNMP MIBs
4P MIBTree
=~ |, iso.org.dod.internet. private. enterprises. nti.products
.. hardware
-+ |, enviromux 16D
[ | masterUnit
| hostSystem
users
[ |, intSensors
(- | dewPointSensors
B
- ) digln| Find in subtree
E- |y ipDe Expand subtree
-l outR %
- by pwrs| Graph Vie Ctrl+R
[ Ly even| Get Next Ctrl+N
Bl e Bk Ctrl+B
[ 1 remo|
[ |y remol Get Subtree Ctrl+E
-y smok) gl Crl+W
- 1) envQ -
-0 envirapd ble Vie Ctrl+T
i} otherProduct
‘ software l

The operation can be selected with a right
click (above), or using the “Operations” field

(below). Once selected, press “Go”
Result Table _
-
@ iReasoning MIB Browser u a . . '. - A
i y -

File Edit Operations Tools Bookmarks Help [ \
Address: | 192,168.3.100 - Advanced... |DID: .1.3.6.1.4,1.3699.1.1. 1L.1.5.1 ~+ | Operations: | Get Mext - 'Go
SNMP MIBS _ ResultTable

|| &8 MIE Tree - Marne/OID Value Type IP:Port |
I = | is0.org.dod.internet. private.enterprises.nti. products || [lextSensorindex. 1 0 Integer 192.168.3.1... @
= |y hardware | temperatureCombo (32769) 192.168.3. 1.,
. Bl . enviromux 16D extSensorDescription. 1 Temperature 1 OctetString |192.168.3.1...
| - L masterUnit extSensorConnector. 1 1 Integer 192.168.3.1... D
[ | hostSystem extSensorGrouphb, 1 0 Integer 192.168.3. 1.,
""" UsErs extSensorGroup. 1 i OctetString (192.168.3.1... P
[~ | intSensors extSensorvalue, 1 755 Integer 192.168.3.1... |—|
[ |, dewPointSensors extSensorUnit. 1 i Integer 192.168.3.1... ﬁ
B Js extSensors extSensorUnithlame. 1 F OctetString |192.168.3.1...
= [ extSensorTable extSensorstatus, 1 normal (1) Integer 192,168.3.1... | [
B B! extSensorEntry extSensorMinThreshold, 1 600 Integer 192.168.3. 1.,
% extSensorindex _ | |extsensorMaxThreshold. 1 950 Integer 192.168.3.1...
E extSensorType =
extSensorDescription . .
R T The value of each variable for the sensor can be listed
E extSensorGrouphb separately.

‘ extSensorGroup

E extSensorvalue
extSensorUnit

‘ extSensorUnithame
E extSensorStatus

—|&f extSensorMinThreshold

@ extSensorMaxThreshold

[

-

- [ extSensorAdmTable
, digInputs
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The E-STHS-99 is a specialty sensor that provides a third piece of information (dew point) managed through an additional
category with virtual ports named “dewPoint Sensors”.

Result Table

— The sensor connected to
? MIE Tree - Mame OID Value .
: ! . ) i . - : Port 1 has a dew point
=g iso.org.dod.internet. private. enterprises.nti. products dewPointSensorvalue., 1 417 < m— value of 41.7 (deg.F)
= L hardware dewPointSensoralue. 2 50 ’ 9.
| enviromux 16D dewPointSensoryalue, 3 50 [Integer [192.168.3.1L.. [ &
=+ | masterUnit dewPointSensorvalue, 4 50 s bonscaas 1 om
[ | hostSystem dewPointSensorValue. 5 50 The other values are 50
-y users dewPointSensorValue.5 50 because there are no
B Jy intSensors dewPointSensorValue. 7 50 other dewpoint sensors
(= | dewPaintSensors dewPointSensorvalue, 8 50 connected.
= dewPointSensorTable i :
= éﬁﬁﬁ‘ dewPointSensorEntr jewgof”:‘a”mrﬁa:ue iﬂ :g The default value for
= : ! ot this variable for an
% dewPointSensorIndex dewPointSensorvalue, 11 50 unused sensor is 50
é dewPointSensorType dewPointSensorValue, 12 50 '
| dewPointSensorDescription £ | ldewPointsensorvalue, 13 50 Integer 192,168.3.1...
-l dewPointSensorConnector dewPointSensorValue, 14 50 Integer 192.168.3.1...
- £&F dewPointSensorGroupMb dewPointSensorvalue, 15 50 Integer 192.168.3.1...

‘ dewPointSensorGroup

: é dewPointSensorUnit
‘ dewPointSensorUnitiame
é dewPointSensorStatus

dewPointSensorMinThreshoeld
- [A¥ dewPointsensorMaxThreshold

| dewPointSensorValue, 16

192.168.3. L...

Integer

The category remotelnputs and remoteRelays are reserved for identifying contact sensors connected through

E-DI16DO16(R) expansion units.

closed (0)).

& iReasoning MIE Bro

|| File Edit Operations Tools Bookmarks Help

ddress: | 192.168.3.100 i

No remotelnputs are connected to this SYSTEM (the default value of the remotelnputValue is

Advanced...

OID: |.1.3.6.1.4.1,3699.1.1.11.1.12. 1. 1.7

- Result Table |

~ | Operations: | Get Next

|4 M Tree

=5 | iso.org.dod.internet. private. enterprises.nti. products
= . hardware

&0
E

| ipdusx

- | enviromux 16D

. masterUnit
| hostSystem

. users

| intSensors
- Ju dewPointSensors
. extSensors
1. diglnputs
- Ju ipDevices
. outRelays
. pwrSupplies
- events
- L. smartAlerts
. remoteInputs
= [ remotelnputTable
(=] remotelnputEntry
e% remotelnputindex
remotelnputType
E remotelnputDescription
E remoteInputConnector
remoteInputGrouphb
. remoteInputGroup
MY crorrpuriaie]
‘ remoteInputStatus
‘remotelﬂpun\lorma\\'a\ue
- |, remot=Relays
| smokeDetectors

srmfErauns

Name/OID

Value

Type

IP:Port

remoteInputvalue, 320 cosed

)

Integer

192,168.3.100: 161

remoteInputValue.319 dosed

Integer

192.168.3.100: 161

remoteInputvalue, 318 dosed

Integer

192,168.3.100: 161

remotelnputValue. 317 dosed

Integer

192.168.3.100: 161

remoteInputvalue.316 dosed

Integer

192.168.3.100: 161

remotelnputValue. 315 dosed

Integer

192.168.3.100: 161

remoteInputvalue.314 dosed

Integer

192.168.3.100: 161

remotelnputvalue.313 dosed

Integer

192,168.3.100: 161

remotelnputvalue.312 dosed

Integer

192.168.3.100: 161

remotelnputvalue.311 dosed

Integer

192,168.3.100: 161

remoteInputvalue.310 dosed

Integer

192.168.3.100: 161

remoteInputvalue, 309 dosed

Integer

192,168.3.100: 161

remoteInputValue. 308 dosed

Integer

192.168.3.100: 161

remoteInputvalue.307 dosed

Integer

192.168.3.100: 161

remoteInputValue. 306 dosed

Integer

192.168.3.100: 161

remoteInputvalue, 305 dosed

Integer

192.168.3.100: 161

remotelnputValue. 304 dosed

Integer

192.168.3.100:161

remoteInputvalue.303 dosed

Integer

192.168.3.100: 161

remotelnputvalue.302 dosed

Integer

192,168.3.100: 161

remoteInputvalue.301 dosed

Integer

192.168.3.100: 161

remotelnputValue, 300 dosed

Integer

192,168.3.100: 161

remoteInputvalue.299 dosed

Integer

192.168.3.100:161

remoteInputvalue, 298 cosed

Integer

192,168.3.100: 161

remotelnputValue. 297 cdosed

Integer

192.168.3.100: 161

remoteInputvalue, 296 cosed

Integer

192,168.3.100: 161

remoteInputValue. 295 dosed

Integer

192.168.3.100: 161

remoteInputvalue. 294 dosed

Integer

192,168.3.100: 161

remotelnputValue. 293 dosed

Integer

192.168.3.100: 161

remoteInputvalue. 292 dosed

Integer

192,168.3.100: 161

remotelnputValue.291 dosed

Integer

192.168.3.100: 161

remoteInputValue. 290 dosed

Integer

192.168.3.100: 161

rematelnputialue

remotelnputValue, 285 dosed

Integer

192,168.3.100: 161

.1.3.6,.1.4.1,3699.1.1.11.1.12.1.1.7

remoteInputvalue. 288 dosed

Integer

192.168.3.100: 161

ENVIROMUX 16D

remotelnputvalue. 287 dosed

Integer

192,168.3.100: 161

INTEGER {dosed (0}, open(1) }

read-only

remotelnputvalue. 286 dosed

Integer

192.168.3.100: 161

remoteInputvalue, 285 dosed

Integer

192,168.3.100: 161

current

remotelnputValue. 284 dosed

Integer

192.168.3.100: 161

remotelnputvalue. 283 dosed

Integer

192,168.3.100: 161

rem:

otelnputindex

The value of the remote input reading.

remotelnputValue. 282 dosed

Integer

192.168.3.100: 161

remoteInputvalue. 251 dosed

Integer

192.168.3.100: 161

remotelnputValue. 250 dosed

Integer

192.168.3.100: 161

.is0.org.dod.internet.private.enterprises. nti.products.hardware .enviromux 16D, masterUnit.remotelnputs. remoteInputTable. remotel
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USING SNMP TO ACQUIRE CPU/MEMORY USAGE DATA

You can use a MIB browser to acquire ENVIROMUX memory and CPU usage information (requires firmware version 2.16 or
later). By loading the U.C. Davis MIB file “UCD-SNMP-MIB.mib" (copy found at

http://www.net-snmp.org/docs/mibs/ucdavis.html ) into your MIB browser, memory and CPU usage information for the operating
system in the ENVIROMUX can be readily viewed.

File Edit Operations Tools EBookmarks Help
ddress: |192.168.3.100 v| Advanced... | OID: |.1.3.6.1.4‘1.2021.11.63.0 v| Cperations: ‘Gat Next v‘ & o
| Result Table |
! kGG
=I5 UCD-SMMP-MIB. is0.0rg. dod. internet  private. enterprises, ucdavis 2| Harme /010 Value Type
- [ prTable ssIndex. 0 1 Integer
(5 memory ssErroriame. 0 systemStats OcketString
- [ extTable ssSwapln.0 0 Integer
- [ dskTable <sSwapOut, 0 0 Integer
c E laTable ss105ent.0 0 Integer
c ssIOReceive.0 0 Integer
ssSysInterrupts, 0 151 Integer
ssSysContext, 0 237 Integer
ssCpullser,0 1,“5‘ Integer
ssCpuSystem 0 e Integer
s=Cpuldle.0 79 Integer
ssIOReceive ssCpuRawllser.0 9354948 Counter32
‘ ssSysInterrupts ssCpuRawhice, 0 0 Counter32
ssSysContext ssCpUR.awSystem. O 3903353 Counter32
ssCpullser —| lssCpuRawIdie.0 55505123 Counter32
‘ ssCpusystem ssCpURawiWait, 0 0 Counter32
ssCpuldle ssCpuRawkernel 0 0 Counter32
&) ssCpuRawliser ssCpuRawInterrupt.O 0 Counter32
&) ssCpuRawllice ssIORawSent. 0 \ Counter32
ssCpuURawsystem ssIORawReceived. 0 0 Counter32
‘ ssCpuRawlde ssRawInterrupts,0 117150186 Counter32
sSCPUR awihait ssRawContexts, 0 179752730 Counter32
n ! ¥ lssCpuRawSaftIRG.0 641025 Counter32
Mame syskemstats | ssRawSwap 0 Counker32
o 1.3.6.1.4.1.2021.11
MIB LICD-SHMP-MIE
Synkax
Access
Status
PR

Figure 149- CPU Information found in the "systemStats™ folder

File Edit Operations Tools Bookmarks Help

| Advanced... QI ‘.1‘3.6‘1.4‘1.2021.4‘101.0 v| Operations: |Get Mest v‘ ’Gn
| i Result Table
~ Hame/oID alue Type
= @ UCD-SMMP-MIB iso,org, dod.inkernet. private  enterprises, ucdavis memindex.0 o Inkeger
- [ prTable mermErrorianne. 0 Swap DctetString
= memTotalGwap.0 ] nteger
W memindex memfyailswap 0 o Inkeger
&) memErrarliame memTaotalreal.0 E1456 Inkeger
i ‘ memTatalSwap memAvailReal.0 31108 Integer
¥ ‘ memAvailswap memTotalFree.0 31108 Integer
‘ memTakalReal = memtinimumSwap. 0 16000 Integer
-y memAwailReal memshared.0 o Integer |
-y memTatalSwapTXT memBuffer.d o Integer = 1
) memivailSwapTAT memCached.0 15638 Integer
- memTatalRealTXT [mermswapError.0 1 Integer
& memavaiRrealT2T i Running
- memTotalFres
) memMinimumSwap
@ memshared =
- memEuffer
-l memCached
@ memswapErrar
-l memSwapErrarMsg
—Li _
Mame MEmary
01D 1.5.6.1.4.1.202L4
MIE LUCD-SNMP-MIB
Synkax
ACCess
Status
Defyal
Indexes
Descr

Figure 150- Memory usage information found in the "memory" folder
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USING SNMP TO VIEW AND CONFIGURE SETTINGS

You can use a MIB browser to view System Information as well as view and change ENVIROMUX network settings (requires

firmware version 2.53 or later).

To see System Information values, click on "masterUnit" under the ENVIROMUX model, then click on "hostSystem" , right click to
open the menu and click on "Get Subtree".

SNMP MIBs
= 4, enterprises
=248 nti
(= 1y products
= 4. hardware
[ enviromux2D
[#~ 1, enviromux5D
(=~ 1, enviromux16D
=), masterUnit
@y Find in subtree
Right-Click to -~ sy Export to CSV
open the submenu ‘:z S
s Ctrl+R
| =:: Get Next Ctrl+N
@ fir Get Bulk Ctrl+B
5 de Ga[;s;btree CtrleE
i sy
Wa Ctrl+W

) de
- ‘de| Table Ctrl+ T
) deVMEnUTaCTIrer

&) users

- 1, intSensors
-

auxSensors

Figure 151- Get SNMP values for System Information

All the settings under System Information will be displayed.

Result Table |
4 enterprses Mame 0D | Value
b SyaTeme.0 A0S 018 122315
i products SysEnterpraetiane.0 Es-av
harduare sysénterpraslocaton. 0 i
b emromnD SysEnterpretranh.0 Engreeng
ervvromu D sysEnteronseRack.0 BT
§ oo 6D E|l sysErterprseContact.0 Engreerng
masterLnt sysEnterorasPhone 0 305627070 OcetSeng 19216832,
o femwareverson. 25
W srTime deceiodel.0 BWIRDMUA- 180
W St petiame Syseset 0 romai O}
aculions e Senatim. 0 [ 16004

) sysEnterprselranch Bearieareier D B
W sysEnterpraeRiack [+ devianufactuer Metwork Technoicges Inc
W srsEnterpraetoniac
W srstinterpraethone.
W frewareierson
) devceModel
[ sysheset
) deSerabum
W e dearetey
L

) ceMarufactuner
users

ji ntsensors
BuSermons

Figure 152- System Information displayed in SNMP

From this, the user can change settings by right-clicking any property and clicking on "Set".  Enter the desired value and click

"OK" to make the change.
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Note: When you select "Set" for "sysReset", you can cause the ENVIROMUX to reboot by changing the value to "1" and click
"OK".  The ENVIROMUX will immediately reboot. All connections to it will be lost.

m

=+ )y masterUnit

El |. hostSystem

ok ‘sys‘l’lme
- ) sysEnterpriseName
- sysEnterpriseLocation
- sysEnterpriseBranch
- sysEnterpriseRack
- ) sysEnterpriseContact
-} sysEnterprisePhone

.ﬁrmwareVersiDn

Ig deviceModel

‘ d Find in subtree
& d Export to CSV
. d Expand subtree

(- intSe) Graj Ctrl+R
B s | g Ctrl+G =
SR Get Next Ctrl+N
flo .1.3.6.1.4.1.3699. 1. 1.11. 1.1,
ENVIROMUX 16D Get Bulk Ctrl+B
Syntax INTEGER {normal(0), reboot(1] Get Subtree Ctrl+E
fAccess read-write

| tri+5
[fStatus current

peﬂ[d Wal Ctrl+W
[[indexes Tabl\ Vie Ctrl+T
Initiates system reboot. Norm:

Click "Set" to
make a change

- firmwareVersion Li
deviceModel r g

] & SNMP SET
- .de\rSerialNum
: ‘dE\'HBI'dWB"EREV oI (.1.3.6.1.4.1,3699,1.1.11.1.1,10.0
- ‘de\rManufach.lra’ = ]
_.users DataType | Integer =
3~ Ju intSensors .
3+ |, auxSensors

Value |{normal(0), reboot{1)}

1.1,11,1.1.10

(et utmert.)

), reboot(1)}

Figure 153- Use SNMP to reboot the ENVIROMUX
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To view and change network settings, double-click "NetConfRegisters" from the SNMP MIBs tree.

- Advanced... OID: |.1.3.6.1.4.1.3699.1. 1.11. .20

.1.3.6.1.4.1.3699.1.1.1L.1.20
ENVIROMUX 160

Figure 154- Network Configuration topics through SNMP

To view the current setting of any property, right click the topic and click "Get".  The value for that property will appear in the
Result Table.

Piame f0ID [ Vaue
0409-2018 1LETIIAM

Find in subtree
Export to CSV
e o ebvork Tecmologes e “ocesrmg sziee31
Lol —————— - ocetsing (1922833 |
Get G
1
Gt Bullc Crrl-B H n "
A e "= Click "Get" to
:- :M | view the current
ol Arle W
: 4 value for each
topic

Figure 155- View Network Configuration settings in SNMP
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To change a network setting, right click the topic and click "Set".
change that topic to.

Note: Individual network setting value changes will not take immediate affect.

Then click "OK".

In the window that pops up, enter the value that you want to
Repeat for each of the network settings to be changed.

Once you are done making all network

setting changes, right click the topic "netConfSave", enter the value "1" and click "OK". All network settings changes

made will now take immediate affect.

Result Table |
Name/OID Value Type | IPPort

[sysTime.0 04-09-2018 11:57:23 AM OctetString |192.168.3.2...
sysEnterprsatiame. 0 E-160-38V OctetString |192.168.3.2...
IsysEnterpriseLocation.0 NTI OctetString  |192.168.3.2...
sysEnterpriseBranch.0 Engneering OctetString  [192.168.3.2...
sysEr ack.0 B17C OctetString  1192.168.3,2...
ontact.0 g q OctetSting  [192.168.3.2...
sysEnterprisePhone.0 330-562-7070 OctetString  (192.168,3.2...
preEnterpresPhoned I e e
ideviceModel.0 ENVIROML - 16D iOctetString  |192.168.3.2...
Reset.0 Jrormal (0) linteger  |192.168.3.2...
devSerialium,0 16004 OctetString  |192. 168.3.2...
devHardwareRev.0 8 Oc g |192.168.3.2...
idevManufacturer.0 Metwork Technologies Inc OctetString  |192.168.3.2..,
inetConflPv4Addr.0 |192.168.3.216 OctetString |192.168.3.2...
petConfiPv4Made.0 ptatic (1) _finteger ___ 1192.168.3.2...
netConfiPvaMask.0 [255.255.255.0 OctetSing 192, 168.3.2...
InetConflPvaGateway.0 |192.168.3.3 OctetSting  [192.168.3.2...

Figure 156- SNMP-Present Network Configuration

Tip: After making
changes to network
settings, before
executing changes
with netConfSave,
right click
"netConfRegisters "
and select "Get
Subtree" to have
the result table
update with the new
values.

Review any
changes before
savina them.

netConflPvaiask

[2F netConfiPvaGateway
netConfPraDNS

&7 netConfAItDNS
netConfONSTimeout
netConflPvéMode
netConfIPvAddr
netConflPvGateway

[ netConfEnablestodTunnel

[2F netConflocalPAddr

netConfRems AAddr
netCon
netConfVlaniD

netConfSave
-l envGroups

Result Table ]
2 Name/OID |
sysTime.0 04-09-2018 11:57:23 AM
sysEnterpriseName. 0 E-160-36V
ocaton.0 N1
sysEnterprseBranch.0 [Engneenng
lsysEnterpriseRack.0 BI7C
ontact.0 [Engr g
sysEnterpreePhone. 0 330-562-7070
SrE 5
deviceModel.0 [ENVIROMLUIX - 16D
- = e
1E om0 16004
e T o
devManufacturer.0 [Metwork Technologies Inc
R T
netConflPyvaMode.0 static [§1]
jl_petConfiPyaMask,0 % .

& SNMPSET

OD |.1.3.6.1.4.1.3699.1.1.11.1.20. 1.0
Data Type |integer
Value | {dhcp(D), static(l)}

joda 5
Je9s.1.1.11.1.20.1

jo

(o), static(1)}

(o) (Lo ]

T

Figure 157- Que up changes to Network Settings

oo NMEBONUIFVoIMouE
; E netConfIPv6Addr
E netConflPv6Gateway
E netConfEnable6to4Tunnel
; E netConflLocallPAddr
; E netConfRemotelPv4Addr
; E netConfVlanEnabled
; E netConfVianID

Change Value to "1" and

click "OK" to make your

changes take affect.

& SNMP SET

OID |.1.3.6.1.4.1.3699.1.1.11.1.20.16.0
Data Type | Integer

Value |{normal(0), save(1)}

(o) oot ]

Figure 158- Save and execute changes made to network settings
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USING SNMP TO CONTROL SIREN AND/OR BEACON

You can use a MIB browser to toggle the siren and beacon ON and OFF. (requires firmware version 2.52 or later).

To see the siren and beacon entries, click on
"masterUnit" under the ENVIROMUX model, then
click on "sirenBeacons" , double-click to open the
subtree.

To see status, right click "sirenBeaconsStatus" to
open menu, and click on "Get Next".

The status will show up in the results table to the
right.

= ). products -
= Ju hardware

- 1, enviromux2D

-}y enviromux5D

- J0 enviromux16D

i B ) masterUnit

#- J, hostSystem
-y users

, intSensors
| auxSensors
. extSensors
digInputs
. ipDevices
| outRelays
, pwrSupplies
, events
, smartAlerts
. remotelnputs
. remoteRelays
smokeDetectors
tacSensors
, ipSensors
aux2Sensors
. msgRegisters
| sirenBeacons
[ sirenBeaconsTable
& sirenBeaconsEntry

m

(1] S o o -t o - ot ot - ol o ot e o) - o

b sirenBeaconsIndex
L
- J. netConfRegisters =
sirenBeaconsStatus
.1.3.6,1.4.1.3699.1.1.11.1.19.1.1.2
ENVIROMUX 16D
INTEGER {both_off{0), siren_on(1), beacon_on(2), both_on(3)}
read-write
current
sirenBeaconsIndex
The status of the sirenBeacons register
s

g IISYREYIE 3
= ). sirenBeacons
(=} [ sirenBeaconsTable
=] sirenBeaconsEntry L
F sirenBeaconsIndex
(- J. netConfRegister Find in subtree
= Export to CSV
sirenBeaconsStatus
1.3.6.1.4.1.3699,1.1.11.1.19.1. 1.2 Expand subtree
20 Graph Vie Ctrl+R
INTEGER {both_off{0), siren_on(1), beacd- |
read-write Get Next Ctri+N
g Get Bulk Ctrl+B
sirenBeaconsindex Get Subtree Ctri+E
The status of the sirenBeacons register Walk Ctrl+W
Table View Ctrl+T

Figure 159- Siren and Beacon status viewed from MIB browser

148




NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

In the results table, right-click "sirenBeaconStatus.1" to open menu. Click "Set" to see window where the settings of the Siren and

Beacon can be changed.

File Edit Operations Took Bockmarks Help
I : Advarced...

Ot . 1.36.L4.0.3699.L1.11.1.19.1.1.2

| L3614 10699, 1110 1.19.0.1.2

|BvmoR D

[INTEGER, (oot o), sren an( 1), beacan_ani), both,_an(ii}
e

cument

|srenBeacoraindex
| The stk of the srenBeacons regeter

Harme 01D I

Linux emun-16 2.6.38 #1 Wed Aor 4 15:43:28 EDT 2018 armv Stej

CrleN
CiriB
Sat! CirleS
Wi CtrleW
Find M Tree (double chck)

Copy

E | Delete

& SNMP SET

Data Type | Integer -

OID :7.1.3.5.1.4.1.3699.1.1.11.1.19.1.1.2.1

Value | {both_off(0), siren_on(1), beacon_on(2), both_on(3)}

(o) [omcnte

-

Figure 160- Control Siren and Beacon operation from MIB browser

Enter a value of 0 to turn both OFF
1 to turn the siren ON

2 to turn the beacon ON
3 to turn both the siren and beacon ON

Then click OK to execute the change. The change will have immediate affect.
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SHUTDOWN WINDOWS SERVER USING REMOTE SSH COMMAND

Following the steps outlined below, a Windows server can be shutdown automatically by the ENVIROMUX SYSTEM.

Cygwin Method

1. Setup a user account on the Windows PC named “root” (must be all lower case) and make sure user “root” has administrative
privileges.

2. Install an SSH server on the Windows PC. (We used Cygwin for our test. We found instruction on Oracle for installation that
was very helpful http://docs.oracle.com/cd/E24628_01/install.121/e22624/preinstall_req_cygwin_ssh.htm ).

3. Setup a user account in your SSH server named “root”.

4. Check to make sure the SSH configuration file has RSA authorization enabled and if not, edit the SSH server configuration file
to enable it (in cygwin the file was found at  c:\cygwin64\etc\sshd_config). = Other SSH servers might have different
configuration filenames.

5. Download the RSA Public Key (page 66) to the Windows computer. The downloaded file will have the default name
id_rsa.pub.

6. Create a directory in the SSH server directory called “/home/root/.ssh” (i.e. c:/cygwin64/home/root/._.ssh and don'’t
forget to put the period before the “ssh”).

7. On the computer to take the command, logged in as root, from the directory where the file was downloaded, type the command:
$cat id_rsa.pub >> /home/root/.ssh/authorized_keys

8. Then, to make the change take effect, restart the SSH server. To do this, right click on “Computer” (in the Start Menu) and
click on “Manage”.  Locate the SSH server in the list of Services and selectit. Then click on “Restart”.

' Computer Management

File Action View Help

|e= 2@ c= HE > anw
3‘- Fomputer Management (Local _:‘}: e _.H_,c_tims
a [f} System Tools o il
> (D) Task Scheduler CYGWIN sshd Name Description  Status Startup Type  *
> Event Viewsr i ActiveX Installer (.. Provides Us.. Manual R
= 0
bl Shared Eolders Stop the service 5 Adaptive Brightness  Monitors a... Manual £| | CYGWIN sshd =
i :E Locallleer= snctomupell o e s i Adobe Acrobat U...  Adobe Acro.. Started Automatic
> (8 Performance oty i More Actions
&) Device Manager ’/_AMD External Eve... Started Automatic =
4 B2 Storage i, Application Experi... Processes a... Manual
(=9 Disk Management S Application Identity Determines ... Manual
4 [ Services and Applications % ApplicationInfor..  Facilitates t... Manual
Gk Services S Application Layer ... Provides su... Manual
2 WMI Control - L Application Mana... Processesin... Manual
ﬂ 2Then CIICk L ASP.MET State Ser... Provides su.. Disabled
on “Restart £, AVTECH Device M. Automatic
“; Background Intelli.. Transfers fil... Manual
“; Base Filtering Engi... The BaseFil.. Started Automatic
% BitLocker Drive En... BDESVC hos... Manual
. Block Level Backu... The WBENG... Manual
+: Bluetooth Support... The Bluetoo... Manual
% BranchCache This service ... Manual
“; Certificate Propag... Copies user... Started Automatic
5 CNG Keylsolation  The CNG ke... Manual
4 COM+ Event Syst... Supports Sy.. Started Automatic
5 COM+ System Ap... Managesth.. Manual
% Computer Browser  Maintains a...  Started Manual
1.Select SSH = . Credential Manager Provides se... Manual
. % Cryptographic Ser... Provides fo..  Started Automatic
service
% DCOM Server Pro... The DCOM...  Started Automatic
| Pe—— RerTr— S— D
‘ 1 | + " Extended ,{ Standard /

Figure 161- Restart CYGWIN service
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9. Configure a Smart Alert to include an Event that will be used to trigger the shutdown of the Windows Server (page 99).

10. Within the Event configuration, apply the address of the Windows Server as the “Remote Address”, place a checkmark in
“Enable command on event triggered” and add a command to be executed as a Remote SSH command under "Command on
triggered”. (We used “shutdown —s” but there are more possibilities (http://technet.microsoft.com/en-
us/library/cc780360%28v=ws.10%29.aspx ).

e m e NETWORK Unit: E-5D-IND TUL Model: ENVIROMUX-5D
N B N < 2
mwm m wm TECHNOLOGIES Uptime: 32 days, 17 hours, 55 mins
£-52-2-E INCORPORATED Current Time: 06-16-2014 11:25:33 AM
Home Event List Configure Event

Monitoring Event #1 Smoke Detector-1 Configuration

Administration

Smart Alerts | =l Ewent Kettings

s Description ‘Event#1 Smoke Dete
S Descriptive name for the event
|_ Trigger Status Closed -
og 3 i 3
Select the Digital Input status that will trigger th
Support ; BB ]
pp Event Delay 0 Sec w
Logout Duration the sensor must be out of thresholds before the event is triggered
When triggered, 'None b
acknowledge the

following event

| Group Settings |

| Event Notifications |

| || Remote SSH Commands |

Remote address 192.168.3.140
IP Address or URL of the machine receiving the command
Enable command on
event triggered Enable command when the event is triggered
Command on triggered -shutdown s

Command to be executed when event is triggered

Enable command on
event cleared Enable command when the event returns to normal

Command on cleared

Command to be executed when event returns to normal

Save

14 Metwork Technologies Inc. All rights reserved.

Figure 162- Configure Event for remote shutdown

10. Be sure to click “Save” when finished.
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OPEN SSH Method

1. Setup SSH server on Windows machine with public key access. If this procedure is already done, skip to step 2
a. We are using OpenSSH for windows to setup SSH server. Any SSH server compatible for your Windows OS can be used.
b. Please install SSH to the location as in below link and execute the commands to setup SSH server and Setting up Public Key
Authentication.
https://winscp.net/eng/docs/quide_windows openssh_server
https://winscp.net/eng/docs/quide_public_key
c. Make sure you can start the SSH service listed in your windows services list (services.msc application).
d. Troubleshooting:

* During execution of SSH setup commands if you receive syntax error for
powershell _.exe -ExecutionPolicy Bypass -File .\FixHostFilePermissions.psl -Confirm:$false

please use the below command instead:
powershell_exe -ExecutionPolicy Bypass -File _\FixHostFilePermissions.psl

* During startup process if you receive error related to a permission issue, please make sure LOCAL SERVICE is added to
“Replace a process level token”. If not it can be added by opening the application secpol.msc -> Local Policies -> User Rights
Assignment -> 'Replace a process level token' as mentioned in below link.

https://social.technet.microsoft.com/Forums/en-US/419ba006-4413-4036-8¢c49-252b08593131/service-fails-to-start-error-
1297-and-7000?forum=winserverDS

2. Add E-xD user to Windows SSH service user list.

a. E-xD logs in as user root. If you do not have a 'root’ user on the PC add this user by going in to Control Panel -> Manage
User Accounts -> 'Advanced' tab -> Advanced -> Right click on User and add New User as shown in root_user.jpg. User
password can be anything you wish as this is not used by the E-xD.

P lusrmgr - [Local Users and Groups (Local}iUsers] . . =12

File Action View Help
e 7E o=

g- Local Users and Groups (Local) MName Full Mame Description Actions

Mew User... & Administrator Built-in account for administeri | Users -

= f;_.Guest Built-in account for guest acce
View 4 §" root root

More Actions

Refresh
Export List...

Help

] [ | +

Creates a new Local User account.

Figure 163- Add user "root" to PC
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b. Download RSA public key from E-xD as shown in Figure 164 and rename the file to 'authorized_keys'. Place this file into the
following path:

C:\Program files\OpenSSH\ssh\authorized_keys

W E == we NETWORK Unit: E-16D-48Y Model: ENVIROMUX-16D
v b :
TECHNOLOGIES Uptime: 44 mins
INCORPORATED Current Time: 07-12-2017 03:14:52 FM
Home System Configuration

System Configuration

Administration

5 7
- |T|me Settings

|

|Configuration Backup & Restore

|
Enterprise |
MNetwork | Language |
Users | USB LCD Display |
Groups | [+] Auxiliary Serial Port Configuration |
Security |

| [=IRSA Public Key

System Information

Firmware Download RSA Public Key

Cascading

Reboot | [*] Alert E-mail Format |

| External Sensor Graph |

| Other Options |

Logout

© 2012, 2017 Network Technologies Inc. All rights reserved.

Figure 164- Download RSA Public Key
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c. The permissions on this file needs to be limited to the user running SSH service. If not please disable Strict Mode in
sshd_config file as shown in Figure 165. Please make sure the path of public key and pid file is correct and accessible by SSH
service.

# This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

# The strategy used for options in the default sshd config shipped with
# OpenSSH is to specify options with their default wvalue where

# possible, but leave them commented. Uncommented options override the
# default value.

#Port 22
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress

# The default requires explicit activation of protocol 1
#Protoceol 2

# HostKey for protocol version 1
#HostKey /etc/ssh/ssh _host key

# HostKeys for protocol version 2
#HostKey /etc/ssh/ssh_host rsa key
#HostKey /etc/ssh/ssh_host dsa key
#HostKey /etc/ssh/ssh_host ecdsa key

# Lifetime and size of ephemeral version 1 server key
#KeyRegenerationInterval 1h
#ServerKeyBits 1024

# Logging
# obsoletes QuietMode and FascistLogging
#SyslogFacility AUTH

—) [.0gLevel DEBUG3 |

# Authentication:

#LoginGraceTime 2m
#PermitRootLogin yes
pStrictModes no |
#MaxAuthTries 6
#MaxSessions 10

#RSAAuthentication yes
#PubkeyAuthentication yes

# The default is to check both .ssh/authorized keys and .ssh/authorized keys2
# but this is overridden so installations will only check .ssh/authorized keys
AuthorizedKeysFile "C:\Program Files\OpenSSH\.ssh\authorized keys"

PidFile "C:\Program Files\OpenSSH\logs\sshd.pid"

Figure 165- sshd_config file

d. To troubleshoot any errors please set log level to DEBUG3 as shown in the image above.

3. Setup of SSH command on E-xD:

a. To test, try logging into windows machine using any user and password. You can also try testing public key authentication by
generating your own SSH key and adding its rsa key to the authorized_keys file.

b. Any windows commands can be executed on Windows machine through E-xD. To shutdown, add an event with remote SSH
command 'shutdown -s' as shown in Figure 166. Shutdown parameters like timeout can be configured as described in the link
below:

https://technet.microsoft.com/en-us/library/bb491003.aspx
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WS NETWORK Unit: E-160-48V Model: ENVIROMUX-16D
A W £

TECHNOLOGIES Uptime: 41 mins
i“._‘_'__-_t INCORPORATED Current Time: 07-12-2017 03:12:15 PM
Home Event List Configure Event

test2 Configuration

Administration

‘ =] Event Settings

e Description test?
Descriptive name for the event
Smart Alerts
Threshold W
= Threshold which indicates an alert condition

Threshold Type Greater Than v

Select the threshold type

=
a

Logout

Event Delay 2 | ‘ Sec v ‘
Duration the sensor must be out of thresholds before the event is triggered
when triggered, MNone ¥
ack ledge the following
event

‘ Group Settings |

‘ Event Notifications |

‘ |=/Remote SSH Commands |

Remote address 10.0.5.100
IP Address or URL of the machine receiving the command

Enable command on event ¥
triggered Enable command when the event is triggered

Command on triggered shutdown -8
Command to be executed when event is triggered

Enable command on event ||
cleared Enable command when the event returns to normal

Command on cleared

Command to be executed when event returns to normal

& 2012, 2017 Network Technologies Inc. All rights reserved.

Figure 166- Configure Event for Remote SSH Command

c. To troubleshoot any issues please check event log on E-xD which should show a message if there was any error. Also SSH
logs will be helpful to fix an issue.
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SETUP AND TEST SMS MESSAGING

To test a modem installed on an ENVIROMUX Monitoring System, you must first make sure the System has been
configured properly to use the modem. This guide will take you through the basic steps to do that.
details, see other parts of this manual.

1. Install a USB modem as directed on page 17.

2. Configure the ENVIROMUX User Account Contact settings (Administration -> Users ->Edit User -> Contact
Settings) to receive SMS Alerts and enter a valid phone number for the SMS messages to be sent to for that user.

Also make sure that user is set to receive messages from the type of sensor causing the message to be sent. Make

sure enough boxes are checked under “Group Settings.” .

ﬁ

3. Configure a sensor to send alerts via SMS messaging. These settings can be found under Sensor Configuration

on page 85.

- Group Settings
Logs

Internal Sensors
External Senors
Digital Inputs

IP Devices

IP Sensors
Output Relays.

Power Supplins

Contact Settings

E-mail Aberts

Brief E-mall

E-miail Address

Syslog Alerts

Syslog Facility

SHMP Traps

Sysloq/SHMP IP Address

5MS5 Alerts

SMS Number

o
Usor receives notifications for Group 1

o
User receivies notifications for Group 2

o
User receives notifications for Group 3

o
User receives notifications for Group 4

Ca
User raceivies notifications for Group 5

o
User receivies notifications for Group &

o
User recelves notifications for Group 7

o
Usar receivas notifications for Group 8

o
User receives alerts wia e-mail

User recaives briel e mail

UEI’:T@EDT“EWIICF‘!.(UIH

E-mail addross for the user

o
User recalves alerts via syshog

Lecal @ -
Seliect the user's syshog ladility
User receives alerts via SHMP iraps

182.168.2.10

IP address where syslog messages/ SNMP traps are sent lor this user

i
Usor receives alerts wia SMS

123-456- 7850

Phone numboer whors SMS massaqoss ar

Make sure this is a valid phone
number

SETT T LTS TSR

(Image from the E-XD web interface under User Settings)
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First make sure the sensor will send messages to a group the user is configured to get messages from, again, under
“Group Settings” for that sensor.

[=| Group settings

Group 1 ]
Sensor sends notifications for Group 1

Group 2 [E]
Sensor sends notifications for Group 2

Group 3 [
Sensor sends notifications for Group 3

Group 4 ]
Sensor sends notifications for Group 4

Group 5 [E]
Sensor sends notifications for Group 5

Group 6 [
Sensor sends notifications for Group 6

Group 7 [l
Sensor sends notifications for Group 7

Group 8 [
Sensor sends notifications for Group 8

(Image from the E-XD web interface under Sensor Configuration Settings)

Next make sure that “Enable SMS Alerts” is checked. Also make sure that “Disable Alerts” is NOT checked for this sensor.

= Non-Criticel Alart Satings Make sure there is NO
Disable < checkmark in this box if you
Alrts Disable alart notifications for this sensor want thlS sensor to Send a|ert
Alert Delay g PP messages!

Duration the sensor must be out of thresholds before alert is generated
Hotify 6 Hr -
Again Time

Time after which alert notiflcations will be sent again

Hotify on L

reburn bo Send a notification when this sensor returns to normal stabus
normal

Enable L

Syslog Sond alerts for this sensor via syslog

Alert=s

Enalbile

SNMP Traps Send alerts for this censor via SNMP traps

Enalle <4

E-mail Send alerts for this sensor via & mail
Alerts

E-miail E-18D0-M Temperature 1 W

Subjact Subject of o- mails sent for alerts

Enable SMS ¥

ﬁ Alerts Sand alerts for this sensor via SMS

With the E-xD, you can not only

f::‘;m el bt -ttt | Seénd standard SMS alerts that
SMS include the text in the E-mail
Coittimad subject_line, you can also

SMS < customize that message to say

Customired SMS message sent for alerts

something other than the text in

Enalsle the e-mail subject line.

siren Turn on the siren when this sensor goes to alert

(Image from the E-xD web interface under Sensor Configuration Settings)
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4. Once the sensor is configured, and the user settings include the correct settings and valid phone number, a test
can be conducted.

The web interface for the E-xD includes a button that simulates an alert message being sent. This is found under
the sensor configuration for each sensor.  There is also a button on the GSM Modem Status page that will send a test
SMS message to all users configured to receive SMS messages (see below).

Alert Simulation

|SimulateAIer‘t Clear Alert

Once the alert is tripped or simulated, the phone number for the configured user should receive the configured SMS
message.

Troubleshooting

If no message is received, double-check all of the settings just described. Then check your modem status and strength (see page
68).

When installed and working, the modem status will say “Ready” and the signal strength will be indicated. Ideally, signal strength

should always be at least -100db. (-99, -98 is better, -101,-102 is worse). If the modem is plugged in and not working, make

sure your SIM card is up to date and paid for with your service provider.

-] GSM Modem Status

Modem Type: Not Available
IMETI:

Modem Status: Not Connected
Signal Power: No Signal

JJX_!J

SMS Format Default -

Select the sms format

Send Test SMS to All Usersld— Button to test SMS Messages for all Users

No Modem Installed

[~] GSM Modem Status

Modem Type: USB Modem

IMEI: 352071041541975
Modem Status: Ready

Signal Power: -107 dBm

eJJJIIJJ

Modem properly installed in an E-xD (Note: Signal strength shown here is extremely poor)
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If the signal to the modem is too weak, then either the ENVIROMUX will need to be moved or the modem will have to

be moved (you can extend the modem up to 5 meters (16.4 feet) from the ENVIROMUX with a USB extension
cable).

CMS Error Codes

With E-xD units, there is also a feature under Log Settings for setting the Logging Level. Try setting the Logging
Level to “Debug”, and test the SMS messaging again. If the SMS message does not work, check the event log for
an error code. “CMS error #500” for example, might show up. Perform a web search on the error code to
investigate the possible cause (“SIM card inactive”) for example.

Log Settings

[~ Event Log Settings

—l Logging Level Alert ~
Select logging level
Group 2 -
Select which group the event log belongs to
Overflow Action Discontinue Log ~
Choose the action to take when the event log overflows

Enable Syslog Alerts ]
When event log reaches 90% of capacity, send alerts via syslog

Enable SNMP Traps ]
When event log reaches 90% of capacity, send alerts via SNMP traps

Enable E-mail Alerts ]
When event log reaches 90% of capacity, send alerts via e-mail

Log Setting configuration in E-xD
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SMS RELAY VIA SNMP

The ENVIROMUX has the ability to send an SMS text message via SNMP using the ENVIROMUX as a relay (applies to
ENVIROMUX firmware version 2.51 and later). The ENVIROMUX must have a GSM modem installed (page 17).

1. From within your SNMP browser, click on msgRegisters ->msgRegisterDescription.

2. Right click msgRegisterDescriptionl and select SET.

3. Under Value, enter the number of phone numbers to send the text message to (up to 4 different numbers), enter the phone
numbers to be called (no hyphens), and enter a text message up to 160 characters in length. Each piece of information must be
separated by a "#" sign.

Example:
#number of phone numbers (1-4)#phone number#next phone number#text message to be sent

#2#3305627070#3305622622#SMS SAMPLE MESSAGE

Note: If your Log Settings are set to Debug (page 112), when a text message is sent, a record of it being sent will be
logged.

|| File Edit Operstions Tooks Bookmarks Help

e 192,168.3.81 v Mdvewed.. | OD: LR61ALIMLLIGLIGLL2 ~ | Operaiorns: | Get heat - &
S ks Result Table
Spce: [ mcfieilersDescr atir, | OctetSbing 192, 168,16,
extSermars
| dgirpuis
| ipbevces
J wilReays
4 persuppkes
| svents
wmartierts
remateinputs
|, remoterelays
i amokeletrcion
), wSensars -
. bevlkond & SNMP SET [
= megRegsters
=1 [ megRegsterTable O 136 LA LS L0112
B o ‘g y r,-’ Data Ty OktetSanng -
Vahoe | 9203305627070 £ 3305625555 4545 bent message]
A mighrgsirriSiahs
srenllescons
s
i )i envTregs L_] et |
B ot Prodicl (Rl | o]
P Offcr e
ame | mgReyulenDesapion
|-1.36.1.40.3859.1. 1. 10.4.18.1.1.2
DISPLAYSTRING
""" resd-rite
et
| Mg eges ber sindex

The content of the message

[ & snmp SET =5

O |.1.3.6.1.4.1.3699.1.1.10.1.18.1.1.2.1
Data Type | OctetString =

Value |#2#3305627070%330562555545MS text message]

(o] [omnm ]

Figure 167- Use SNMP as SMS Relay
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USING ENABLE/DISABLE GLOBAL ALERTS FEATURE

Firmware version 2.57 introduces a feature that enables the user to enable and disable global alerts either manually or by using a
When disabled, an alert message will be sent to all configured users (see Figure 170 for sample
message) that alerts have been disabled. The only other alert messages that will be received will be from contact sensors that

trigger from a contact sensor.

enable or disable global alerts.

To manually enable or disable Global alerts, go to the Alarm Information page in the Monitoring Menu and click on the desired

action.

| Alert Manage

[Enable Global Alerts Disable Global Alerts

Figure 168- Buttons at the bottom of the Alarm Information page

For example, to use a sensor connected to a
Digital Input to Enable or Disable Global alerts,
set the state of the sensor that would cause this
action to occur, and set the desired action.

Note: A single digital input can enable or
disable, one input cannot do both. To
configure both actions, a second contact
sensor must be configured.

In the image right, digital input 8 is configured to
disable global alerts when closed. In this
scenario, for example, one output of a E-ACKR
keypad has been connected to digital input 8, and
configured to close its contacts for 5 seconds
when the proper code is entered.

Normal Status is set to "Open" so that it will
trigger the action ("Disable Global Alerts" under
Change Global Alert Status) when the status
changes to Closed.

In order to have another contact sensor
configured to enable global alerts when closed,
connect it to a second set of digital inputs or RJ45
sensor port and configure it in the same fashion
except change the action to "Enable Global
Alerts".

For example, use the second set of outputs from
an E-ACKR keypad, configured to change state
with a different code than the first. This way you
can disable global alerts with one code, and
enable global alerts with the second.

Digital Input Configuration

= Digital Input Sattings

Description

Normal Status

Refresh Rate

State Open

State Close

© Group Settings
* Schedule Settings

Alert Settings

Disable Alerts

Alert Delay

Notify Again Time

Motify on return to
normal

Auto acknowledge
Enable Syslog Alerts
Enable SNMP Traps
Enable E-mail Alerts
E-mail Subject

Select IP Camera

Attach IP camera
capture to e-mail

Save image to USB

Enable SMS Alerts

Send custom SMS

Customized SMS

Enable Siren

Enable Beacon

Associated Output
Relay

Output Relay status
on alert

Output Relay status
on return from alert

Change Global Alert
Status on triggering
this sensor

E-16DEL E101 Digital In
Descriptive name for the digital input

Open = ——

Select the normal status for the digital input

1 Sec +

Normal State is "Open"

It will trigger when input
changes to "Closed"

The refresh rate at which the digital input view is updated

Ne Action
Descriptive name for open state

Disable All Alerts
Descriptive name for close state

Disable alert notifications for this digital input

5 Sec «
Duration the digital input must be out of normal status before alert is generated

Ll Min =~
Time after which alert notifications will be sent again

Send a notification when this digital input returns to normal status
v

Automatically scknowledge alert when digital input returns to normal status

Send alerts for this digital input via syslog

Send alerts for this digital input via SNMP traps

Meaningful
ol
Send alerts for this digital input via e-mail

E-18DEL E101 Digital Input 8 Disable All Alerts _
Subject of a-mails =ent for alerts

digital input #

Wanscam HWO041-1 -

information in email
subject line includes

Select IP camera for image capture on alert

Attach captured image from selected IP camera to alert e-mail

Save captured image from selected IP camera to USB Flash

Send alerts for this digital input via SMS

Replace SMS witha c

Customized SMS message sent for alerts

Turn on the siren when digital input goes to alert

Turn on the beacon when digital input goes to alert

Name of the output relay that can be controlled by this digital input

Active =
Status of the output relay when going to alert

Active =

Status of the output relay when returning from aler|

Action taken when
state changes

Disable Global Alerts
Change Global Alert Status

Figure 169- Digital Input configured to disable alerts
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From:

Jog

CEs

Subject: Keypad 7504 Disable Alerts Notification
Date: Mon, 11 Mar 2019 ©9:54:19 -©400

TIME: ©3-11-20819 10:04:27 AM
ENTERPRISE: E-16DEL E@1-M

LOCATION: Engineering

BRANCH: B17C

RACK: Test

GROUPS: Digital Inputs

CONTACT: NTI

DESCRIPTION: Keypad 7584 Disable Alerts
CONNECTOR: 14

TYPE: Keypad

MESSAGE: Sensor value crossed over critical thresholds
VALUE: Closed Disable Alerts)

Figure 170- Example of email warning of disabled alerts
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E-16D SPECIFICATIONS

Front Panel Interface

LEDS -ttt Green — Power, Solid for Main power, flashing for Backup power
............................................................. Red — Low Bat (solid for charging battery, blinking for fault)
............................................................. Green — Check Log
.................................................... Green — AUX (not used)

............................................................. Red — Internal Sensor Alert
............................................................. Red — External Sensor Alert
USB .. USB Type A Female X2, USB 2.0 Full Speed compatible

BULtONS.....oii i Alarm Test/Silence- momentary switch

.................................................. Restore Defaults- momentary switch
.................................................. System Reset- momentary switch

RJ45 Sensor Inputs

CONNECLON ... RJ45 connector

Voltage SUPPIY.....cooveeeiiiiiiiic e 5VDC and 12vDC

SIgNAI TYPE .evvieiiie e RS485 for RS485 sensors; 2-wire for contact sensors

Max. Cable Length...........ccccoeeiviiiiiiiieceeins 1000 FT

ESD ProtecCtion ........cccocvevoveeriieiieenieeseeenne IEC 61000-4-2

Fuse Protection...........ccccceveeeiiiiiiiiie e, 12V Resetable poly fuse — 500mA hold, 1A trip; 15VDC max. One fuse shared by
ports 1-8, another fuse shared by ports 9-16. .

....................................................................... 5V Resetable poly fuse - 750mA hold, 1.5A trip; 16VDC max. One fuse shared by
all 16 ports

Digital Inputs

CONNECION ..ot Detachable terminal block-plug-in, 8 x 4 contacts

Wire RaNQe.....ocevieiiiiiiiieieeeieie e 16-26 AWG

Max. Input Voltage ........cueeeeeeeiiiiiiiiiee e 25vVDC

Max. Contact Resistance................cceveevvveenne 1K Ohm

Auxiliary Voltage Supply .......cccccovveeeeniineennnne 12VDC+/-10%

Max. Current SUPPIY ..coovvviereriiieeieee e 50 mA (terminals 1-7) 350mA (terminal 8 only)

ESD Protection ..........cccuvveeiieiiiiiiiiieceee e |IEC 61000-4-2

Fuse Protection...........ccccccveiiiiiiiiiiene e, Resetable poly fuse — 200mA hold, 400mA trip; 16VDC max. One fuse shared by 2
ports

Output Relays

CONNECLON ..o Detachable terminal block-plug-in, 4 x 3 contacts
Wire Range...........cociieiiiiiciiiicc, 16-26 AWG - -
OULPUE TYP ..o Dry contact, relay isolated Warning: The digital output relay

contacts are not to be connected

(O T011010) @ 21 119V T 1A /30 VDC, 0.5A / 100VAC ; . o
Contact ReSIStancCe...........ccceeveeeviciiiieeeeee s 20 milliohm directly to AC mains wiring.
ESD ProteCtion .........ccccevvvveeeiniiiiiniiiee e No, Relay Isolated.

Fuse Protection..........ccccvveeeeiiiciiiieee e, Non-resetable, 2A Hold, 4A trip, 125V

Beacon Port & Siren Port

CONNECION ..ottt Detachable terminal block-plug-in, 1x2 contacts

Wire RaNQE.....oeevieiiiiiiiieieeeeeeeee e 16-26 AWG

Voltage OULPUL........ocueeieeiiieeiiieee e 12VDC+/-10%

Current OULPUL .......oevveeeiiiiiiiieee e 180mA

ESD Protection ............coovvvvieeeieeiiiiiieeeeeeeenns IEC 61000-4-2,

Fuse Protection..........ccccccveeeeiiiciiiiee e, Resetable poly fuse — 200mA hold, 400mA trip; 16VDC max.
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USB Device Ports

Connector
Version

USB Type A Female
USB 2.0 Full Speed compatible

Control Serial Port “RS232”

Connector
Supported Signals
Baud Rate
Data Format

USB-Serial Port “Console”

Connector
Supported Signals
Baud Rate

Auxiliary Power Port

Connector
Wire Range
Voltage Output
Current Output
ESD Protection
Fuse Protection

Ethernet Port

Connector
Connection Speed
Security
Supported Protocols

Back-Up Battery

Battery Charging Time
Replaceable

General Specifications

Power Input
Operating Temperature
Operating Humidity

TCP/IP

Supported Browsers
Network Configuration
Max Number of Email Addresses

odd, even or no parity
1, 2 stop bits
IEC1000-4-2

no parity
1 stop bits
IEC1000-4-2

Detachable terminal block-plug-in, 1x2 contacts
16-26 AWG
12VDC+/-10%

IEC 61000-4-2
Resetable poly fuse — 200mA hold, 400mA trip; 30VDC max.

RJ45 Female
10/100 Base-T

http, https, Telnet,SSH

Rechargeable Sealed Lead-Acid Battery

12VDC, 2.9Ahrs

1 hr, fully loaded; 30 min. after ‘Low Bat’ LED illuminates
32 hrs (from fully discharged to fully charged).

Yes — can be replaced by authorized personnel only (NTI)

110/220VAC, 50 — 60 Hz, 45W

32° -104°F (0-40°C)

17-90%RH, non-condensing

39,685 hours

1 RU metal enclosure (19 x 9.5 x 1.73 inches)

IE, Netscape, Mozilla, Opera,Chrome
Allows Static or Dynamic IP Configuration
17; 1 per User Account + 1 for Administrator
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E-5D SPECIFICATIONS

User Interface

RJ45 Sensor Inputs

Connector
Voltage Supply
Signal Type
Max. Cable Length
ESD Protection
Fuse Protection

Digital Inputs

Connector
Wire Range
Max. Input Voltage
Max. Contact Resistance
ESD Protection

Output Relays

Connector
Wire Range
Output Type
Output Rating
Contact Resistance
ESD Protection
Fuse Protection

Alarm Port

Connector
Wire Range
Voltage Output
Current Output
ESD Protection
Fuse Protection

USB Device Ports

Connector
Version

Green — Power (solid when ENVIROMUX is powered ON)
Red — Fault (solid when any sensor is in alert)

RJ45 connector

5VDC and 12VDC

RS485 for RS485 sensors; 2-wire for contact sensors

1000 FT

IEC 61000-4-2

Resetable poly fuse — 1.1A (5VDC); 500mA (12VDC) One of each fuse shared by 5
ports.

Detachable terminal block-plug-in, 5 x 2 contacts
16-26 AWG

Detachable terminal block-plug-in, 2 x 3 contacts
16-26 AWG
Dry contact, relay isolated

1A /30 VDC, 0.5A / 100VAC

20 milliohm

No, Relay Isolated.

Non-resetable, 2A Hold, 4A trip, 125V

Warning: The digital output relay
contacts are not to be connected
directly to AC mains wiring.

Detachable terminal block-plug-in, 1x2 contacts
16-26 AWG
12VDC+/-10%

IEC 61000-4-2,
Resetable poly fuse — 200mA hold, 400mA trip; 16VDC max.

USB Type A Female
USB 2.0 Full Speed compatible
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USB-Serial Port “Console”

CONNECEON ....vviiiiiiiiiiiiiiiiiiiiii e USB Type B Female
Supported Signals .........ooocviiieieeiiiieeeeee D+ ,D-

Baud RaAte.......ccoovviiiieeeeeee e max 115,200 bps
Data Format........cccevvveveieiiiiiiiiiiiiiiiiiiiiiiiecenes 8 bits

Parity....oeeiee i no parity

SEOP BIitS weveieiieeeeiiie e 1 stop bits

ESD Protection ..........ccuueeeeeeeiiiiiiieeee e IEC1000-4-2

Auxiliary Power Port

CONNECION ..ottt Detachable terminal block-plug-in, 1x2 contacts

Wire RaNQe.....oovvieiiiiiiiieiieeeeeeee e 14-22 AWG

Voltage OULPUL........oceeeiieiieeeiieeeee e 12VDC+/-10%

CUrrent QULPUL ........uemiiiii e 500mA

ESD Protection .........ccccuvvieieeeiiiiiiiieiee e IEC 61000-4-2

Fuse Protection..........cccccveveeiiiiciiiiee e Resetable poly fuse — 1.1A hold, 1.95A trip; 16VDC max.

Ethernet Port

CONNECION .....vvieiiiii e RJ45 Female
Connection Speed .........cccveeiiiiiiiiiiieee e 10/100 Base-T
SECUMY .ttt SSL

Supported ProtoCols ..........cccceevcviieiiieeennineen. http, https, Telnet,SSH

General Specifications

Power INPUL........coviiiiiiiiece e, 120VAC or 240VAC at 50 or 60Hz-9VDC/3A AC Adapter
Operating Temperature.........c..ccooccvvveeeeeennnnne 32° -140°F (0-60°C) / (-5DB model) 32° -104°F (0-40°C)
Operating HUMIdity .........c.eveeeiiiiniiiiieeneees 17-90%RH, non-condensing

I = ST 170,344 / (-5DB model) 169,279 hours

Enclosure Size(WXDXH) ......ccoccvviriieeeiiiinenne 7.9x3x1.73 inches

TCP/IP

Supported BrOWSEIS .......cueveeveeeiiiiiiiieneeeeenes IE, Netscape, Mozilla, Opera,Chrome

Network Configuration ............cccccvveeeeeiiinnnen. Allows Static or Dynamic IP Configuration

Max Number of Email Addresses .................. 17; 1 per User Account + 1 for Administrator

Optional Battery

B 1Y =P Lithium-ion-rechargeable
Rated Capacity........ccoooeeieiiieiiiiie e aaeenns 2400mAh

Maximum CUMTeNt..........cooviiiiine e, 2A

OULPUL. .. e e 7.4VvDC

DUration.....o.oe i 2 Hrs Minimum

166



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

E-2D SPECIFICATIONS

User Interface

RJ45 Sensor Inputs

Connector
Voltage Supply
Signal Type
Max. Cable Length
ESD Protection
Fuse Protection

Digital Inputs

Connector
Wire Range
Max. Input Voltage
Max. Contact Resistance
ESD Protection

Output Relays

Connector
Wire Range
Output Type
Output Rating
Contact Resistance
ESD Protection
Fuse Protection

USB Device Ports

Connector
Version

USB-Serial Port “Console”

Connector
Supported Signals
Baud Rate

Green — Power (solid when ENVIROMUX is powered ON)
Red — Fault (solid when any sensor is in alert)

RJ45 connector (2)

5VDC and 12VDC

RS485 for RS485 sensors; 2-wire for contact sensors

1000 FT

IEC 61000-4-2

Resetable poly fuse — 200mA shared (5VDC); 200mA independent (12VDC)

Detachable terminal block-plug-in, 5 x 2 contacts
16-26 AWG

300K ohm
IEC 61000-4-2

Detachable terminal block-plug-in, 3 contacts
16-26 AWG

Dry contact, relay isolated
1A /30 VDC, 0.5A / 100VAC
20 milliohm

No, Relay Isolated.

Warning: The digital output relay
contacts are not to be connected
directly to AC mains wiring.

Non-resetable, 2A Hold, 4A trip, 125V

USB Type A Female
USB 2.0 Full Speed compatible

no parity
1 stop bits
IEC1000-4-2
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Auxiliary Power Port

CONNECTON ...vvviiiiiiiiiiiiiiivivieieiseeeeebeeeneeeeenenenene Detachable terminal block-plug-in, 1x2 contacts

Wire RaNQe....cvvvvieeiiiiiiiiiie et 16-26 AWG

Voltage OUIPUL........cccvviiiiieee e, 12VDC+/-10%

Current OULPUL .......eeeeeeeiiiiiiiieee e 500mA

ESD Protection ..........cccuvveeiieeiiiiiiiieeeee e IEC 61000-4-2

Fuse Protection...........ccoecvveeiiieeeiiiiee e Resetable poly fuse — 1.1A hold, 1.95A trip; 16VDC max.

Ethernet Port

CONNECLON ..o RJ45 Female
Connection Speed .........cceeeeiiiiiiiiiieee e 10/100 Base-T
SECUMY vttt SSL

Supported ProtocolS .......cccvvveveeeiiiiiiiiiree e http, https, Telnet,SSH

General Specifications

Power INPUL........coviiiiiiiiece e, 120VAC or 240VAC at 50 or 60Hz-9VDC/3A AC Adapter
Operating Temperature.........c..ccooccvvveeeeeennnnne 32° -140°F (0-60°C)

Operating Humidity .........cccccceeieiiiiiiiieeneees 17-90%RH, non-condensing

I = ST 229,580/ (-2DB model) 230,693 hours

Enclosure Size(WXDXH) ......cocccveiiiieiiiiiienenne 5.822 x 2.988 x 1.720 inches

TCP/IP

Supported BrOWSEIS .......ccuevveveeeeeiiiiiiiieaeeenne IE, Netscape, Mozilla, Opera, Chrome

Network Configuration ............cccccvvvereeeiiinnnen. Allows Static or Dynamic IP Configuration

Max Number of Email Addresses .................. 17; 1 per User Account + 1 for Administrator

Optional Battery

B 1Y o= PP Lithium-ion-rechargeable
Rated Capacity..........ccoevvviieiii e 2400mAh

Maximum CUITeNt..........ccooviie i, 2A

OULPUL. ... e e e 7.4vDC
DUration........c..ooevee i e 2 Hrs Minimum
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PORT ASSIGNMENTS

Here are the default ports used by the ENVIROMUX:

80 HTTP
443 HTTPS
22 SSH
23 Telnet

161 SNMP (machine configuration & sensor data)
162 SNMP (traps)

502 MODBUS (default port)

514 SYSLOG

5908 Sensor info for the Management Software
5919 Cascading via Ethernet

6000 Management Software

The HTTP, HTTPS and MODBUS port numbers may be changed by the administrator. If they are changed, contact the system

administrator for the new assignments.

DDNS PROVIDER LIST

Provider Name Provider Name
DDNS Provider To Use DDNS Provider To Use
ChangelP changeip gira.de gira
OVH ovh sitelutions.com sitelutions
Strato strato dnsomatic.com dnsomatic
cloudxns cloudxns dynsip.org dynsip
ddnss.de ddnss.de no-ip.com no-ip
dhis dhis 3322.0org 3322
dnsexit dnsexit he.net he
dtdns dtdns spdyn.de spdyn
duckdns duckdns nsupdate.info nsupdate
duiadns duiadns loopia.com loopia
dyndns.org dyndns domains.google.com domains.google
dynv6.com dynvé tzo.com tzo
easydns.com easydns zerigo.com zerigo
freedns.afraid.org freedns zoneedit.com zoneedit
freemyip.com freemyip
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WIRING METHODS

RS485 Sensor Cable

The CATS5 connection cable between the ENVIROMUX and the external RS485 Sensors (page 10) is terminated with RJ45
connectors and must be wired according to the EIA/TIA 568 B industry standard. Wiring is as per the table and drawing below.

Pair 3

Pin | Wire Color Pair Pair 2 Pair 1 Pair 4
White/Orange 2 /\ /\
Orange
White/Green
Blue
White/Blue
Green
White/Brown
Brown

N O O | W| N
BBl WIRP|I PN

(View Looking into RJ45 Socket)

Contact Sensor Wiring

When applying CATS5 cables to contact sensors for plug-in to the RJ45 Sensor sockets, the following socket-to-sensor wiring must
be followed:

RJ45 Sensor Socket Pinout

Pin# | Pin Name Schematic for wiring Contact Sensor to RJ45 Socket

1 GND Contact Sensor

2 SENSE

3 RS485 + ALARM 12vDC TAMPER

2 5 VDG + _

5 TAMPER SWITCH C?/O : O Q/O :

6 RS485 - A\ 7N N jumper ]

7 +12 VDC orange wht/brown

8 GND wht/orange Apn_wht/blue

brown
zigsng’ttsgg 6 | ] | For 5VDC contact
sensors, substitute

for contact 1 2345678 pin 4(5VDC) for
Sensors pin 7 (12VDC).

View looking into RJ45 Socket
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TROUBLESHOOTING

Each and every piece of every product produced by Network Technologies Inc is 100% tested to exacting specifications. We
make every effort to insure trouble-free installation and operation of our products. If problems are experienced while installing this

product, please look over the troubleshooting chart below to see if perhaps we can answer any questions that arise.

If the

answer is not found in the chart, a solution may be found in the knowledgebase on our website at
http://information.networktechinc.com/jive/kbindex.jspa or please call us directly at (800) 742-8324 (800-RGB-TECH) or (330)

562-7070 and we will be happy to assist in any way we can.

Problem

“Pwr” LED is blinking
(E-16D only)

Cause

e Blinking 1/sec =Power is OFF,
battery backup is powering the
ENVIROMUX

e  Blinking rapidly= discovery tool in
use

Solution

Restore AC power to the ENVIROMUX

Nothing wrong- close Discovery Tool to stop

Cannot access
ENVIROMUX through
my browser

e  Browser not supported

e Trying to connect to wrong IP
address

e  User not authorized

See supported browsers on page 4

Type correct IP address into browser URL field. If IP
address is unknown, use Discovery Tool (page 28) to
identify it.

See administrator for user name and password

Cannot access
ENVIROMUX user
interface with direct
Ethernet connection

e Telnet not enabled
e Cable not wired correctly

Must enable Telnet through web interface (page 71)
Cable should be wired pin-to-pin (1 to 1, 2 to 2, etc.)

ENVIROMUX will not
recognize sensor

Previously used sensor port was
never cleared from memory upon
removal

Click on “???” in summary page, click on “Configure “
button, click on “Remove” at bottom of Configure page to
remove sensor and clear the port. (see page 38)

Device Discovery tool
will not work

e Java not installed

e PC and ENVIROMUX are on
different physical networks

Download and install Java (see page 28)

Make sure PC and ENVIROMUX or both on same
physical network

Not receiving e-mail
alert messages

e Ethernet cable disconnected

e Wrong or no IP address provided
for SMTP server

e User does not have user profile
correctly configured

e Email address not accepted by
SMTP server

Check Ethernet cable connections
Check all Network Settings (page 71)

Check user profile. Make sure groups have been
selected and the contact settings are correct (see
page 81)

Check policies of SMTP server for restrictions

Beacon not
illuminating

¢ Wires are not connected properly
e Beacon in use is improperly rated
e Sensor is not configured to
power-ON the beacon

Check wire connections
Make sure Beacon is rated at 12VDC, 180mA or less

Check sensor configuration- make sure Beacon is
selected under “Alert Notifications” (-16D)

Siren not making
noise

e Wires are not connected properly
e Siren in use is improperly rated

e Sensor is not configured to power-
ON the siren

Check wire connections
Make sure Siren is rated at 12VDC, 180mA or less

Check sensor configuration- make sure Siren is
selected under “Alert Naotifications” (-16D)

Ethernet cascading is
not working

Ethernet Configuration not complete

Make sure the correct IP of the Slave unit is entered
into the Master configuration

Make sure Slave is configured as “Ethernet Slave”
(page 93)

If behind a firewall, make sure port 5919 is open for
the ENVIROMUX to pass data through
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Problem

The sensor page does
not display the current
readings

Cause

Java scripts cannot be displayed-java
not enabled in browser

Solution

Enable the Java Scripts and Java in the browser

Sensor status
alternates between
“normal” and “no
answer” on summary

page

User is receiving alert
notifications about
sensors being
disconnected and
then reconnected

Electronic noise is being induced into
sensor cables (near large motors,
electronic ballasts, etc) causing errors
in RS485 communication between
ENVIROMUX and sensor. (this
pertains to “RJ5 SENSORS” only)

Change the unshielded CATx cable to the RJ45 sensor(s)
to shielded cable to reduce noise being introduced.

If the issue is ignored it could potentially lead to damage
of the RS485 communication circuit and require the
ENVIROMUX unit to be returned for repair

Sensors connected to
RJ45 Sensor ports
stop working

Sensors applied collectively exceed
current rating.

Disconnect sensors. After approx. 10 minutes fuse inside
ENVIROMUX should reset.

For E-16D: Make sure the load of all 8 sensors per row
does not exceed 500 mA. (i.e. only one keypad per row
(row 1 = ports 1-8, row 2= ports 9-16))

Unit will not boot up-
access via Ethernet
not possible

Firmware has been corrupted

Contact NTI for FTP recovery software and procedure.

Sensor connected to
DIGITAL IN terminal
stops working

(E-16D only)

Sensor is rated for more current than
terminal can supply. Fuse protecting
port has opened.

E-EDR-SF and

E-EDR-SCR Electric Strike may cause
this if connected to DIGITAL IN
terminals 1-7

Disconnect failed sensor. After approx. 10 minutes
internal fuse should reset. Reconnect sensor to terminals
provided sensor current requirements fall within terminal
limitations.

DIGITAL IN terminals 1-7 max. load = 50mA
DIGITAL IN terminal 8 max. load = 650mA

Event Log has “GSM
Error code -3”

GSM Modem failed to communicate
with cell tower due to a weak signal

Adjust the modem antenna using the Enterprise Setup
screen (page 68) as a guide for the best signal

Attempt at connection
via HTTPS from
outside the LAN
errors out

Port in Firewall not open to secure
connection to ENVIROMUX

Configure your firewall to allow communication
through the port assigned to HTTPS connection (page
71).

Slave in cascaded
configuration keeps
losing communication
with Master

Slave configured (within the web
interface for the slave) to add sensor
values to datalog.

Do not configure sensors from the Slave web
interface, do not put a check in “Add to datalog”
(page 42) and do not configure any alert methods.
Only enable datalogging and alert methods for
sensors when configuring them from the Master
interface.

For a complete list of ENVIROMUX factory-assigned port numbers, see page 169.
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SMTP Error Codes:

Without
SSL
enabled:

Meaning

Comments

-1 SMTP_CONN_ERR, Cannot establish a connection to the SMTP server. Possible
reasons: bad setting for IP of SMTP server, firewall blocking the
connection

-4 SMTP_SERVER_NOT_READY_ERR, Server denied connection

-5 SMTP_EHLO_ERR, Server did not answer to HELO command

-6 SMTP_AUTH_NO_SUPPORT_ERR, Authentication method is not supported

-7 SMTP_AUTH_FAILURE_ERR, Authentication failure (user or password rejected)

-8 SMTP_BAD_FROM_ERR, SMTP Server did not accept the sender e-mail address

-9 SMTP_BAD TO_ERR, SMTP Server did not accept the destination e-mail address

-10 SMTP_DATA_ERR, SMTP Server did not accept the DATA command

-11 SMTP_BAD_DATA_ERR, SMTP Server did not accept the body of e-mail message

With
SSL
enabled:

-100 SMTP_SSL_CONN_ERR, Failed to resolve connection to DNS server

-99 SMTP_SSL_CONN_ERR1, Cannot establish a connection to the SMTP server. Possible
reasons: bad setting for IP of SMTP server, firewall blocking the
connection

-98 SMTP_SSL_CONN_ERRZ2, System failed to create a socket (this is for internal reasons - like
network down (a highly unlikely occurrence))

-97 SMTP_SSL_PROTOCOL_ERR, SMTP server connected but did not accept SSL connection

-95 SMTP_SSL_SERVER_NOT_READY_ERR, | Server denied connection

-94 SMTP_SSL_EHLO_ERR, Server did not answer to HELO command

-93 SMTP_SSL_AUTH_NO_SUPPORT_ERR, Authentication method is not supported

-92 SMTP_SSL_AUTH_FAILURE_ERR, Authentication failure (user or password rejected)

-91 SMTP_SSL_BAD_FROM_ERR, SMTP Server did not accept the sender e-mail address

-90 SMTP_SSL_BAD TO_ERR, SMTP Server did not accept the destination e-mail address

-89 SMTP_SSL_DATA_ERR, SMTP Server did not accept the DATA command

-88 SMTP_SSL_BAD_DATA_ERR, SMTP Server did not accept the body of e-mail message

-87 SMTP_TLS_ERROR, Cannot connect through STARTTLS protocol. SMTP server
probably does not support this protocol. Disable STARTTLS.

Communication Ports used by the ENVIROMUX:

Port Number ‘ Purpose

80 HTTP (also IP sensor monitoring)

443 HTTPS

22 SSH

23 Telnet

161 SNMP (system config, sensor data and mgmt.
software sensor data)

162 SNMP (traps)

502 MODBUS (default)

514 SYSLOG

5908 Sensor info for Management Software

5919 Cascading via Ethernet

6000 Management Software
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HOW TO CREATE AN X.509 CERTIFICATE FOR ENVIROMUX

The ENVIROMUX family of products is designed to be configurable with security to limit access to their web interface controls.
The ENVIROMUX includes a default x.509 certificate. However, this procedure will help you create your own custom x.509
certificate to use with this feature. This procedure was created using CentOS and OpenSSL.

Note: Do not disable access to the ENVIROMUX web interface using http before you verify
that the https client authentication works properly (see page 185).

.  Using Self-Signed Certificates for ENVIROMUX Series Products

We can use self-signed certificates to access ENVIROMUX products with HTTPS with a self-signed root certificate
authority. In this procedure, our root certificate authority needs to be explicitly added to every PC as trusted authority,
to access the product page.

1. Creating a Self-Signed Certificate Authority using OpenSSL

An example SSL configuration file to use can be found here: http://www.networktechinc.com/download/openssl.cnf

When using this document, make a copy of the current default openssl configuration file and replace it with the file above.

a. Creating the Certificate Management Files and Directories

The following directories are made for organizing the files being used and generated. These directories are also used for
other procedures in the document.

1. Create directory “ntiCA” in /usr/local/ssl for ntiCA certificate management and change to that directory. If you prefer,
this directory name can be set to any other name like MyCompanyCA. Make sure the openssl .cnf file is edited to
match the changes to the folder name. The openssl .cnf file can usually be found in /usr/local/openssl/openssl.cnf on
local installations of OpenSSL.

# mkdir Zusr/local/ssl/ntiCA
# cd Zusr/local/ssl/ntiCA

Create the following directories in the ntiCA directory: (The number sign (#) is the command prompt, not part of the
command.)

# mkdir CA

# mkdir server

mkdir server/certificates
mkdir server/requests
mkdir server/keys

mkdir user

mkdir user/certificates
mkdir user/requests

mkdir user/keys

HoH O O R R

Perform the following commands in the ntiCA directory:
# cd /usr/local/ssl/ntiCA
# touch index.txt
# echo “01” > serial
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b. Creating the CA Key and Certificate
The general process for creating a certificate includes:

1. Creating a private CA key
2. Creating a certificate request
3. Creating and signing a certificate from the certificate request

1. Create the private CA key:

# cd /usr/local/ssl/ntiCA

# openssl genrsa -out ./CA/ntiCA_key 2048
Generating RSA private key, 2048 bit long modulus
++++++

______ +HH+++
e is 65537 (0x10001)

2. Create the CA certificate signing request:
# openssl req -sha512 -new -key ./CA/ntiCA.key -out ./CA/ntiCA.csr

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value, (indicated by the characters "[ 1)
IT you enter ".", the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [OH]:OH

Locality Name (eg, city) []:

Organization Name (eg, company) [NTI]:NTI

Organizational Unit Name (eg, section) []:

Common Name (eg, YOUR name) [NTI CA]:NTI CA

Email Address [sales@ntigo.com]:sales@ntigo.com

Please enter the following “extra® attributes
to be sent with your certificate request

[1:

[1:

3. Self-sign the CA certificate:

# openssl x509 -req -sha512 -days 3650 -in ./CA/ntiCA.csr -out ./CA/ntiCA.crt
-signkey ./CA/ntiCA_key

Signature ok

subject=C = US, ST = OH, O = NTI, CN = NTI CA, emailAddress = sales@ntigo.com

Getting Private key
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c. Verifying the CA certificate contents

At this point we have our self-signed CA certificate and our CA key, which will be used to sign the ENVIROMUX
certificates that we create. To verify the certificate contents, use the following command:

# openssl x509 -in _./CA/ntiCA.crt -text

The output should look similar to this:

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
b2:ce:14:9d:bf:52:f5:1Ff

Signature Algorithm: sha512WithRSAEncryption
Issuer: C = US, ST = OH, O = NTI, CN = NTI CA, emailAddress = sales@ntigo.com

Validity

Not Before: Dec 4 20:00:24 2018 GMT

Not After : Dec 1 20:00:24 2028 GMT
Subject: C = US, ST = OH, O = NTI, CN = NTI CA, emailAddress = sales@ntigo.com
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b0:43:2b:de:93:7b:ac:1f:24:96:9d:e€9:98:26:
44:bc:cb:7e:04:ec:c2:64:da:60:59:al1:c8:b7:42:
52:04:b7:b2:91:b1:10:db:ea:04:25:52:14:8b:52:
a4:7f:5a:fc:08:65:¢c6:77:44:8b:48:27:71:68:00:
c2:09:a2:b4:4a:3d:19:3c:F8:d0:69:24:e8:44:b8:
07:57:e1:57:2d:0e:9b:2F:3e:df:4c:71:00:45:bb:
ff:2d:a6:7f:11:2d:34:ca:f2:07:f5:79:F0:4F:9b:
d8:d3:ad:04:3b:3c:56:07:25:cl:be:fe:09:03:8a:
6e:4d:72:82:ad:67:22:2c:54:1b:d5:69:5b:2b:67:
1f:12:F5:98:ef:a4:10:1d:56:83:13:ca:8d:d7:2f:
c5:0a:da:d5:3b:30:25:9a:2c:6f:8c:94:c1:69:35:
€2:38:9b:1b:37:53:FfF:d6:2d:3e:d9:1c:7a:03:b3:
71:a6:76:16:f4:eb:35:2a:f2:86:6F:40:d9:cc:6e:
59:31:ef:94:11:cf:cc:52:9d:eb:8e:06:69:67:ee:
86:98:b0:54:11:61:71:aa:ae:19:2a:f3:77:ce:95:
2c:ab5:87:0d:10:16:b9:5e:88:c8:03:da:d9:6d:90:
3b:ca:4c:32:15:0c:ba:05:64:79:c7:4b:b0:7a:f5:
26:5d

Exponent: 65537 (0x10001)

Signature Algorithm: sha512WithRSAEncryption
9f:d2:50:61:36:13:d9:b9:cb:39:5e:31:d6:2a:a8:e4:03:f0:
€0:65:4d:37:e0:60:cd:71:f5:5a:6d:7d:87:53:6e:2e:8b:3a:
f2:fb:73:fc:21:51:63:79:8a:2d:5d:a9:c2:a9:47:al1:b3:17:
9a:2e:5b:8a:7f:29:ab:08:cb:2f:52:70:26:2c:76:2d:2d:07:
81l:cc:84:6F:59:db:f3:be:fe:77:dc:67:6b:5d:ffF:b3:17:24:
bd:f3:c0:cc:83:10:d0:17:67:2d:e5:5b:4b:59:aa:80:fb:ec:
53:ed:e4:c5:0d:a1:0d:13:b3:0b:ee:a4:c2:f0:d2:a0:29:ef:
11:f5:6a:29:8b:46:ed:1a:64:2b:93:02:af:0d:7F:83:28:2c:
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a2:11:2e:e6:fc:af:61:d2:df:eb:e2:c0:e2:46:6e:ef:51:6e:
el:db:4f:d4:24:2b:6d:63:21:d0:3c:¥2:02:6e:d0:63:10:bf:
1c:9c:bf:31:c8:74:¢cd:88:51:7b:cc:a6:8d:6d:cl:fb:5c:63:
8a:dc:74:de:5F:04:d2:2d:b0:5b:c7:65:06:37:¢c0:42:8d:87:
22:2e:2d:59:dc:89:6c:e4:32:fe:2f:88:da:42:50:6e:67:3e:
6C:7c:86:9b:F4:20:60:6b:26:c2:cd:0b:97:d8:el:f5:f9:cl:
4c:32:6c:ab

MI1DLjJCCAhYCCQCyzhSdv1L1HzANBgkghkiGOwOBAQOFADBZMQswCQYDVQQGEWJIV
UzELMAKGA1UECBMCTOgXxDDAKBgNVBAOTAOS5USTEPMAOGALIUEAXMGT IRJ 1 ENBMR4w
HAYJKoZ 1hveNAQkBFg9zYWx 1cOBudGInby5 jb20wHhcNMTgxMjAOMjAwMD I OWheN
Mj gxMjAxMjAwMD I OWj BZMQswCQYDVQQGEwWJIVUzELMAKGA1UECBMCTOgXDDAKBgNV
BAOTAO5USTEPMAOGALUEAXMGT IRJ 1ENBMR4WHAYJKoZ 1hveNAQkBFg9zYWx1cOBu
dGInby5jb20wggE iMAOGCSQGS 1b3DQEBAQUAA4 1 BDWAWgQEKAO I BAQCWQyvek3us
HySWnemYJkS8y34E7MJIk2mBZoci3Q1 IEt7KRsRDb6gQIUhSLUgR/WvwlZcZ3R1tl
J3FoAM1JorRKPTk8+NBpJOhEuAdX4VctDpsvPtIMcQBFu/8tpn8RLTTK8gflefBP
mOjTrQQ7PFYHJIcG+/gkDim5NcoKtzZy 1sVBvVaVsrZx8S9ZjvpBAdVoMTyo3XL8UK
2tU7MCWaLG+MIMFpNe 14mxs3U//WLT7ZHHoDs3Gmdhb06zUq80ZvQNnMb I kx75QR
z8xSneuOBmIn70aYsFQRYXGqrhkq83fOISylhwOQFrleiMgD2tltkDvKTDIVDLOF
ZHNHS7B69SZdAgMBAAEWDQYJKoZ IhveNAQENBQADgQEBAJ/ SUGE289m5yz leMdY(q
qOQD8OBITTFgYMIXOVptFYdTbi6LOVL7c/whUWNSi i 1dqcKpR6GzF50uW4p/Kasl
yy9ScCYsdi0tB4HMhG9Z2/0+/nfcz2td/7MXIL3zwMyDENAXZy3IWOtZqoD77FPt
5MUNoQOTswvupMLWOgAp7xHlaimLRuOaZCuTAq8NFAMOLKIRLUb8r2HS3+viw0JG
bu9RbuHbT9QkK21 j 1dA88gJu0GMQvxycvzHIdM2 IlUXvMpoltwftcY4rcdNSTBNIt
sFvHZQY3wEKNhy luLVnciWzkMv4viNpCUG5NPmx8hpvO0 1GBrJsLNC5FY4FX5wUwy
bKs=

2. Creating a CA-Signed ENVIROMUX server Certificate (This will need to be done for each ENVIROMUX device.)

The procedure for creating a CA-Signed web server certificate is similar to that for creating the CA certificate except that
the device certificate will be signed using the CA key rather than self-signing with a server-specific key.

a. Create the web server private key using a fully qualified DNS name (or IP address).
# cd /usr/local/ssl/ntiCA
# openssl genrsa -out ./server/keys/your_device_fqdn_or_ipaddress.key 2048
Generating RSA private key, 2048 bit long modulus

_______ ++++++

_HH
e is 65537 (0x10001)

b. Create the web server certificate signing request using the same fully qualified DNS name (or IP address) you used for
the private key. It is vitally important that you set the Common Name value to the fully qualified DNS name of your web
server because that's the value that a browser client will verify when it receives the web server's certificate.

# openssl req -sha512 -new -key ./server/keys/your_device_fqdn_or_ipaddress.key -
out ./server/requests/your_device_fgdn_or_ipaddress.csr

You are about to be asked to enter information that will be incorporated into your
certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few Fields but you can leave some blank

For some fields there will be a default value, (indicated by the characters "[ 1')
If you enter "_", the field will be left blank.
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Country Name [US]:US

State or Province Name [OH]:OH

Locality Name []:Aurora

Organization Name [NTI]:NTI

Organizational Unit Name []:

Common Name [NTI CA]:192.168.3.144

Email Address [sales@ntigo.com]:your.email@yourdomain.com

Please enter the following "extra® attributes
to be sent with your certificate request

- I:

- I:

c. Create a file defining the Subject Alternative Name. This extension file extensions.ext can be made with any text
editor, and should be added to the /usr/local/ssl/ntiCA directory. This needs to be defined to know for what domains or IP
addresses the certificate will be valid. Add the following lines to the extensions.ext file:

basicConstraints=CA:FALSE
subjectAltName=IP:<ip_address>

Replace “<ip_address>" with the IP address you plan to use to access the device. Other options are available for

specifying this. Below is an example using a DNS:
subjectAltName = DNS:server.example.com

d. Sign the web server certificate with the CA key:

# openssl x509 -req —in server/requests/your_device_fqdn_or_ipaddress.csr -CA
CA/ntiCA.crt -CAkey CA/ntiCA._key —CAcreateserial -out your_device_fgdn_or_ipaddress.pem -
days 1024 -extfile extensions.ext

Signature ok

subject=C = US, ST = OH, L = Aurora, O = NTI, CN = 192.168.3.144, emailAddress =
sales@ntigo.com

Getting CA Private Key
To verify the web server certificate contents, use the following command:
# openssl x509 -in your_device_fqdn_or_ipaddress.pem -text

Key values to look for are:

Subject CN=192.168.3.144
Issuer CN=NTI1 CA

3. Uploading a Self-Signed Certificate Authority to a ENVIROMUX Device

You

should import the “ntiCA.crt” file located in the /usr/local/ssl/ntiCA/CA directory that is generated using this procedure into

the ENVIROMUX. To import this file into the ENVIROMUX, you must log into its web interface.

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,

sele

ct the CA certificate file ntiCA.crt, and click "Upload CA certificate”.
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4. Uploading Server Certificate to a ENVIROMUX Device
The NTI ENVIROMUX web server expects the certificate and key as a single file in "PEM" format.

Use the following command to combine certificate and key file to a single file with extension “pem”.

cat ./server/keys/your_device_fqgdn_or_ipaddress.key your_device_fqdn_or_ipaddress.pem >
server.pem

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,
select the server certificate and key file, and click “Upload Server certificate and key".

The following is an example of what the server . pem file should look like:

————— BEGIN RSA PRIVATE KEY-----
MIIEowWIBAAKCAQEAXKMPFTvWbIymsSP2Pos /4+NIDQvmoIU4xv2FEZBUOr c+urRKf1D
y2veFKIMuf p2 IXMTXSHXCOJyZgvVEHIjb1VORUGWRZ2 /6VG5ShYDgFa8dptcayi2s
yRUaESTOwaZCCHMfEﬁqu/lren59rtckYpygz?/VchAhgcoLoIHRoJFTLwONMF
MTE1kWlcNXTSBET,/ /55 TYofba7qcklHpSRTPAWOHWajnoyH9t /I,/ InFdt1Ju3IgN
anQGSpqdoi/J3NugZCNKrSLJutBtTAmLQstUTmwg4MvcxpWURATNOWnnGAhuxl
TE94QVISowZ+bycidujesmdr3GuUodi6,/ 97 sdeQIDAQABADIBAEHY ] e/ XxDVTwnM3k
bBgrRzsRetwl3VnASNBTqOTKERITAVE6L JOPK,/FKOV]IQAUSKGT OtFeI6SSKr+EZ8
ﬁBn2Ea¥r4szaJAquznq?quq1bcm/{ﬁ5wd/1DGmGFmtszmjﬁchE+y55ﬁg fogx
woxKL412113jDsy7qeG2harq7 2dzvt EFRBaZVBdQSLjPcranzQBZGXCMUS?roQ
Tww1XzpKUceDIDG27wWqpSFa7DszwouqBgskIGNxe64 3pBGFIYLOZ4+00DyFiaete
izgNh9uThgrwusavwD,/ML151c5dPZgtgQoazl /LcTSy89zKyaNHETXho5JiovIPi
+ichuOcgYEASEJXHAxchzDstu1nBDLHYr8?c5ac?DEG400251FBL93rue62cu
cPuyy8goFFKImDxd 1 1dZ T xmQuw+vMIWxZ 8 jEsHE1VexqggkiygTyldde /Thévo4Ccu
NF1ouWU92BRWEY zf 3y6ahrR2bLFUCErNgs cdPCSTQUYKKP TWiC jzUNSCQYEAZrUK
WBU3dOpFES IYTTXVIBHSLVBNTwsACOZRCIgkevERPAC jMMSCZIpgiA6IpwM1Zash
AfUlzACTtkHkW7 gdB8Xb7 HOIKCPHAFN+ YO 95 XEWUE /Xet znrv4vobP JbzzHHDGT cUb
jvaycDMBUUQSLPX 1 Up SRWUwWnMACGFdVIgKT14 TsCgYEALLUO3v/ZbaNRVHLCA7ZD
wKOCNzjohcsrZzgkfioZmZZxTer4dLd7yNr 2UTVILGYTyo9F 9GICEC 3 8xX1fwPnlyH
prORUuIBLUtOQJkgzwaSGIPkFGSCCZnoccngce?SKUNUbaCTG?WDFGB?EKuBal
HG7YaJ11ZTschs,/nvBlEBUMCgYAXddAUpL ebb I ywmwSVHZRHTVMS TES159QUeHKL
whhwysmT /tgBsdIuDCTKrvs1GEdILxQ+E4AWTynr Two] 3IwhulL ebE SXTpHDOHGYCF
QChc?DiSlIzka]kﬁqVVOPerhxkr34TSdRORKp+ySSB+iaNRDpJ3IcfmcbbTLPI
CVNUvQKBgCpseuxd XJMdEwgeutqg?qoq809+vtMWHquEwig0th+'CKTRmuzaw
S7MgNUljPctusLigrexnUGBTxy467 1Ck7nags 1DrozGiPpix2BZF SahuoCwCk Twe
3LWF4ANRWAVgCUSTBSZEIOSDAT /40gbz65Ry2ZpXyYznjpafqqsc

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE-----
MIID4TCCASMgAWIBAGIIAIMatDg7 g/ aMAOGCSGGSIh3DQEBCWUAMIGCMQSWCQYD
VQOGEWIVUZELMAKGATUECEMCTOgXDZANBGNVBACTEKFLcmIyYTERMBBGALUECHMY
Tmv0d28yayBUZwNobm9sb2dpzxMgsw5 jMRQWEQYDVQQLEWEFbmdpbmvl cmluz zep
MAOGALUEAXMGT 1RIIENBMSUWIwWYIKoZIhvcNAQKBFhZ gdXNOawduzZmvycm] AbnRp
Z2BuY2O9tMBAXDTEAMTIWMZEAMZkZzN 1 oXDTIxMDkyM JEAMzk ZN T owgaIxCZzAIBEgNY
BAYTATVIMQSWCQYDVQQIEWIPSDEPMAOGAL UEBXMGOXVYD 3 ThMSEWHWYDVQQKE Xho
ZXR%b%JrIFR1Y2hub2xv2211cyBJmexFDASBENVBAsTCOVu221uzwvyaanMRUw
EwWYDVQQDEWWXOTIUMTY4L jMuNzEXITAjBgkghkiGowlBCQEWFmplc3Rpbi SMZXIy
auBudGnby5jb20wggE iMAOGC 50GSIb3DQEEAQUAAS IEDWAWGOEKADIBAQDEgakY
+9Z5nNKZI/Y+12,/40gNC+aghTiG,/ YUFKGTStZz65Ep,/UPLZV4AUQUy 5+nY1cxPFIdcI
B6PIMBVUQT 2NVVUSFTPZHPD,/pUbmFgoovrx2ZmOL1gnZL IFRrpIJPRVBIKIICXS8TPDG
T/WtEanul*RinKDPVQVIWDCGByguggdsngMquDwUxoEWvawldNIFP/QLmNNg
59trupyTuel JFMaly4fBqoejIf23878mcv20km? chaZqcpObel1B21L8nc26DYIOG
TIsmE0GIMCYTCWMNSWEC DGy 292G 1ZREBMOS5aecYCGSTW3r 3hBUjyiBNSvIyI1SMZK
Z2VCZRDILr /3ux15AgMBAAG JHACMAKGAL UdEWQCMAAWDWYDVRORBAQWBOCEWKGD
RzANBgkghk1GIwOBAQS FAAOCAQEAFMEWKCWAULARIKCSTMAbIOGMAT VEC+69CGCO
GKIZAWBEYFibc265uH7LZ+,/ ZBBrdf 1XWIB S5XC2B2GCZCXPYIWL cHf Zpxbfacy EZ
bs20HzvCTGTuvwm+r 51bjmgQz zuQvH SvMZ P8ct7HbOZ bht c6KWFRFIWSCZSulghn
T XBEFi1QGaR7WNTUEK9BE4L 13ghSNEYC+gPX0CDQSK3TaxqluAaSTx08,/6QBULQgbA
FzosbstNC7 INpgtK90ZUOtwl3IHANr+gZ Ib314 XK 5BRel 1CLh Ky6x36PxdhfIrh
rfeda7kpfkcog3x6B1lEIzR/Cmazfmutd /AKKPVFT25YKET 8 jMQ==

————— END CERTIFICATE-----

5. Accepting a Self-Signed Certificate Authority as Trustworthy
How to add a Self-Signed Certificate Authority as a Trusted Root Certification Authority on Windows

The browsers must recognize and trust the Certificate Authority created. The following are directions for trusting the
newly created CA.

. Open “Internet Options” in Control Panel

. Navigate to the “Content” tab.

. Select the “Certificates” button.

. Go to the “Trusted Root Certification Authorities” tab

. Press “Import”

. Navigate through the prompt. The only option that will need to be modified is selecting the certificate to trust.
. Restart the preferred browser.
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How to add a Self-Signed Certificate Authority as a Trusted Root Certification Authority on Mozilla Firefox

Mozilla Firefox does not use Window’s Certificate Authorities. For the Firefox browser to recognize your CA, do the
following:

. Open the Mozilla Firefox browser.

. Type “about:preferences#privacy” in the URL field of the browser.

. Under “Security” in the “Certificates” section, press the “View Certificates” button.
. Navigate to the “Authorities” tab.

. Select “Import”

. Find your self-made CA and press “Open”

. Select “Trust this CA to identify websites” and click “OK”.

. Restart the Firefox browser.
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Note that some of these directions may be slightly different for older versions of Firefox.

I[I.  Using External CA Signed Certificates for ENVIROMUX Series Products

1. Creating a certificate signing request for External Certificate Authority
A Certificate Signing Request must be provided to an external Certificate Authority like DigiCert, Verisign, or Comodo.

The Certificate Signing Request should be made using the following command:
# mkdir thirdparty
# mkdir thirdparty/certificates
# mkdir thirdparty/keys
# openssl genrsa -out ./thirdparty/keys/server.key 2048

# openssl req -sha512 -new -key ./thirdparty/keys/server.key -out
./thirdparty/certificates/server.csr

Below is an example of a valid certificate signing request:

————— BEGIN CERTIFICATE REQUEST-----
MIIDGZCCAQMCAQAWGaWXCZAIBGNVBAYTATVTMOSWCOYDVQQIEWIPSDEPMAOGALUE
BXMGQXVyh 3 IhMSEwHWYDVQQKEXhOZXR3b3Ir IFRTY2Zhub2xvZ211 cyBIbmMxFDAS
BGNVBASTCOVUZ 2 TUZWVyaw5nMREWHQYDVQQDEXZ 3d3cubmv0d2 9ya3r1y2hpbmMu
Y29TMSUWIwWYJKoZIhveNAQkBFhZgdXNOawd uZmvycmlAbnNRpZ28uY29tMIIBIjAN
Bgkghk1GOwW0BAQEFAAOCAQEAMIIBECOKCAQEAZCIBUGELILANNY JOUTMZEQ2qZTHr
C?OULEKaOZZyEx nk3ekr 1GWsTCiV3hP4ZY+ATXUYOP 5pZWWnIGXZEHgWOXybIgM
/Irariezrh8jw+kKuc jcBhP1DQXESTERXIMDONYTVEAIXF SYa8RWIMXIsrddvTic
ecm3zgUglHNAr mYd-UjriEN?strTzQ[:I:pc'I PKVFiFaFdwasi7GxXaABq2GFFxsmfhPiw
yb5gAPPx7 8f6wTvk /MeasuDVDC 5DH 10LB7MTYkMLhc+1tLIOXUSKUONIYczuC /g0
DAuk+khgkH5gaudt831CThEIE0OkHSWNREP 9eHSHTOO0U 9% uoywmpL 6ByQIDAQAB
oCkwIwyIKoZIhvcNAQKOMROWGDATBgNVHRMEA] AAMAS GALUdDWQEAWIFADANBgkq
hk1GI9w0BAQOFAAOCAQEAGQ2ESIPHSBrPIDWCLZ / 9+4hTCCcgTYyIXBbEAT TmvLmMNZF
JcyC7 /78np+jGbhsmbMoPghEDIpcTUIgSSDIWZPOIILGO+SIKN3LMETSCGCZT
cFevFTPYCP 3GkNVGTZ T TAPKES 40Tt IgM,/ gVyBYQZD1CFL4FIGhRr YXpbbGpoBp]/
cgleZTsxjus/ibem/oEcszEHﬁusEPAFMtviSHaogﬁithIBqu?oeojwsdnTb
JaQpAIF3orThq/ikgxzyb4L 9bowexyvP,/Dldox7vG9egbidwljjThuossxFb7qla
ODh+Cc7uALD5PhLalggThi8alIgt TIuiP1BlUzZtZcg==

————— END CERTIFICATE REQUEST----—-

Upload your CSR to your Certificate Authority to get the certificate.
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2. Uploading Server Certificate to a ENVIROMUX Device

The NTI ENVIROMUX device expects the certificate and key as a single file in "PEM" format.

The server certificate file with extension “pem” should be received by your external CA after submitting a certificate request.
Get your server certificate in a .pem or .cer format. Copy your server certificate into another file and add the device key as
shown below.

————— BEGIN RSA PRIVATE KEY-----
MIIEOWIBAAKCAQEAYQlpnIRkr3IrdwlC1i0jyrFw2+bxgvowrotMyGfIRZazklLo5]
1whyb,/uFcX2Unc /H5X7wDa3gawr 61 Jki /dvf8X16gpHi crWR+WFATRS /D7 Z+B/ ew
1aM5vODMTwSmyAMNNAOSZ 3g50NSEFgT ZMewk imIvyyfHjHV2kpwS1Hekwr aa8dv]
dunahzeTTcDghxhT2p2hskKxARESmd DOViv2ZaECKNRT XXVDA,/ 2uggxfxJ1i185Cpak
gxiJzeqPv+xRvp/jTPI1lwlGPMUemIILGS 9571 FOvBWpUFM3xDR308GCUOT8eokEEA
1pwugiRuchjh46428rbr810+FJPOAhEJ?xuwaDAQABAoIBABstQHNBEm?Jotos
Hkwgbb4rgonj36seeszis51ff9kIbjorfasuyyqeihqp6iLgv5oml+GQREQIIMAT
ka2xSBC56uokKxvMuwThde /GdwrqHoUi IfKErEgEB4EYXIPettniZwllTipjoarOp
XTF5ITImLGOYT7 Tu9k jWBSUIsSmpXTn8xNulpo511zy,/S0y3p38gTKWNILNICNIX0
qoLTNfiGva7 ITRhJHF X4 AYKISZMNE4Z TAWEr4B7 2Wx 1 TpINr01Tk0ezrkn5uB+Ug
EnxONoNXAToTV7MCIM+ud CjvBuww3yTh7Mw515A59ze59eN5TicLLhSYFFIYYKaio
e2HgPEECOYEATXY94+z2xyd 8z 50gQEr gHCWF V7 WiWPE6kUObIGKITCygPONSjgKSuo
ppripr4gpvH8V7BkrPASsdXrmm3UyvmrK5z89T0SQMNS s EHX+ VT VS HYXMKW3Wa6
BChTA2+YsSHPTpFeaYK,/ruxh/3rRbTFOpTTpiHpMYEWNOWYXT21g2HPCCQYEAZL+D
tEHVFNscodcrlKE2ZVGEMLGDE112eUBp3/6+Mr AggdvgaaBgxuv 7 sWNSTYSAFVTY
E10I/CwDCB4UIIK4mbenw39uu20ZAGCeNXomd0sg97VXs7GR7E6TYCIirei 6UOHX2
ySpb5LECB1PevTPOS8GHYjqhkmsr zQx /URX9ALKCgYEAYhZ c6¥Kalbnp6svCMrug
MTON2095506h1dBQMWFC30Ws 1 zx126valZ+oLMwWwVyD4dcgRicvBidQDxL++sIsirr
r3wlEwhczZmLcI5e0Qf /c3FqTBd2pgtaP7EXZMHITTI1UXE5P SPKSDM,/FMUTPI1ZN
UYMiyePXNKsNNgsUTTokolUCgYAsSRWHX/iFhjB/FyKdRNORTETHIr 5x/Xfvabk35s
8ZdgBIO1tK3ZGST /M7 98CTeEQWlhdQd8QE2 ShEvNqKIVTYP7ECIDNFIfWEYeCPHO
pQiv1PXu4qCovvo7 g981gDnZKNbYCWAWOpAWd T p4vK7 AIN6hXEw09sada,/ uTvDw]
CXavMQKBgFhIVBHDICKYA1kMTYHVNP aXmIATW] EBMyWKkFWAT Z+ed4C+0jzyLul34e
TPkk81vxez00cBX241dIBZKbwCLNV3TprvaZueMuiSLjyUOH4AENZzaNlHAS2G+RZ
gWWEFZmT1gOR7f7HOuUBPpoNjnlzhsAMKBAVgWR IVYEPYoPPOLgIR

————— END RSA PRIVATE KEY-----

————— BEGIN CERTIFICATE--—-—-—-
MIIDazCCA1OgAWIBAQIIAMIbOHSkqNSPMADGCSQGSIh3DQEBCWUAMFXCZAIBGNY
BAYTATVTMQSWCQYDVQQIEWIPSDEMMADGALUEChMDTTRIMQS8WDQYDVQQDEWZOVEK]
QOExHjacBgkghkiGow0BCQEWD3INhbGVZQGS0awdvLmNvb TAeFWOXODEYMDQYMDAL
MzhaFwlyMTASMMyMDAIMZhaMHE xCZAJBgNVEAYTATVTMOSwCQYDVQQIEWIPSDEP
MADGALUEBXMGQXVyb 3 JhMQwwC gYDVQQKEWNOVEKXF JAUBGNVBAMTDTE SMi4xNjgu
Myd xNDQxHjacBgkghkiGOw0BCQEWD3INhbGYZQGS50aWdvLMNVhTCCASIWDQY JKOZ I
hvcNAQEBEQADY EPADCCAro?gEBAMkNaz5UZK96+MJQﬁYtlzkatvmlﬁr+1qGLT
Mhnngwmzcﬁos CIWG,/7ThXFATI3PX+V+8A2TAGSK+0T1ZIVIVX,/FI9eokR4nK1kT 1h
QIkbPw+8/gf3sImjob6gzE8OZrwlpzWjrGd4LDpOhBYIMTHS IIpiwMsNxX4 X7 9pKY
udr3pFg2mvHvSxXbpwIc3k03ad Icyu9qdobCsQEQeZuadL47 ImhHMZOYs chwwPOro
IMX1yYpfEQQQIKsYic3qi7 /sUb6f4065NcIR] SrnpisCxrPevhdl /FQVBTNEQOdE
PBgrtifHgIBBAJaVYIkbkHI44e0uGfK26,/1dPhSTIAIRC el 7NECAWEAAIMEMBIWW
CQYDVROTBAIWADAPBQNVHREECDAGhWTAGAOQMADGCSGSIb3DQEBCWUAAL IBAQEd
CNATH,/4DeYR70j13yOmN9ajgrUSXbzETNALCr+3W+2YUal4d cAOdo,/e9TLwhTC1pH
E1HKrkFyjag5SIEE32PT,/Pr+gb++,/2U94 jw7qatgr cwiboy7yt1cZgEKYOEPjWwfU]
fSlsangwmQMGAOLuRF2NLLU9VCY1TpeeTGyC/ve5k3rqOYFACQLSFKagD?VgﬂEF
IWTUL3uwvDxP7QzvkgjKuEIkW]g2DIME3bw2ejAOCOHATBRCROXMS 327 marRqeLz]
GLbf 3587 pCZMQIL21YU9D] /7 ORSNLXdyKQGAKNFOXMHkmuAafqIF p+d8D+3XtVSw
h94zxQI77varHxLswk3e

On the ENVIROMUX Web Interface menu Under “Administration” select “Network”. In X509 certificates, select “Choose File”,
select the combined server certificate /key file, click "Upload Server certificate and key".

3. Uploading External CA Certificate to ENVIROMUX Device:

————— BEGIN CERTIFICATE-----
MIIDtJCCAp4CCQDY25IKACe+dDANBgkghkiGOwWOBAQOFADCBNDELMAKGALUEBHMC
VVMXCZAIBEGNVEAQTAK I IMQEWDQYDVQQHEWZEAXIvemEXITATBEgNVEAOTGE 5 1dHdv
cmsgvGYjaG5svbGOnawvzIE TuYZEUMBIGALUECXMLRWSNaW5 1ZX1pbmc XxDZANBGNY
BAMTBK 5USSBDQTE IMCMGCSQGSIb3DQE JARYWanvVZdG1uLmZ 1cnlpQG50awdvLmNy
bTAerOxODEyMDMxODElNDZaFwOxOTExMagxODElNDZaMIGcMstCQYDVQQGEWJV
UZELMAKGALUECBMCTOgXDZANBGNVBACTBRKFLemIyyTERMBEGALUEChMYTmVOd29y
ayBUZWNobm9sb2dpzZXMgSw5 jMRQWE gYDVQQLEwWEFbmdpbmv1cmluzzEPMAOGALUE
AXMGTTRITENBMSUwIwY JK0ZIhvcNAQkBFhZgdXNDawduZmvycm] AbnRpZ28uy29t
MIIBIjANBgkghkiGIwOBAQEFAAOCAQEAMIIBCgKCAQEATUVXT aF44xtBRQG1T1Ch
evmefoHyQLBKtﬂGX?AuwleNp+3Slcu1YZTHgMSJU//W/SFqnGPhEDmkahB/F
gytdKbdeC7t8wdoNx4TtdIz0+7 chBBqvoN7DYL545,/0Ir TLpaHnbBIPhxsFEREWU
hwliXl4S$TW4OX49EfPJdGShORMAESQWkS?Jddx440ALrjLcEIBZRV4Mb8EV9038
JIyulpwHgfuRVMCN3X/yzHI1EP7DGQ17nrFjam&ohml0IxHi zazqrdgfqHGO09zgrct
qJoQVLMWBamwFn213DAz5QdIorF11zox7 D2z 1BKTYM7 grlE7mzR12uA0T 1 50wqEL
2WIDAQABMADGC5qGSIb3DQEBDQUAAL IBAQBXKTZ 30R7eRLV+Q5U2a41Nj61 /UkW9
10Hhu9YtM0p1'tjcueD4q3cu56iGJNyru4of?q¢zusu+ijxwhhzqcb0+eF+LMEc
NnF/126pTxQNh30mglKRLQEEpPZ 5SDedSbrRTE,/ TEOSZm,/ChoyY7boizp/B8+AY4Id
/AUBIBULTN2tRL4dONCbECCtS37YRARZTIFE5es9g] fTKVA4mMBYJE 5p9bgDzHCdO
X1iuv3TiELP307Y7NNLTOONVRr bzS9YHHMMIORP4 j7SPasxveyFTz93Lugn8kkTw
0dzroxCmGuMvPD1 1q1Z 20RZVDNWI+AZ VKT / TH++EQUBSpTy5aP7ZzpEfN

————— END CERTIFICATE-----
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Get the certificate of your CA in a *.cer or *.pem format which should be as shown above. Optionally this file may include an
intermediate certificate, which would be different from the above root Certificate, in the same file. On the ENVIROMUX Web
Interface menu Under “Administration” select “Network”. In X509 certificates, click “Choose File”, select this CA certificate file,
and click "Upload CA certificate".

Creating a Client Certificate for ENVIROMUX Series Products

The procedure for creating a client certificate is similar to that for creating the web server certificate.

1. Creating a user key

The following instructions create a private key for a user named your_name@ntigo.com. When prompted for the pass phrase,
enter a password that you can remember.

% cd Zusr/local/ssl/ntiCA

% openssl genrsa -des3 -out ./user/keys/your_name@ntigo.com.key 2048
Generating RSA private key, 2038 bit long modulus

P ok ot o ok o

_____ ++++++

e is 65537 (0x10001)

Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

Verifying - Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

NOTE: When entering the password, the characters will not be displayed and there will not be an indication of what you
typed in. An error message will be printed if you do not type the same password in both prompts.

2. Create the user certificate request

1. The following command creates a certificate request for a user with email address: your_name@ntigo.com and common name
your_name. When prompted for the pass phrase for the keys in file ./user/keys/your_name@ntigo.com.key, enter the pass phrase
that you used to create the user key (e.g. “password”).

% openssl req -sha512 -new -key ./user/keys/your_name@ntigo.com.key -out
./user/requests/your_name@ntigo.com.csr

Enter pass phrase for ./user/keys/your_name@ntigo.com.key:

You are about to be asked to enter information that will be incorporated into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [US]:US
State or Province Name (full name) [OH]:OH
Locality Name (eg, city) []: Aurora
Organization Name (eg, company) [NTI]:NTI
Organizational Unit Name (eg, section) []:Engineering
Common Name (eg, YOUR name) []:your_name
Email Address [ca@ntigo.com]:your_name@ntigo.com

Please enter the following “extra® attributes
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to be sent with your certificate request
A challenge password []:
An optional company name []:

2. Sign the user certificate request and create the certificate

% openssl ca -in ./user/requests/your_name@ntigo.com.csr -cert ./CA/ntiCA.crt -keyfile
./CA/ntiCA_key -out _/user/certificates/your_name@ntigo.com.crt

Make sure the following line is in your openssl.cnf:
unique_subject = "yes"
If it is not, you should add it on a separate line using any text editor.
3. Check that the request matches the signature
Using configuration from /usr/local/openssl/openssl.cnf
Check that the request matches the signature

Signature ok
The Subject®"s Distinguished Name is as follows

countryName SPRINTABLE: "US*

stateOrProvinceName “PRINTABLE:"0OH"

local ityName PRINTABLE: "Aurora*
organizationName SPRINTABLE: *NTI*
organizationalUnitName:PRINTABLE: "Engineering”

commonName PRINTABLE: " justin*

emai lAddress “1ASSTRING: " justin.ferri@ntigo.com”

Certificate is to be certified until Dec 7 14:52:08 2038 GMT (7305 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries
Data Base Updated

If you receive an error message like the one below, you still should not have issues with signing the certificate. The index.txt.attr
file will be generated.

Can"t open Zusr/local/ssl/ntiCA/index.txt.attr for reading, No such file or directory

3079379152:error:02001002:system library:fopen:No such file or
directory:crypto/bio/bss_file.c:74:fopen("/usr/local/ssl/ntiCA/index.txt_attr®,"r")

3079379152:error:2006D080:BI0 routines:BIO_new_file:no such
file:crypto/bio/bss_file.c:81:

4. Verifying the user certificate contents

To verify the user certificate contents, you can use the following command:

% openssl x509 -in ./user/certificates/your_name@ntigo.com.crt -text
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IV. Creating and Importing a Client Certificate for ENVIROMUX Series Products

Web browsers like Firefox and IE can't use the certificates in the PEM format that is generated by OpenSSL . Consequently, we'll
need to export the user certificate to file formats that can be imported by web browsers.

1. Generating the client certificate in PKCS#12 format

Firefox and Windows support the PKCS#12 certificate format. Use the following command to convert the user certificate to this
format.

NOTE: During the conversion process, you'll be asked for an export password. Enter anything you can remember, but
don't let it be empty because the file will contain your private key.

% openssl pkcsl2 -export -clcerts -in ./user/certificates/your_name@ntigo.com.crt -inkey
_/user/keys/your_name@ntigo.com.key -out ./user/certificates/your_name@ntigo.com.pl2

Enter pass phrase for ./user/keys/justin.ferri@ntigo.com.key:
Enter Export Password:
Verifying - Enter Export Password:

Copy the your_name@ntigo.com.pl2 file in the /ust/local/ssl/ntiCA/user/certificates directory to a location where you can
access it from your web browser via the file system.

How to Import a Client Certificate on Windows

The browsers must be able to access the client certificate created. The following are directions for using the newly
created client certificate.

. Open “Internet Options” in Control Panel

. Navigate to the “Content” tab.

. Select the “Certificates” button.

. Go to the “Personal” tab

. Press “Import”

. Follow the wizard instructions to select the certificate file

. Enter the password you used to protect your certificate and private key
. Import the client certificate into the Personal store.

© 0 N O Ul h W N P

. Enter the password you used to protect your certificate and private key

10. Click the imported certificate and then on the View button in the Certificate intended purposes group box. Click the
Details tab and then the Edit Properties button. Make sure that the Client Authentication option is checked.

Next time you try to access the ENVIROMUX Web Interface, you will be prompted to use the client certificate.
NOTE: You will also have to import the CA that was used to sign this client certificate.

How to Import a Client Certificate on Mozilla Firefox

The Mozilla Firefox browser does not use Window’s stores to use and trust certificates. The following are directions for
trusting the newly created client certificate.

1. Open the Mozilla Firefox browser.

2. Type “about:preferences#privacy” in the URL field of the browser.

3. Under “Security” in the “Certificates” section, press the “View Certificates” button.
4. Navigate to the “Your Certificates” tab.

5. Select “Import”.
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6. Make sure you are looking for the correct file type (in the dropdown next to the file name field, the file type should
display something that accepts (*.p12) files.

7. Find your client certificate and press “Open”
8. Enter the password you used earlier to generate it and click “OK”.

9. Restart the Firefox browser.

Next time you access the ENVIROMUX Web Interface, you will be prompted to use the client certificate.

NOTE: You will also have to import the CA that was used to sign this client certificate.

V. Configuring an ENVIROMUX Device to Require Client Certificate

On the ENVIROMUX Web Interface menu Under “Administration” select “Security”.
In X509 certificates select the file ntiCA._crt and press button "Upload CA certificate".
Select “certificate + login” in the "Mode" field under “User Authentication” to enable the device to ask for a client certificate.

Use https communication.

Note: Before disabling http be sure to verify https client authentication works properly.

[~ server Settings

Enable Telnet
Enable SSH

Enable HTTP Access
HTTP Port

HTTPS Port

Web Timeout

=] s : :
Enable access to this device via telnet Don’t remove this checkmark until

you verify https client authentication
En:W works properly

Enable access to this device via standard (non-secure) HTTP requests. HTTPS is always
enabled.

80
Port for standard HTTP requests

443
Port for HTTPS requests

20
Minutes after which idle web users will be logged out (0 disables idle logout)

Server settings section of Network configuration from ENVIROMUX web interface

185



NTI ENTERPRISE ENVIRONMENT MONITORING SYSTEM

| DATE/TIME BATTERY REPLACEMENT |

The E-xD is equipped with a replaceable battery that maintains the set date and time when the ENVIROMUX is powered OFF.
In the event you find that the date has been reset to “08/31/2009” after a power-cycle, this means the battery has reached end of
life and needs replacement.

To replace the battery:

1. Avoid Electrostatic Discharge (ESD) by grounding yourself before touching the ENVIROMUX. Failure to follow this step
may damage your ENVIROMUX.
2. Power OFF the ENVIROMUX.
WARNING: RISK OF ELECTRIC SHOCK!! If you prefer to change this battery while power is connected to avoid having to reset

the date and time, be extremely careful not to touch the exposed 120 or 240VAC line voltage (E-16D) or any other part of the
circuit boards. Also, be careful not to let the battery fall down onto the live circuit board.

3. Remove the screws that hold the top of the case to the ENVIROMUX (10 in the E-16D, 5 in the E-2D/5D, locations indicated
below by orange arrows) and remove the cover to expose the circuit boards inside.

]Il'ﬁ— Ju -

Date/Time Battery
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4. Locate the date/time battery in the ENVIROMUX (see images above).

5. Using a non-conductive stick-like object (ex. a Q-tip with the cotton removed from one end), press the battery out of the
battery holder. Be careful not to let it fall onto the circuit board if you are doing this with power ON

..... compress spring until
clip is cleared

ﬂ(\/\
\-5__‘\

spnng

L 008 968C WAV %

In E-16D — apply pressure to edge of / s 9 L, W e
battery as shown, pressing the battery N

I‘I’ ]
against the spring..... t

B

3

Lavd

_ = -]

...then tilt the battery up to 2

remove it. S

(=4

(o]

ENVIROMUX-5D Battery Removal

In ENVIROMUX-5D — apply pressure to
edge of battery as shown

.. pressing the battery out from under
the retaining clip.
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E-2D Battery Removal

s n—
|

I ot B4 8N

In E-2D — apply pressure to edge of
battery as shown, .....

. ses < 83 il ‘:r
... pressing the battery out from under
the retaining clip.

6. Re-install the new battery by reversing the process. (CR1225 for E-2D/5D, CR2032 for E-16D) With the E-2D/5D, be very
careful not to lift up to hard on the retaining clip. Lift only far enough to slip the edge of the new battery under it and slide the
battery back into place.

7. Carefully reinstall the cover to the base and install the screws removed.

8. If the ENVIROMUX was powered OFF during this procedure, power ON the ENVIROMUX and configure the correct time and
date using one of the control methods described earlier in this manual.
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E-16D BACKUP BATTERY REPLACEMENT

The NTI E-16D contains a sealed lead acid battery that may at some point need replacement. If the unit is under warranty,
contact NTI to arrange for return and factory replacement to prevent voiding the warranty. If the unit is outside of the
warranty, field replacement may be preferred (contact NTI to order part no. E-BATTERY2). In either case, the failed battery must
be properly disposed of. To replace the battery, carefully follow all instructions.

AWARNING

RISK OF ELECTRIC SHOCK! FAILURE TO FOLLOW ALL INSTRUCTIONS
MAY RESULT IN ELECTRICAL SHOCK.
Disconnect ALL power and connection cables from the ENVIROMUX before
proceeding.

1. Remove 10 Phillips-head screws securing the cover of the ENVIROMUX to expose the components inside.

2. Locate the battery inside the ENVIROMUX. (See figure below)

3. Remove the two wires connected to the battery using pliers.

4. Remove the 4 Phillips-head screws securing the two brackets holding the battery to the case. Screw heads are
accessible from the bottom side of the ENVIROMUX.

5.  Remove the battery.

6. Place the new battery in the case with the terminals in the same position as the battery that was removed.

7. Reinstall the two brackets to secure the battery using the 4 Phillips-head screws.

8. Attach the two wires. Be sure the wire connectors are fully on the battery terminals.

9. Reinstall the cover of the ENVIROMUX.

10. Dispose of the battery according to local requirements.

Note: Charge new battery (power up the ENVIROMUX) for at least 48 hours before putting the ENVIROMUX in
storage, and if kept in storage, recharge the battery every 3 months.

For instruction on the proper disposal of the battery, either contact the Rechargeable Battery Recycling Corporation (RBRC)
at 800-822-8837 or go to their website at www.call2recycle.org. Disposal will be at no cost to you.

Screws for support
brackets. (Screw heads
are accessible from the
bottom side of the case.)
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RECYCLING INFORMATION

Attention: Residents of New York, USA

The E-16D is subject to New York's recycle laws regarding lead acid batteries.

AWARNING

The E-16D contains a sealed lead acid battery. Battery maintenance must be performed by an authorized trained
technician. Always follow local laws and regulations regarding the disposal of this unit.

For instruction on the proper disposal of the battery contained in this unit, either contact the Rechargeable Battery Recycling
Corporation (RBRC) at 800-822-8837 or go to their website at www.call2recycle.org. Disposal will be at no cost to you.

For instruction on the safe removal of the battery, see page 189.

In order to return the E-16D to Network Technologies Inc for any reason, please contact us at (800) 742-8324 (800-RGB-TECH)
or (330) 562-7070 to receive a return goods authorization. All packaging and shipping expenses will be the sole responsibility of
the customer.
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3G data connection, 74
48VDC power option, 21
AC adapter, 21
acknowledge, 32, 38
adding a sensor, 48
Administration, 63, 109
alarm summary, 35
alarm test button, 117
Alert Delay, 45

Alert Notifications, 34, 45
Alerts, 25

alerts-enable, 35

analog sensors, 37
audible alerts, 13
battery backup, 117
battery replacement, 189
Cables required, 3
cascading, 93

connect sensors, 10
Console connection, 15
Contact Sensors, 48
cycle sensor power, 53
Data Logging, 26

data log-view, 110

ddns providers, 169
default IP address, 29
Device Discovery Tool, 28
DHCP server, 71

Digital In, 11

Digital Input Sensors, 51
Digital Out, 14

Digital Output, 34, 45
dismiss, 32, 38

double-function sensor, 37

downloads, 115

Dual Power, 20
email-customize, 66
Enterprise Setup, 68
error codes-SMTP, 173
event log-view, 109
event settings, 100

Ext Alert, 5

external sensor, 37
firmware update-web, 92
flash drive, 118
groups, 44

GSM modem, 26, 68
HTTP Server Port, 74
Installation, 7

Int Alert, 5

internal sensors, 36
IP Assignment, 25

IP Cameras, 61

IP Devices, 56

IP filtering, 90

IP Sensors, 60

Java Runtime Environment, 28

Language selection, 64
LDAP mode, 85

LDAP, User settings, 81
LED Status Chart, 116
liquid detection sensor, 11
login, 29

log settings, 112

log to flashdrive, 114

Low Batt, 5, 117

mobile summary page, 119
modbus support, 124
modeme-serial, 17
modem-USB, 17
mounting, 8

Network Page, 71

Office 365, 131

output relay, 54, 67
Password, 29, 119

port assignments, 169
port number, 73, 74

ports used, 173

Power Supply Status, 32
question marks, 37
reboot, 98

Recycling, 190

remote RS232 device, 23
restore defaults button, 117
RS485 sensors, 37

RSA key, 66

security, 85

sensor graphs-disable, 67
Sensors, 25

serial control, 118

setup email, 129

smart alerts, 99
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SMS alert messages, 17
SMS Setup, 156

SMS via SNMP, 160

SMTP server, 71, 74

SNMP, 26

SNMP Basic Commands, 135
SNMP Definitions, 135
SNMP-control outputs, 74
SNMP-Control siren-beacon, 148
SNTP server, 63

Summary Page, 31

Syslog, 26

system configuration, 63

system information, 91

system reset button, 116
temperature/humidity sensors, 25
Test Email Button, 71

text menu-login, 118

threshold, 42, 45

USB Flashdrive, 114

USB port, 17, 118

user configuration, 79

User Management, 25

username and password, 29, 119
visual alerts, 13

X509 certificate, 88

WARRANTY INFORMATION

The warranty period on this product (parts and labor) is two (2) years from the date of purchase. Please contact Network
Technologies Inc at (800) 742-8324 (800-RGB-TECH) or (330) 562-7070 or visit our website at www.networktechinc.com for
information regarding repairs and/or returns. A return authorization number is required for all repairs/returns.

MAN154 Rev. 2/15/19
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